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WELCOME TO EMSA 

LISBON 

SAFEMED III 

RECOGNISED SECURITY ORGANISATIONS  

1 and 2 OCTOBER 2015  

Today 
Min      oC 
Max      oC 
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WELCOME TO EMSA 

EMSA NETWORK 
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WELCOME TO EMSA 

Delegates introductions: 
- Name 

- Job Title 

- Employer 

- General experience 

- Security experience 

- Current knowledge of the ISPS Code 

- Responsibilities to oversight RSOs tasks 
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AGENDA 

Lisbon / 1 October 2015 

Rui Silva Dias 
Senior Project Officer 
Visits & inspections 

Maritime Security  
Recognised Security Organisations - ISPS Code 

SAFEMED III 

1st DAY 
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SAFEMED III – RSOs 
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I. Role of EMSA 

II. Overview Legislation - RSOs 

III. Delegation of tasks to RSOs 

IV. Administration Responsibilities 

V. Selecting Recognised Security 

Organisations 

VI. National Oversight 

8 

I. ROLE OF EMSA 

EMSA – MARSEC activities 
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2000  

Commission proposed 

a regulation setting 

up EMSA – a 

technical body with 

the aim of ensuring a 

high, uniform and 

effective level of 

maritime safety and 

prevention of 

pollution by ships in 

the Community 

June  

2002 

European 

Parliament & 

Council – 

adopted 

Regulation 

1406/2002, on 

27 June 2002 

August  

2002   

Entered 

into 

force 

March  

2003 

EMSA 

started 

activities 

March 

2004 

When was maritime security included in the tasks of EMSA… 

Sept 

2001 

9/11 

attacks 

Sept 

2005 

EMSA 

maritime 

security – 

started 

activities 

EMSA – MARSEC activities 

10 

EC - DG MOVE – Organisational Chart  
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EFTA SA (ESA)– MARSEC activities 

12 

EMSA – Organisational Chart 
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EU maritime security legislation… 

 Concurrent with ISPS Code, the EU adopted 

Regulation (EC) No.725/2004 of 31 March 2004 on 

enhancing ship and port facility security 

 

 And, subsequently 

 

 Commission Regulation (EC) No.324/2008 of 9 

April 2008 laying down revised procedures for 

conducting Commission inspections in the field of 

maritime security 
 

Legal Framework 

14 

Commission Regulation (EC) 
No.324/2008 

Art.2(1) 

Commission inspection Examination by Commission inspectors 

(Art.2(2)) of Member States national maritime security quality control 

systems, measures, procedures and structures to determine 

compliance with Regulation (EC) 725/2004 

Commission inspections are aimed towards MS and not intended to 

substitute MS monitoring responsibilities on a national level but to 

complement the monitoring process 

Role of EC and EMSA 
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EMSA, Maritime security tasks, summary: 

• Technical body 

 

• Provide technical expertise during EC/ESA inspections of 
national administrations in respect of ships and port facilities, 
ships, shipping companies and RSO’s 
 

• Provide technical expertise in the preparatory work, reporting 
phases and follow-up  for each inspection 
 

• Prepare and draft of technical documentation (Country 
Reviews, methodology for inspections, checklists…) 
 

• EMSA submits inspection reports of each inspection to the EC 
and EFTA SA 
 

• Participate in the MARSEC Committee 
 

• Training on maritime security 

Role of EMSA 

16 

2 

Assignment 

3 

Conduct of the 
Inspection 

4 1 

Inspection Report 

5 

Follow up 

6 

Overview 

Identified findings 

EC/ESA 
Notification of 

Inspection  

RSO 

File for Inspection 

Regulation 
725/2004 

Commission 
Regulation 
324/2008 

Relevant MS security 

related 

documentation/legislation 

(National Programme, 

monitoring reports, etc) 

Shipping Company 

National Administration Offices 

+ 

Commission/

ESA  

inspectors 

NI 

Document review 

Interviews 

National Administration  

MarSec activity 
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Maritime Security 

Ships in 

the port 

RSO/RO 

performance 

Ships 

Shipping Companies 

Ship Security  

Training & Certificates 
Inspection 

History 

THETIS 

EMSA B.2.2 
Assessment of  

Classification Societies  
(Regulation 391/2009) 

EMSA B.3.1 
Port State Control 

EMSA C.2 and C.3 
SafeSeaNet 

Maritime Support Services 

Focal Point  
24hrs in advance  

(Flag, IMO No.) 

Other 
MOUs 

EMSA B.1.1 
Visits to  
Member 

States  
(Directive 2009/15/EC) 

EMSA B.1.2 
Training of Seafarers 

Commission inspections 

Commission inspections 

EMSA – MarSec support 

18 

II. Overview Legislation 

Applicable to Recognised Security Organisations 
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• Applicable for ships international voyages & port facilities 

• ISPS Code is based on reducing vulnerability in a PREVENTIVE 

manner and on a policy of deterrence 

• Intended to help protect the ship and port facilities against any 

unlawful acts (THREATS - piracy, sabotage, smuggling, stowaways)  

• Based on Management Principles – Risk Assessment – Plan – 

Implement -> PLAN –> DO –> CHECK -> ACT  

• Managing security – Continuous evaluation and updates to ensure a 

cost-effective & response-effective system 

• Minimum International Standards for Maritime Security 
19 

Legislation 
ISPS Code – Main Principles 

20 

SOLAS XI-2/2 – Application   

Ships 

• Falling within the scope of the Regulation XI-2/2.1  

Regulation (EC) no.725/2004 

• Falling within the scope of the Article 3: 

• Part A of the ISPS Code 

• Domestic Shipping – Class A passenger ships –  

• Other domestic services – Mandatory risk assessment – ships, companies 

and  port facilities serving them 

Verifications 

• Mandatory under the international convention and EU Regulation 

Legislation 
Application - Ships 
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SOLAS XI-2 – Special measures to enhance maritime 
security  

Port Facilities 

.2 Falling within the scope of the Regulation XI-2/2.2  

Regulation (EC) no.725/2004 

• Falling within the scope of the Article 3 : 

• Part A of the ISPS Code 

• Domestic Shipping – port facilities serving Class A passenger ships 

• Other domestic services – Mandatory risk assessment – port facilities 

serving them 

 

Legislation 
Application – Port Facilities 

22 

Under the provisions of SOLAS regulation I/6 and, inter alia, SOLAS 

regulation XI-2/1.16 “( paragraph B/4.6 ISPS Code) Special measures to 

enhance maritime security”, Recognized Security Organisation (RSOs) 

may be delegated specific functions on behalf of the Administration 

and/or the Designated Authority of the Contracting Government. 
 

 

 

 

 

 

https://rulecheck.emsa.europa.eu/emsaweb/srcweb/commontree/contentsPrint.jsp?categoryID=9519 

MSC_89-INF.13 - Maritime Security Manual Guidance for port facilities, ports and ships (Canada).pdf 

RECONISED SECURITY ORGANISATIONS  

ACTING ON BEHALF OF THE ADMINISTRATION AND/OR 

DESIGNATED AUTHORITY OF A  

CONTRACTING GOVERNMENT … 

GENERAL 

https://rulecheck.emsa.europa.eu/emsaweb/srcweb/commontree/contentsPrint.jsp?categoryID=9519
https://rulecheck.emsa.europa.eu/emsaweb/srcweb/commontree/contentsPrint.jsp?categoryID=9519
https://rulecheck.emsa.europa.eu/emsaweb/srcweb/commontree/contentsPrint.jsp?categoryID=9519
https://rulecheck.emsa.europa.eu/emsaweb/srcweb/commontree/contentsPrint.jsp?categoryID=9519
https://rulecheck.emsa.europa.eu/emsaweb/srcweb/commontree/contentsPrint.jsp?categoryID=9519
https://rulecheck.emsa.europa.eu/emsaweb/srcweb/commontree/contentsPrint.jsp?categoryID=9519
https://rulecheck.emsa.europa.eu/emsaweb/srcweb/commontree/contentsPrint.jsp?categoryID=9519
https://rulecheck.emsa.europa.eu/emsaweb/srcweb/commontree/contentsPrint.jsp?categoryID=9519
https://rulecheck.emsa.europa.eu/emsaweb/srcweb/commontree/contentsPrint.jsp?categoryID=9519
MSC_89-INF.13 - Maritime Security Manual Guidance for port facilities, ports and ships (Canada).pdf
MSC_89-INF.13 - Maritime Security Manual Guidance for port facilities, ports and ships (Canada).pdf
MSC_89-INF.13 - Maritime Security Manual Guidance for port facilities, ports and ships (Canada).pdf
MSC_89-INF.13 - Maritime Security Manual Guidance for port facilities, ports and ships (Canada).pdf
MSC_89-INF.13 - Maritime Security Manual Guidance for port facilities, ports and ships (Canada).pdf
MSC_89-INF.13 - Maritime Security Manual Guidance for port facilities, ports and ships (Canada).pdf
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RECONISED SECURITY ORGANISATIONS  

DEFINITION 

[SOLAS regulation XI-2/1.16] 

Expertise in security  

Knowledge of ship  

Knowledge port 

operations 

Assessment 

Verification 

Approval 

Certification 

AUTHORISED TO:  WITH: 

24 

Legislation 
RSO main provisions 

• Authorisation to undertake certain security-related activities, including:  

• approval of SSP’s, or amendments thereto, on behalf of the Administration; 

• verification and certification; and 

• conducting PFSA’s. 

• Delegation of certain of their security-related duties with exceptions [Exceptions …] 

A/4.3 – Responsibilities of Contracting Governments 

B/4.3 – Responsibilities of Contracting Governments 

• Subject to the provisions of section 9.2.1, may carry out the SSA of a specific ship. 

A/8.3 – Ship Security assessment 

• Subject to the provisions of section 9.2.1, a recognised security organisation may 

prepare the SSP for a specific ship. 

A/9.1.1 – Ship Security Plan 



06/10/2015 

13 

25 

 
• Entrust the review and approval of SSP’s, or of amendments to a previously approved plan. 

• In such cases, shall not have been involved in either the preparation of the SSA or of the SSP, or of the 

amendments, under review. 

 

A/9.2 & A/9.2.1 – Ship Security Plan 

• Arranging for the audits - initial and subsequent verifications 

A/11.6 – Company Security Officer 

• Administration may entrust the verifications. 

A/19.1.2 – Verification and Certification 

• Can be issued or endorsed 

A/19.2.2 – Issue or endorsement of Certificate 

• If a renewal verification has been completed and a new Certificate cannot be issued or placed on board 

the ship before the expiry date of the existing Certificate, the Administration or RSO acting on behalf of the 

Administration may endorse the existing Certificate and such a Certificate shall be accepted as valid for 

a further period which shall not exceed five months from the expiry date. 

A/19.3.4 – Duration and validity of Certificate 

Legislation 
RSO main provisions 

A/19.4.2    

An Interim ISSC shall only be issued when the Administration or recognised security 

organisation, on behalf of the Administration, has verified that… 

A/19.4.3  

An Interim ISSC may be issued by the Administration or by a recognised security 

organisation authorized to act on its behalf 

A/19.4.5  

No Contracting Government shall cause a subsequent, consecutive Interim ISSC 

Certificate to be issued to a ship if, in the judgement of the Administration or the 

recognised security organisation, one of the purposes of the ship or a Company in 

requesting such certificate is to avoid full compliance with chapter XI-2 and this Part of the 

Code beyond the period of the initial Interim Certificate as specified in section 19.4.4 
26 

Interim certification 

Legislation 
RSO main provisions 
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B/4.4  

RSO may also advise or provide assistance to Companies or port facilities on 

security matters, including ship security assessments, ship security plans, port 

facility security assessments and port facility security plans.  

This can include completion of a SSA or SSP or PFSA or PFSP.  

If an RSO has done so in respect of a SSA or SSP, that RSO should not be 

authorised to approve that SSP. 

Responsibilities of Contracting Governments & Annex III, 

Regulation (EC) No.725/2004 

B/4.5   

When authorising an RSO, Contracting Governments should give consideration to 

the COMPETENCY of such an organisation. An RSO should be able to 

demonstrate… [EU Mandatory] 

Legislation 
RSO main provisions 

 

B/9.4 

If an Administration uses a recognised security organisation (RSO) to review or approve 

the SSP, that RSO should not be associated with any other RSO that prepared, or assisted 

in the preparation of, the plan. [EU Mandatory] 

 

28 

Ship Security Plan & Annex III, Regulation (EC) No.725/2004  

Legislation 
RSO main provisions 
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III. Delegation 

of 

Tasks 

30 

ENSURE… 

The assignment of 

such authority 

should ensure 

uniformity! 

Delegation of tasks 
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- Contracting 

Government (EU MS) 

 

- Agreement ? 

31 

CONCEPT 

DELEGATION 

CRITERIA? 

 

- RSO means according to 

B/4.5 (EU mandatory) 

- Recognition by the EU (ships) 

- No specific EU recognition 

(port facilities) 

 

AUTHORISATION 

Delegation of tasks 
Concept 

32 

Delegation of tasks 
Ultimate authority 

DELEGATING … 

… SHIFTING RESPONSIBILITIES … 

… DUTIES! … 

The Administration and/or Designated Authority 

maintain the  

ultimate authority  

continue or revoke delegations to RSOs 
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• Set security level 

• Approve the PFSA and amendments 

• Determine the port facilities which have a PFSO 

• Approve PFSP 

• Exercise control and compliance measures pursuant to Regulation XI-2/9 

• Establish requirements for Declaration of Security 

• Review, or approve SSP, or its amendments, where has participated in 

the preparation of the SSA, or plan, or of the amendments under review 

 

[ISPS Code A/4.3, A/8.3, A/9.1.1, A/15.2, A/16.1.1, B/1.7, B/1.16, B/4.3] 

WHAT AN RSO CANNOT DO… 

Delegation of tasks 
Restrictions 

34 

• Security expertise; 

• Knowledge of ship and port operations, ship design & construction; 

• Capability to assess the likely security risks; 

• Maintain and improve the expertise of their personnel; 

• Monitor the continuing trustworthiness of their personnel; 

• Measures to avoid unauthorised disclosure of, or access to, security-sensitive material; 

• Knowledge of relevant national and international legislation; 

• Knowledge of current security threats and patterns; 

• Knowledge of recognition and detection of weapons, dangerous substances and 

devices; 

• Knowledge of recognition, on a non-discriminatory basis, of characteristics and 

behavioural patterns of persons who are likely to threaten security; 

• Knowledge of techniques used to circumvent security measures; and 

• Knowledge of security and surveillance equipment and systems and their operational 

limitations. 

Competencies… 

Delegation of tasks 
Criteria 
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IV. Administrations 

Responsibilities 

36 

• Contracting Governments shall (…) communicate to the Organisation the NAMES and 

CONTACT DETAILS of any ROS authorised together with details of the specific 

responsibility and conditions of authority delegated to such organisations. Such 

information shall be updated (…). 

SOLAS XI-2/13.2 – Communication of Information 

Administration 
Responsibilities 
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• Shall, to the extent they consider appropriate, test the effectiveness of the SSP or the PFSP, or of 

amendments to such plans, they have approved, or, in the case of ships, of plans which have been 

approved on their behalf. 

A/4.4 – Responsibilities of Contracting Governments 

2.2.3 The legislation should also specify the powers needed for Government officials to undertake their duties, 

including the inspection and testing of security measures and procedures in place at ports and port facilities and 

on ships, and the application of enforcement actions to correct incidents of non-compliance.  

MSC 89/INF.13 – Maritime Security Manual 

2.10.37 Administrations undertake inspections of their SOLAS Ships as initial, intermediate and renewal verifications 

of the ship’s International Ship Security Certificate.  At their discretion, Administrations may also conduct:  

a additional inspections on ships flying their flag to assess compliance with the Maritime Security Measures;  

b covert tests of the Maritime Security Measures and procedures of a ship flying their flag. 

2.17.12 The Designated Authority can undertake covert test of the security measures and procedures at their port 

facilities.  

Administration 
Responsibilities 

38 

A/9.5  

Shall determine which changes to an approved SSP or to any security 

equipment specified in an approved plan shall not be implemented unless the 

relevant amendments to the plan are approved by the Administration.  

 

A/9.5.1 

The nature of the changes to the SSP or the security equipment shall be 

documented in a manner that clearly indicates such approval. This approval shall 

be available on board and shall be presented together with the ISSC (or the 

Interim ISSC) 

Ship security plan & amendments to the plan approved 

Administration 
Responsibilities 
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A/19.1.3 

In every case, the Administration concerned shall fully guarantee the completeness and 

efficiency of the verification and shall undertake to ensure the necessary arrangements to 

satisfy this obligation) 

Verification and Certification for ships 

Administration 
Responsibilities 

40 

Recognized Security Organisations  

V. Recognized 

Security 

Organisations  

RSO 
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Authorisation 

Request for 

authorisation by 

RSO to ADM 

Assessment  by 

ADM based on 

criteria 

Authorisation 

granted by ADM if 

criteria met 

Possibility of limited 

authorisation 

Criteria 

ISPS B/4.5 
[EU Mandatory] 

 

[MSC/Circ. 1074, IMO 

Recommend] 

Other 

(experience, 

already for safety, 

…) 

Periodical checks 

Not a requirement 

from ISPS Code 

Recognition as RO  

[EU level, 

voluntary] 
Administration 

Verify that RSOs 

meet the obligations 

of the Convention 

and fulfil the criteria  
[Regulation at EU level] 

Recognized Security Organisations  - 

Process 

Based on existing 

agreements 

together with ISM 

42 

WORKING RELATIONSHIP 

• Written agreement ? 

• Liability provisions ? 

• Provisions for audit by the Administration ? 

• Provisions for attending on board audits/verifications ? 

• Reporting of tasks – verification audits ? 

• Meetings? 

• Communication ? 

Recognized Security Organisations  
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Recognized Security Organisations 

• Lay down criteria on which to base appointment; 

• Have a formal written agreement; 

• Verify applicants meet  the criteria before appointment; 

• Verify RSOs continue to meet the criteria for their appointment ; 

• Specify any national requirements or guidance (e.g. security 

threats) to be taken into account (SSAs, SSPs, PFSA, …); 

• Verify the quality of RSOs’ work - flag State inspections / 

verifications of ships;  

As Administration …what to take into account? 

44 

Recognized Security Organisations 

• Specify frequency and scope of additional verifications; 

• Fully guarantee the completeness and efficiency of the 

verification (A/19.1.3); 

• Ensure has adequate resources in terms of technical, 

managerial and operational capabilities (size, structure, 

experience, capability,…); 

• Specify instructions detailing actions to be followed in the 

event that a ship is found not in compliance; 

• Provide RSO with ALL instruments of national law; and 

• Records that can provide the Administration. 

As Administration … what to take into account? 
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Recognized Security Organisations 

• Ensure has adequate resources in terms of technical, managerial 

and operational capabilities (size, structure, experience, 

capability,…); 

• Adequate geographical coverage; 

• Procedures for communication; 

• Procedures for reporting; 

• Additional ship and port facility inspections and audits by the 

Administration; 

• Evaluation/acceptance of the certification of the RSO’s quality 

system by an independent body of auditors; and 

• Monitor & verify the activities related to security delegated to the 

RSO as appropriate 

For the RSO … 

46 

Recognized Security Organisations 

• Update procedures on regular basis and to inform the 

Administration of the relevant amendments to the PR’s; 

• Allow Administration participation in the development of the 

procedures; 

• Governed by the principles of ethical behavior; 

• The RSO may develop, implement & maintain quality system based 

on appropriate parts of internationally recognized quality standards 

(>ISO 9000-2000 series); 

• Systematic training and qualification regime for its professional 

personnel engaged in the maritime security; 

• Procedures in place to avoid unauthorised disclosure of, or 

access to, security sensitive material. 

For the RSO … 
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1. Scope and duration of the delegation; 

2. Main points of contact within the national authority & RSO; 

3. Procedures for communications between the national authority & RSO; 

4. Oversight procedures to be used by the national authority; 

5. Procedures for assessing reports received from the RSO; 

6. Procedures to be followed by the RSO if a ship is found not to be in compliance with the regulatory 

requirements for which that RSO has been delegated authority; 

7. Procedures to be followed by the Administration & RSO if another Government imposes control 

measures on a ship for which that RSO has been delegated authority for issuing the ISSC;  

8. Data to be provided to the national authority to assist with the authority’s approval of SSPs;   

9. Identify the legislation, policies, procedures and other work instruments to be provided to the RSO; 

10. Specify the records to be maintained by the RSO and made available as necessary to the national 

authority; 

11. Specify any reports to be provided on a regular basis including changes in capability (e.g. loss of key 

personnel); and 

12. Specify a process for resolving performance-related issues 

[MSC_89-INF.13 - Maritime Security Manual Guidance for port facilities, ports and ships] 

Recognized Security Organisations 

Agreement 

As a minimum the agreements may include: 

48 

VI. NATIONAL  

OVERSIGHT 
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Administrations have the responsibility to assess 

the continuing effectiveness of the security 

measures and procedures required of their port 

facilities, shipping companies, ships and the RSOs 

authorised to act on their behalf. 

 

HOW? … 

National Oversight 

50 

An oversight program should allow Administration to determine the extent to 

which: 

- appropriate advice and guidance has been offered to RSOs delegated with 

security tasks; 

- RSOs understand and meet their obligations under the Maritime Security 

Measures; 

- inspections, verifications, audits, reviews and control measures promptly identify 

non-conformities; 

- immediate action is taken to correct non-conformities; 

- their officials undertaking inspections, verifications, reviews and control 

measures to assess compliance with the Maritime Security Measures have the 

required training and conduct themselves in a professional manner.  

 

National Oversight 
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GOVERNING PRINCIPLES: 

a Transparency; 

b Fairness, 

c Timeliness,  

d Consistency; 

e Confidentiality,  
 

 

 

[Paragraph 2.17.4, Maritime Security Manual]  

 

National Oversight 

52 

It may include… 

1. Undertake inspections and audits of port facilities and ships: 

a) attending on board verifications; 

b) office based audits on regular basis: 

i. How often? Every year? Every two years?; 

ii. Legislation; 

iii. Administration requirements; 

iv. Follow-up of previous inspections/audits; 

2. Unscheduled on board inspections; 

3. Collecting information; 

4. Meetings (Annual?, Bi-annual?,…); 

5. Review of verification audit reports (100%?....50%?...5%?... At the discretion of the surveyor?…); 

6. Training; 

7. Access to information (RSO database, immediately available when requested…) 

8. Other….. 

HOW? 

National Oversight 
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Audit and Review 

B/9.53  

“The SSP should establish how the CSO and the 

SSO  intend to audit the continued effectiveness of 

the SSP and the procedure to be followed to review, 

update or amend the SSP”. 

National Oversight 

54 

• SSP must be reviewed – regularly deficiencies noted and improvements 

implemented: 

• INTERNAL REVIEW – by the Company 

• EXTERNAL REVIEW – by the Administration – Verification  

• Seeks to ensure that security measures are effective in meeting the 

requirements 

 

• A/9.2 and A/9.2.1 – The Administration may entrust the review and 

approval of the plan to an RSO! 

 

• MEETING ADMINISTRATION REQUIREMENTS? 

Review  

National Oversight 
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Oversight 

A/9.4.8 – requires procedure for auditing the ship security activities.  

A/16.3.13 - Similarly for ports 

Audit  

What is Auditing? 

• Different uses of the word… 

• ISO 19011 - An audit is an evidence gathering process. Audit 

evidence is used to evaluate how well audit criteria are being met. 

Audits must be objective, impartial, and independent, and the audit 

process must be both systematic and documented. 

• MUST NOT be confused with inspection, evaluation, or review! 

56 

Oversight 

A/9.4.1 

“personnel conducting internal audits of the security activities specified in the plan or 

evaluating its implementation shall be independent of the activities being audited unless this 

is impracticable due to the size and nature of the Company or of the ship.” 

Internal Audits  

Types of Audit  

Internal audits – generally called as 1st party audits, used by organisations to audit 

themselves to confirm or improve the effectiveness of the management systems. 

External audits – generally called as 2nd and 3rd party: 

• The 2nd party are usually done by customers or by others on their behalf. However, 

they can also be done by regulators or any other external party that has a formal 

interest in an organization; 

• The 3rd party are conducted by external, independent auditing organisation 



06/10/2015 

29 

57 

• Find objective evidence 

• Look for compliance 

• Identify non conformance 

• Evaluate the effectiveness of any corrective actions 

What the audit does ? 

Purpose of the Audit ? 

• Continual improvement 

• Confirmation of compliance…and not seek for NON COMPLIANCE!!! 

• Confirm procedures are followed and requirements are met 

National Oversight 

58 

1. Appoint the audit team 

2. Plan for conduct audit 

3. Communication with RSO about the planned audit 

4. Agreement signed with RSO 

5. Examination of documents (RSO procedures, ship files, training…) 

6. Records of PSC/DAO inspections 

7. Records of FSI inspections 

8. Complaints 

9. Working notes 

10. Audit report 

11. Deficiencies identified 

12. Proposed corrective measures 

Audit Plan 

National Oversight 
Office based audits 

1. Preparation 

2. Conduct 

3. Reporting 

4. Follow-up 
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Opening meeting 

Scope and purpose of the inspection  

EXAMPLE: 

Presentation by RSO 

Overview – activity carried out on behalf of the administration   

Agreement - Review 

• Lines of responsibilities and control 

• Administration responsibilities 

Monitoring activity 

• Outcomes of the inspections  

• Follow-up 

Communication to the flag 

• Access to database 

• Reporting of information 

• Handling of identified deficiencies 

• Additional audits 

• Actions/Procedures – control and compliance measures 

SSP - Approval 

• Instructions to auditors 

• Instructions from the flag 

• Use of a checklist? 

• EN/FR/ES version and the WL version? 

National Oversight 
Office based audits 

60 

EXAMPLE (cont.): 

Verification and certification 

• Instructions to auditors 

• Instruction from the flag 

Verification of compliance through random selection of ship files 

• SSP submission for approval 

• Amendments 

• ISSC  

• Interim ISSC 

• Intermediate verification 

• Renewal verification 

• Etc.. 

Confidentiality 

• Procedures – specific instructions from Flag 

• Handling of classified/sensitive security information 

• Identification of documents 

Training & Qualification 

• Training, qualification and knowledge update for MARSEC auditors 

• System to monitor and maintain qualifications 

• Spot-check auditors files 

Closing meeting 

Sum-up of the activity carried out 

National Oversight 
Office based audits 
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Oversight 
Audits 

 

  ==== FOR TRAINING PURPOSES ==== 

 

Lisbon, xxxxx 20xxx 

 

Audit Programme of xxxxx  

 

 Audit Programme 

Recognised Security Organisation: 
……………………………………………………………………………………………… 

Date of Inspection: 
……………………………………………………………………………………………… 

Place: 
……………………………………………………………………………………………… 

 

Team leader: ……………………………………………………………………………………………… 

Inspectors/observers: ……………………………………………………………………………………………… 

Objectives: ……………………………………………………………………………………………… 

Audit/inspection language ……………………………………………………………………………………………… 

 

DAY Time 

allocated 

Activity Participants  

     

D
A

Y
 1

 

Morning  

09.00 – 12.30 

hours 

Opening meeting at 09.00 

Scope and purpose of the inspection 

 

 Policy and objectives  

 Lines of responsibilities and control  

 Formal written agreement - Review  

 Overall ISPS activity (data provided) 

 

 Communication to the Flag 

 Access granted to database 

information system 

 Reporting and information processing 

system 

 Handling identified deficiencies 

 Additional audits 

 Actions/Procedures - control and 

compliance measures 

 

 Confidentiality 

 Procedures 

 Handling of classified/sensitive security 

information 

 Identification Documents 

 

1230-1330 Lunch break  

 

 

  ==== FOR TRAINING PURPOSES ==== 

 

 

Afternoon  

13.30 – 17.00 hours 

Qualifications 

 Training, qualifications and knowledge update 

for maritime security auditors 

 System to monitor work of staff and marine 

security auditors 

 Use of MarSec auditors and qualifications in 

relation to job 

 

 Ship security plan approval 

 Instructions to marine auditors 

 Instructions from the flag 

 

 Verification and Certification 

 Instructions to MarSec auditors 

 Instructions from the flag 

 

DAY Time allocated Activity Participants  

D
A

Y
 2

 

Morning  

09.00 – 12.30 hours 

Review of the first day  

 Verification of compliance through selected cases 

of ship files for ships in service and laid-up. 

 Transfer of RSO  

 Transfer of Flag 

 Change of Company 

 

Afternoon  

13.30 – 17.00 hours 

Continue from morning and verification of 

compliance through selected cases of ship files for 

ships in service and laid-up. 

 Transfer of RSO  

 Transfer of Flag 

 Change of Company 

 

DAY Time allocated Activity Participants  

D
A

Y
 3

 
Morning  

09.00 – 12.30 hours 

Review of the first and second day  

 Inspectors meeting and reporting  

 Closing meeting  

Notes: 

1 The programme may be subject to amendment as necessary during the course of the inspection.  

2 RSO is the best judge of which persons in the organisation are best suited for the discussions in relation to 

the inspection of the different aspects. However, it is important that those persons are directly involved 

with the topics. Please discuss if in any doubt. 

3 The working day will normally be from 09.00 to 17.00 with a break for office lunch from 12.30 to 13.30 

(these times may be adjusted to suit RSO timetable). 

4 Inspectors/auditors will work together as a team during the inspection. It may be considered to split in 

two teams if necessary and agreed with RSO. 

62 

National Oversight 
Audits 

Confidentiality 

• SSP be protected from unauthorised access and disclosure! 

•  The RSO has to adopt measures to avoid unauthorised disclosure of 

the security related information; 

• What are the flag State requirements? 

• What type of vetting is required to personnel handling security 

sensitive information?  

• How is conducted the approval of the SSP’s? 

• Where is the job carried out? 

• How does the RSO communicates with the Company? 

• Where/how are the SSP’s saved while approval is carried out? 
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THANK YOU ! 

twitter.com/emsa  

facebook.com/emsa 

Questions? 
 

facebook@emsa.lisbon 

Rui Silva Dias 

Senior Project Officer 

Maritime Security 

rui.silva-dias@emsa.europa.eu 

http://www.emsa.europa.eu 


