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TECHNICAL ISSUES

Admittance in SSN of “JSP” files

Submitted by ISWG 

(EMSA, Germany, Sweden, the Netherlands, U.K., Ireland and Norway)

	Executive summary 
	This document suggests a modification at the description of HAZMAT notification (as defined in the MS2SSN Hazmat notification message of the XML Reference Guide). The proposed addition allows an alternative way (JSP) of making available the “detailed Hazmat notifications” to the Member States data requesters 



	Action to be taken
	As per paragraph 5

	Related documents
	a. SSN 4/3/12 document

b. Paragraph 3.8 of SSN 4 minutes


1. INTRODUCTION 

At SSN 4 EMSA presented the document SSN 4/3/12 for correction of the XML reference guide proposed by the delegation of Germany. There was some disagreement amongst delegations as to whether admittance of files containing an extension “JSP” in use by the German national system, would require a download of additional software, or whether as integrated into “Java SDK” systems this would not be necessary. 

To avoid further lengthy discussion, it was agreed that Germany will provide the necessary clarifications to the ISWG and explain the results to the wider SSN Group at SSN 5.

2. ANALYSIS FROM GERMANY 

According to the "SafeSeaNet XML Messaging Reference Guide" it's permitted to give details of a message type (for instance hazards in a Hazmat message) as a PDF- document. In this case the notification contains the item "UrlDetails" that represents the URL of the dangerous cargo document, stored in a server of a Member State.

The basic communication structure is shown in the following figure:

[image: image1.png]EMSA

/’European Maritime Safety Agency




When dangerous goods are available as PDF- documents the above mentioned solution presents the following disadvantage: 

· many data transactions take place between the Member States (data provider) and EMSA_SSN,

· there is an expensive transforming ( coding and decoding ) of the PDF- document in BASE64.

The German SSN-System manages the cargo manifest in the oracle database as a BLOB accessible by a primary key. To avoid unauthorized downloads it is necessary to encrypt the original Oracle-key by inserting several access keys into the URL. Only the user having 3 keys is able to download the file from the URL (secured access ) .

Such obtained URL has than the following structure:

https://XXX.de/.../yyy?type=pdflook_k1=Z1(long)_k2=Z2(long)_k3=Z3(long).pdf 

This URL can now be used:

· As a link in a web Interface for accessing the PDF- document directly via browser and

· for downloads of PDF- files by means of a client software which delivers enhanced functionalities.

The access keys in the URL are separated with "_".

For transactions between the EMSA Server and the Member States (by using the PDF – downloads) we suggest, in principle, the following solution (shown in the graphics next page).
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3. GERMAN PROPOSAL

The XML Reference Guide may be adapted with the feature of a direct download from an URL including access keys (see attached Annex). This possibility could be the simplest and most efficient way for Data interchange.

The proposed solution presents the following advantages: 

· Minimizes the quantity of request/response transactions by cancelling the request / response interchange between EMSA and the Member State giving the notification,

· Minimizes the time of providing cargo details at the data requester by reducing the communication chain. 

The Member States, operating as a Data Requestor neither needs an adaptation of their IT-Systems or any changes in the implemented software.

For generating the notification with the included URL, only the German SSN system will be involved. 

4. ISWG ANALYSIS 

The XML Ref. Guide v1.62 specifies that the exchange of notifications data between Member States be contacted via the European Central Index (ECI). For data details that are available as a document over the Web, the ECI server should be the one to look for the document in the Member States' (data provider) server, download the document, encode in Base64 and then transmit the encoded file to the data requester. The data requester shall then decode the Base64 document.
Germany proposes to simplify the dialog between a data requester, the ECI and the data provider. Instead of downloading, encoding in Base64 and transmitting the document to the data requester the ECI transmits the URL and lets the data requester to download the document himself. The advantages of the proposal as presented by Germany are indeed worth noticing:

· Minimize the quantity of request/response transactions.

· Minimize the communication chain thus the time of providing cargo details. 
· Minimize the implementation effort of the Member States that request for notification details data (no base64 decoding is required).

· Simplify the task of the ECI.

On the other site the proposed solution requires modifying the specifications to allow the direct access to the data provider’s server. This will have an impact on both the Central Index and the Member States. 
The issues outlined bellow must be considered:

a. Adapt SSN Core to the new dialog and the support of the XML message as specified in the attached Annex. 
b. Those Member States who already have implemented the solution to receive and decode Base64 documents must also adapt their implementations to the new dialog.
c. The proposal requires that the documents are available over the Internet to avoid possible conflicts when accessing data via the TESTA network.

d. The Member States that provide details as document must give access on their servers to other SafeSeaNet participants. In this case Germany proposes the implementation of encrypted access keys in the URL for controlling access to the documents.

5. ACTION REQUIRED

The Member States are invited to note the above-mentioned information and take appropriate decision. 

ANNEX

To apply the proposal of Germany the XML reference Guide has to be modified. In particular section 3.3 of the XML Ref. Guide (page 59) referring to the message description of the MS2SSN_Hazmat_Not.xml should modify as follows:

	 Item
	Occ
	Type
	Len
	Description

	NotificationDetails
	0-1
	 
	 
	NotificationDetails element node. 
         If not specified, that means the Hazmat notification details can be obtained from the data provider in XML (see “MS2SSN_Hazmat_Res.xml message” at page 10)
         If specified, that means the Hazmat notification details is available as a document on a web server (UrlDetails must then be specified) or via a phone/fax (ContactDetails must then be specified).

	UrlDetails
	0-1
	Choice
	 
	Element indicating the type and the url of the document containing the notification details (if the data provider will store the document on a local web server). Not allowed if ContactDetails specified.

	Url
	1
	Uri
	20-256
	Url of the document containing the notification details. If SafeSeaNet receives a request for getting detailed information about this notification, it will transmit this url. The data requester will download the document directly from this url. 

Note: The Uri must start with https://.

	DocType
	1
	Enum
	 
	Type of document format among the following possible values:

DocType: DOC -> Extensions allowed: DOC, DOT, RTF
DocType: HTML -> Extensions allowed: HTM, HTML
DocType: PDF -> Extensions allowed: PDF
DocType: TXT -> Extensions allowed: TXT
DocType: XML -> Extensions allowed: XML
Extensions are case insensitive

	ContactDetails
	0-1
	Choice
	 
	Element indicating the contact details to obtain the notification details (if the data provider can only provide the information via phone or fax). Not allowed if UrlDetails specified.

	LastName
	0-1
	Text
	0-50
	Last name of the contact person

	FirstName
	0-1
	Text
	0-50
	First name of the contact person

	LoCode
	1
	Text
	5
	Location code of the contact person

	Phone
	1
	Text
	1-20
	Phone number of the contact person. 

	Fax
	1
	Text
	1-20
	Fax number of the contact person. 

	EMail
	0-1
	Text
	0-50
	Email address of the contact person. 
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