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	Executive summary 
	This document suggests maintaining the current way of making available the “detailed Hazmat notifications” to the Member States data requesters via the European index Server.

	Action to be taken
	As per paragraph 5

	Related documents
	a. SSN 5/4/5 document

b. Paragraph IV.6 of SSN 5 minutes
c. Paragraph III.1 of ISWG 3 Meeting Report


1. INTRODUCTION
At SSN 5 the ISWG submitted and Germany presented the document SSN 5/4/5 to offer two ways for downloading Hazmat details. The delegations noted the proposal will complicate the system, it does not provide for the 2 communications interface, needs a change at the Member States interface and the European Index Server (EIS) level and the security issue needs also further consideration.

The group agreed conducting further study by the ISWG of the outlined issues and to report to SSN 6
2. GERMAN PROPOSAL

The proposal is to offer a Member State acting as Data Requestor an alternative way of receiving the electronic documents. Instead of downloading, encoding in Base64 and transmitting the electronic document the EIS will transmit the URL of the document for the Data Requester to download directly from the Data Provider’s Web server. The advantages of this proposal are:
· Minimize the quantity of request/response transactions by cancelling the request / response interchange between EIS and the Member State giving the notification,

· Minimize the time of providing cargo details at the data requester by reducing the communication chain. 
· Minimize the implementation effort of the Member States by eliminating the base64 decoding.

3. EMSA ANALYSIS 

Although there are considerable advantages in the German proposal, the main one being the simplification dialog when requesting for Hazmat notification details, the proposal raises serious concerns due to the shortcomings addressed hereinafter:

1. The proposal will complicate the system in the sense that it proposes for multiple points of contact to Retrieve Hazmat notification details. A Data Requestor will have to contact the EIS to get the URL and then the Data Provider’s Web server to download the electronic document. 

If we implement 2 options allowing the Data Requestor to either receive hazmat Details in Base64 encoded document or provide the URL to download the document then the NCA application acting as Data Requester will need to be able to process SSN2MS_Hazmat_Res messages with 2 variations: a) with the encoded in Base64 document enclosed and b) with the URL of the document. In this case the definition of the Hazmat Notification and response messages will need to be modified in the XML Ref. Guide to specify whether the document will be downloaded from the EIS or directly by the Member State. 

2. The proposed solution requires modifying the specifications to allow the direct access to the data provider’s server. This will have an impact on both the Central Index and the Member States. The Member States who already have implemented the solution to receive and decode Base64 documents must adapt their implementations to receive a URL instead.
3. The electronic documents must be available over the Internet to avoid possible conflicts when accessing data via the TESTA network. However, this is not necessarily an option for the Member States using the TESTA network.

4. The proposal induces security risks. Having the electronic documents available over the Web to all the participants of SafeSeaNet means that the Member States must allow for public access to their Web server. Even though they could ensure that data access is granted only to those who are authorised by implementing encrypted access keys, they could not easily enforce Authentication (granting access to based on the documented identity of a requester) and confidentiality (using 2-way SSL).

4. EMSA PROPOSAL

Maintain the current situation. All the requests for Hazmat and other notification details, that are available as electronic documents over the Web, will be serviced by EIS that will be responsible to download the document, encode in Base64 and transmit the document enclosed in a SSN2MS_<type>_Res message to the Data Requestor.

In this way:
1. Maintain a common approach in responding to Requests fro notification details of all types.
2. Minimise the impact on the EIS and the Member States having to adapt their systems to the new dialog.

3. Avoid possible conflicts when accessing data via the TESTA network. 

4. Reduce the security risks:

· Transmit documents enclosed in Res messages over the HTTPS protocol.

· The Member States must restrict access to their Web servers only to the domain of the EIS reverse proxy.

5. ACTION REQUIRED

The Member States are invited to note the above-mentioned information and take appropriate decision.
ANNEX
To apply the proposal of Germany the XML reference Guide has to be modified. In particular section 3.3 of the XML Ref. Guide (page 59) referring to the message description of the MS2SSN_Hazmat_Not.xml should modify as follows:

	 Item
	Occ
	Type
	Len
	Description

	NotificationDetails
	0-1
	 
	 
	NotificationDetails element node. 
         If not specified, that means the Hazmat notification details can be obtained from the data provider in XML (see “MS2SSN_Hazmat_Res.xml message” at page 10)
         If specified, that means the Hazmat notification details is available as a document on a web server (UrlDetails must then be specified) or via a phone/fax (ContactDetails must then be specified).

	UrlDetails
	0-1
	Choice
	 
	Element indicating the type and the url of the document containing the notification details (if the data provider will store the document on a local web server). Not allowed if ContactDetails specified.

	Url
	1
	Uri
	20-256
	Url of the document containing the notification details. If SafeSeaNet receives a request for getting detailed information about this notification, it will transmit this url. The data requester will download the document directly from this url. 

Note: The Uri must start with https://.

	DocType
	1
	Enum
	 
	Type of document format among the following possible values:

DocType: DOC -> Extensions allowed: DOC, DOT, RTF
DocType: HTML -> Extensions allowed: HTM, HTML
DocType: PDF -> Extensions allowed: PDF
DocType: TXT -> Extensions allowed: TXT
DocType: XML -> Extensions allowed: XML
Extensions are case insensitive

	ContactDetails
	0-1
	Choice
	 
	Element indicating the contact details to obtain the notification details (if the data provider can only provide the information via phone or fax). Not allowed if UrlDetails specified.

	LastName
	0-1
	Text
	0-50
	Last name of the contact person

	FirstName
	0-1
	Text
	0-50
	First name of the contact person

	LoCode
	1
	Text
	5
	Location code of the contact person

	Phone
	1
	Text
	1-20
	Phone number of the contact person. 

	Fax
	1
	Text
	1-20
	Fax number of the contact person. 

	EMail
	0-1
	Text
	0-50
	Email address of the contact person. 
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