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	Executive summary 
	This document presents the steps that the Member States should follow to obtain or to update their digital certificates through the DG ENTR/IDABC services. Furthermore it introduces an alternative solution to the current method of issuing the certificates foreseeing the possibility for each MS to obtain their certificates directly from the relevant national issuer of their own choice.  


	Action to be taken
	As per paragraph 4

	Related documents
	a. SafeSeaNet Network and Security  Reference Guide V 1.15
b. Procedures and guidelines for the registration of new web server certificates, V 1.0

c. Procedure on how Member States apply for   SSL certificates, V2.0. 



1. INTRODUCTION
The document presents the current procedure for obtaining a digital certificate and possible options there are for ordering it outside the presented procedure. 
2. Current Procedure to obtain a digital certificate
DG ENTR/IDABC services has changed the previous contractor responsible for issuing the SSN digital certificates and this change has an impact to the procedure followed. When Member States (MS) apply for SafeSeaNet SSL server certificates the procedure is :  

1. The MS opens a call to the SafeSeaNet helpdesk requesting for one or more web server certificates. A full justification is necessary, if more than one certificate is required.

NB. The domain names of the servers involved have to be created or established before a request is put forward.

2. EMSA sends a request on behalf of the MS to DG ENTR/IDABC asking for the SSL Server Certificate(s).

3. IDABC sends to Postecom the Order Form for issuing the number of certificates asked for. IDABC confirm with EMSA that the certificate(s) can be issued under the IDABC PKI and that IDABC will pay for the certificate.

4. EMSA sends the necessary documents (provided by IDABC) to the MS for completion. 


5. The MS sends the following documents in the prescribed manner, to Postecom (with a copy to IDABC):

a. Registration Form

b. Postecert Certificati WEB Server Contract

c. Server Responsible Appointment Module

d. CSR file
6. The documentation can be transmitted to Postecom by:

a. Fax :Registration at +39 06 59585049 or +39 06 59585028
b. E-mail attachment (signed documents have to be scanned into PDF files) registrazione@postecom.it with copy to Gzim.OCAKOGLU@cec.eu.int. To make the transmission by E-mail more secure, the files can be stored in a Zip file archive with password protection. Please inform Postecome and IDABC about this in a proper way.
7. After verification, Postecom will inform the MS about the status.

8. Once the certificate is generated, it is sent to the e-mail address of the Server's Responsible that appear in the Registration Form in Attachment 1 of the CPS. Should the Requester discover any errors or defects in the certificate, he/she must inform Postecom immediately at the e-mail address registrazione@postecom.it, otherwise, the Requester will be considered to have accepted the certificate
9. The MS installs the digital certificate issued by Postecom on the basis of the CPS only on the web server corresponding to the domain indicated on the said certificate (in the CommonName field).

10.  If problems occur during the procedure, MSs may contact the Postecom helpdesk at:  support.idabc@postecom.it


11. The MS informs the SSN helpdesk about the completion of the task. 

12. MS that already possess certificates shall follow the above mentioned procedure when the certificate’s renewal becomes due.

3. CONCLUSIONS AND ACTIONS SUGGESTED BY EMSA
The new procedure has been applied and MS have experienced a lot of problems and delays due to this procedure, which is out of the EMSA control. 
Considering the delays and the subsequent additional administrative work, EMSA has decided to supplement the current method of issuing the certificates with the possibility for each MS to obtain their certificates directly from the relevant national issuer of their own choice.  These issuers, issuing certificates, are available in almost every country and the cost for obtaining the certificates is around 200 Euro.
This option has already been used successfully by some MS.
The new proposed solution does not undermine the security of SSN. DG TREN and ENTR have no objection for this proposal either. EMSA invites the MS to consider this additional possibility when requesting certificate for their SSN network connection.  
4. ACTION REQUIRED

The Members State participants are invited to take note of the new procedure as well as the alternative possibility.
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