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	Executive summary 
	This document informs the MSs on the progress made on the SafeSeaNet V1.9 developments as well as on the EMSA actions regarding the reinforcement of the security of SSN application (2-way SSL). 


	Action to be taken
	As per paragraph 3

	Related documents
	a. SSN 6/4/6 document
b. SSN 6/3/3 document
c. Paragr. III.3 of SSN 6 report




1. INTRODUCTION
Version 1.9 of SafeSeaNet implements technical recommendations that resulted from an IT audit performed on SafeSeaNet v1.4. The new versions has no impact to the existing interfaces which means that MS will continue to send/receive SSN notifications without changing their national SSN applications (still using the XML Ref Guide v1.63). 
Progress on the first design and application development phases of this major change was reported during the SSN 6. Since then, this new release is developed and tested internally and at the moment of writing of this report, finalising tests are ongoing at DIGIT, the central IT hosting environment of the European Commission. This document describes details on the progress made since the last Workshop by reporting per paragraph on the major issues dealt with.
In addition SSN 6 agreed to reinforce the security of the SSN application by the use of the 2-way SSL certificate for incoming and outgoing messages. 

2. EMSA ACTIONS

Deployment preparations
After the assessment of a first internal release, a progress meeting with the contractor enabled the exchange of views on the implemented requirements. Fruitful discussions resulted in refinements of management and reporting needs and in improved functionalities on management of vessels, locations and users. 

EMSA attended the Factory Acceptance Test to ensure the quality of these tests and to ease the subsequent test and acceptance phases. These Tests were executed successfully and a number of possible enhancements have been noted for being implemented in future version.

In collaboration with DIGIT, the Testing, Staging and Production environments for SSN V1.9 were prepared and configured. Assistance was provided to DIGIT to enable the deployment of the individual environments, to plan and request the necessary resources (software, hardware and personnel) and the Contractor provided a set of test cases in the framework of their developments. A separate test environment was prepared at DIGIT’s premises to perform stress tests that will allow for the production of benchmarking figures for SSN V1.9. These figures should confirm the related requirements and ensure the performance of SSN after future expansion. 

A pre-SAT environment was deployed internally that allowed to validate the operational functionalities with a broader user community, to test the technical implementation activities and to confirm the portability of the source code.  Next to this, it has allowed for a first presentation and assessment of the end users during the SSN training session in March 07 which was received well by the participants.

The installation and testing of the Target Environments at DIGIT are ongoing as this report is written. For the validation of the Target Environment, 2 Member States (Ireland and Poland) are involved in order to ensure a most qualitative verification of the full set of functionalities.

Improvements are made to technical design and performance issues and enhancements for Central and National SSN managers. This should result in a more reliable and faster SSN providing better management and monitor functionalities. Version 1.9 is expected to be available for the MS users in week (23) after SSN 7. Details on this will be provided to the national SSN contacts in due time.

SSN security (2 way SSL)
The intention to increase SSN’s security by extending the 2-way SSL encryption to all XML message exchange in SSN has been discussed with DIGIT. It is understood that this change would affect the behaviour of other applications that share a part of DIGIT’s infrastructure (the proxy servers) with SafeSeaNet. The separation of this part of SafeSeaNet’s functionality would allow for implementation of this security enhancement, but for this additional preparatory effort is needed to anticipate the financial implications and obtain the necessary approvals from the related hierarchies within DIGIT and EMSA. The resulting changes would then be recorded in a new Service Level Agreement (SLA) and Security Codicil with the Commission’s Services before the actual changes could take place. 
Due to this lengthy process, the implementation and usage of 2-way SSL can not coincide with the production date of SSN v1.9 as was initially foreseen. Member States will be informed on the progress made on this issue during at SSN 8.
3. ACTION REQUIRED

The Members State participants are invited to take note of this progress reported and issues raised in this document.
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