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	Executive summary 
	The document proposes the development of an Alert Distribution Service performed by the SafeSeaNet System. The Service will provide MSs with valuable support in the Alert Distribution process.

An EMSA study has revealed several techniques that if applied in SafeSeaNet, will provide an improved service. A main objective of that study was to find a proper way to improve the SSN system, assisting the MSs in full compliance with Directive 2002/59 and specifically Article 16. 

The Alert distribution concept was discussed in detail during the ISWG4 meeting and valuable amendments incorporated

	Action to be taken
	As referred to in section 7.

	Related documents
	a) Minutes of EMSA/MARNIS meeting 1

b) SSN 3.3.4 (alerts distribution)

c) SSN 4.3.2 (alerts distribution)

d) SSN 5.4.8 (alerts distribution)

e) SSN 6.4.4 (Alerts distribution)

f) SSN 6.4.11 (Alerts) PL

g) SSN 6 Workshop report

h) ISWG 4 Workshop Report

i) STIRES Draft Final Report, Document ID PM374185 Issue 1.7


1. Introduction
A set of system requirements are presented, applicable to a SafeSeaNet Alert Distribution system, derived from a user needs analysis and from operational requirements specified in directive 2002/59/EC, specifically articles 16 and 17.

The MARNIS project group were engaged to undertake a study to identify and investigate different methods and techniques, suitable for performing the required operational and technical functionality. Study outcomes were presented during WS5 and WS6. References are made to this where appropriate.

EMSA evaluated the outcomes, comparing the identified future options with the requirements and limited technical possibilities. The most promising option was presented at WS6, since when a further study has been performed and discussed during ISWG4. The outcomes from that ISWG resulted in further amendment of the proposed solution for the Alert Distribution. 

2. THE Alert Distribution Concept

The objective of SafeSeaNet Alert Distribution is to improve and expand functionality of the present SSN system thereby assisting MSs in fulfilment of the requirements of directive 2002/59/EC, Article 16 and to give MSs’ an efficient and flexible tool for transmitting Alert Notification details to other MSs, as stated in the directive.

The basic framework for development is summarised as follows.

1. Provision of a proactive system for Alert Distribution, based on the existing SSN network to communicate to all relevant EU Member States, the Alerts notified by (the coast station of) a Member State in accordance with the directive 2002/59/EC, Article 16.

2. The system will be based on applied technologies as used by the present SSN, such as XML, Internet and TESTA. If necessary new technology will be assessed. Flexibility, robustness and performance are important development parameters. 

3. A Web interface will be provided with a complete set of functionalities to facilitate all of the necessary actions to fulfil all of the obligations required for the alert distribution activity. This was agreed during ISWG4. See fig 2.2

4. A central repository (AD) for storing the alert message details will be provided, as agreed during ISWG4. See fig 2.2

5. A complete set of monitoring and tracking functionalities (a Consol Management Tool) will be provided.

6. The XML interface will be adapted to manage the new requirements.

a. Minor changes must be made to some of the current XML messages.

b. A new set of XML messages to facilitate the functionality required for the AD, will be developed.

7. The message security in the AD system will be in accordance with the Network and Security Reference Guide.

8. The development will be in accordance with the Change Management Plan.

9. A MS’s NCA will be the technical and operational nodal point for distributing Alert Messages at national level.

10. If a MS decides to develop its own national interface for Alert Distribution, then that MS’s NCA will be the technical nodal point, both for transmitting and receiving alert messages. It is necessary to distinguish between the operational and technical meaning of “generating a message” or “receiving a message”. 

11. In all cases, the Alert detailed messages must never be manipulated or altered during this process. The Alert message is a “signed” document from a responsible originator. The electronic document formats catered for in SSN today shall also be catered for in the new Alert Distribution arrangements.

The LCA end users may range from being a Port State Control authority to a Coastal Station. Any of these can be the generator of a message into SafeSeaNet. They may also request information from the system, as they can today. 

The fact that the EIS is able to locate and retrieve information from one Member State in response to a query made by another Member State, will not be changed when introducing the new Alert Distribution function.

To illustrate the concept we use the schematic figure we have used in previous documents. Fig 2.1.
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Fig. 2.1

During the ISWG4 meeting, further discussion took place and a more flexible and to some extent, simplified solution was agreed. The main part of these changes will take place in the SSN core as illustrated below. 
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Fig. 2.2

Dataflow in the Alert distribution system

Based on the concept previously described and amendments agreed during the ISWG4 meeting, the dataflow that is facilitated to accomplish the required functionality can be prescribed
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Fig 2.3. This swim line diagram describes the dataflow in the alert distribution on a schematic level. It presents only the main functions that have to be performed. Much more detailed swim line diagrams must be developed during the feasibility study, to investigate the impact on SSN core and the MS’ systems.

The diagram is describing the dataflow for the XML interface. However, the dataflow between the central Web interface and the SSN core will too great extent be the same. 

3. Role and actors

Regarding the alerts, each actor has a set of responsibilities as set out in the directive 2002/59/EC, Article 16 and 17. Article 16 deals with “Transmission of information concerning certain ships”, while Article 17 explains the responsibilities of ship masters and of MSs to report incidents or accidents at sea.

Role of Coastal Station

The role of coastal stations is set out in Article 16, “Transmission of information concerning certain ships”. Coastal station holding relevant information, as set out in Article 16, “shall communicate this information to the coastal stations concerned in the other MSs….” A MS is effectively responsible for the procedure, system or for the arrangements that transfer the reports, in accordance with paragraph 1, to the attention of the coastal stations; but only at Member State level. Note the role of the NCA in the next paragraph.

Role of NCA

During SSN WS6, it was agreed that the NCA of a MS should be the party receiving the information “communicated” by the initiating coastal station. Implicitly, it means that the NCA has the responsibility to inform relevant authorities, including the “coastal stations concerned”.

In this context, an NCA can act as a coastal station, with the responsibilities as defined in Article 16 and 17.

Role of a Member State

In this context, only the information flow is dealt with.

A MS shall ensure that the information communicated to it for that purpose, is transmitted to the relevant authority.

A MS shall act as appropriate, informing all of the MSs concerned of the results and any action taken.

In accordance with Article 17 a MS shall monitor to ensure that, the master of a ship reports to the responsible coastal station any incidence or accidence affecting or comprising the safety, or any situation liable to lead to pollution.

4. Monitoring functionality

To ensure proper operation of the system, a monitoring functionality should be included. There are a great variety of ways to monitor both the software and hardware elements in a system. Here, we will only concentrate on monitoring in connection with the operational requirements specified in the ICD document, where they appear as additional requirements to what is considered standard practise for IT systems.

a) EMSA will monitor the central system and the information flow for:

i) its operational capability in the context of a 24/7 operational requirement; system performance;

ii) system transaction behaviour in accordance with the specification;

iii) data quality, both in reference data and data notified to the system like correct format and to some extent correct content, e.g. IMO no.;

iv) who is notifying and who is requesting, authentication and authorisation; and.

v) user activity.

b) Monitor the operation of the system and the security implemented

c) Monitor the communication capacity and availability

MSs must have responsibility for performing the same type of monitoring on their own national systems in order to be able to discover malfunctions, in order that appropriate corrective actions can be taken.

d) The MS must monitor their own systems and the information flow for:.

i) its operational capability in the context of a 24/7 operational requirement:

ii) system performance;

iii) system transactional behaviour in accordance with the specification;

iv) data quality, in both reference data and data notified to the central system like correct format and to some extent correct content, e.g. IMO no., with each MS having sole responsibility for the correctness of the data notified to the central system;

v) who is notifying and who is requesting, with authentication and authorisation monitoring of their own national users; and.

vi) user activity, with an ability to act if any illegal activity is discovered.

5. Risks

Here, only the additional risks connected to the introduction of alert distribution are dealt with. The risks in connection with the operation of SSN itself are well known.

When introducing Alert distribution, we will also introduce interactive processes that are more vulnerable than for more standard notifications – consequently, the requesting processes and time constraints become even more critical.

e) increasing the dependency of an operational network to have the functionality to facilitate the alert distribution;

f) the system performance must be capable of coping with additional activity to avoid timeout or creating other constraints;

g) synchronisation of the forward service request and associated response message becomes more critical; 

h) human intervention in the process will require better error handling to be more resistant against human errors; and 

i) risk of feeding the system with incorrect information can create increased  uncertainty by users in the information provided, e.g. incorrect or inaccurate path prediction, changes in the planned route etc. 

6. Management issues

The system management for the NCA will change little when introducing the alert distribution, but with growing system complexity, increased constraints will be added to the system management.

If a MS decides to extend the XML interface from the NCA to one or more authorities, a more active management is needed for both development and operation of the interface. An NCA can develop its own web interface, combine it with national services, and adapt it to its own needs. This could improve user functionality and provide a better service. On the other hand, it will increase the complexity and management effort required. Using the central (on the SSN level) web interface will create minor changes to the management constraints compared to current operations in NCA.

The management must perform training and follow-up activity in connection with the alert distribution in order to achieve proper operation of this part of the SSN system.

The Alert Distribution will be a part of SSN V2.0 and follow that project plan.
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To perform the feasibility study and the impact assessment, EMSA plan to create a small intercessional working group to have the result in time for the next workshop.
7. ACTION REQUIRED

The Member States are invited to study the proposal and provide their advices.
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