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	Executive summary 
	The present document presents the access rights issue in the framework of the common Mediterranean AIS network.   

	Action to be taken
	As per paragraph 4.

	Related documents
	a. STIRES 4/Med/8 document 

b. Paragr. 9 of Med AIS EWG 4 minutes report


1. Introduction 

At MED AIS EWG 4, EMSA presented a matrix-based access rights paper based on the HELCOM and North Sea solutions. The group agreed that the legal basis for exchange and relay AIS data is paragr. 2 of Article 9 of the Directive 2002/59 which allows he exchange and relay of AIS data at NCA level (NCA having the definition agreed by the SSN group). However there is a need to define further users and the specific purposes (as the Baltic countries did in the framework of the HELCOM agreement). The participation of the candidate and third countries is an additional factor that has to be taken into account. 

The MED AIS EWG 4 workshop decided Italy and EMSA will elaborate further a paper regarding the “access rights” issue that will be presented at the Med AIS EWG 5.  The general aim is to clarify the issue of distribution and use of MED AIS data based on the existing provisions of the Directive 2002/59. 
2.  Definition of the basic principles
To define the basic principles of the access rights issue in the framework of to the common Mediterranean AIS information network among the participating MS the following Questions and Answers are set:  

Q1: Which is the legal basis requesting MS (including the MED MS) to relay and exchange AIS information?
A : The relay and exchange of the AIS information is required by paragr. 2 of Article 9 of Directive 2002/59. No access rights restrictions or limitations are set by the Directive in respect to exchanging and relaying the information between the MSs National AIS systems. Certainly the relay and exchange of AIS information could not be limited in the Mediterranean Sea area only. This is an EU wide issue which can be resolved in the framework of the results of the STIRES study which aims to integrate all the existing regional networks and to create an EU AIS database linked (integrated to SSN). 

Q2: Which is the best option for the National Authority to have the general responsibility for administrating the “exchange and relay” of the AIS information? 

A : Taking into account that the AIS messages is part of the SSN it is logical to consider that the general responsibility for monitoring and managing the “relay and exchange” of the AIS information between the national systems would be under the National Competent Authority of each MS defined in the framework of SSN (the Authority responsible for managing all the national organizations and services and other competent authorities).
Q3: Which are the national organizations / services / other competent authorities who may have access to the common AIS information?

A : The Directive does not give a clear answer to this question. However an indirect answer could be derived considering the services participating in the vessel traffic monitoring and information system as defined in the Article 1 of the Directive 2002/59. According to this Article the Directive 2002/59/EC aims at establishing in the Community a vessel traffic monitoring and information system “with a view to enhancing the safety and efficiency of maritime traffic, improving the response of authorities to incidents, accidents or potentially dangerous situations at sea, including search and rescue operations, and contributing to a better prevention and detection of pollution by ship”.  Therefore there is a clear direct reference to Search and Rescue (SAR), and Pollution preventing and combating purposes but additional “safety and efficiency” related services may be also included.  
Q4: Are there any legal restrictions or limitation in sharing this common AIS information?

A : The Directive does not set any restrictions. However in the framework of the SSN group it was agreed that for reasons of competition between ports, every port could have access only to information relevant to vessels bounding to or leaving the specific port. Med MSs may agree that the same restriction would be applied regarding the access to the common Mediterranean AIS system. For taking a decision, MSs should also take into account that this type of information is accessible to ports through the commercial AIS suppliers who offers AIS data to any of their subscribers. 

Q5: Should MED MSs adopt any additional restrictions leading in narrowing the “access rights” to the common Mediterranean AIS system? 

A : At present and in the framework of the SSN group, MSs have not expressed any addition limitations or restrictions to the SSN data (including AIS). Moreover, no additional restrictions have been applied in the framework of the other two existing regional networks (HELCOM and North Sea). Therefore it is logical to consider that no other restrictions would be applied for the common Med AIS.

Q6: Who has the responsibility to decide which national Authorities will have access to the common AIS data and which restrictions will be applied?

A: Access to the common MED AIS information falls within the responsibility of the Participating MED MSs who distribute, via the National Gateway authority AIS data to national users. The possible restrictions on access to the national AIS data may be imposed on by the NCAs themselves and there is no need EMSA or others to regulate this in detail. Article 1 of the Directive sets the purposes and the general framework which can be used by the MED MS in defining where the AIS information will be used.   

Q7: Would it be correct to require MED MS to define which Authorities will have access to the common AIS information to notify this information to the other MSs and EMSA? 

A: Each MS has its own services’ structure responsible for enhancing the safety and efficiency of maritime traffic. Certain functions are performed by services existing in all MS (such as the search and rescue centers) while others exist to certain MS (such as the ice breaking services who enhance the safety and efficiency of maritime traffic in the Baltic). It is also possible a functionality which is performed by one Authority in a MS may be carried out by several or a combination of Authorities in another MS. The list of services having access to the AIS services could include services such as Pollution preventing and combating, Port State Control (PSC), Contingency planning, International Ship and Port Security (ISPS), Search and Rescue (SAR), Traffic planning, efficiency and management, Mandatory reporting system for HAZMAT reporting requirements, Pilotage etc, but this list could be only considered as indicative. Definitely there is no reason for the MED MS to limit the list of Authorities and the added value services which can be produced by making the maximum exploitation of existing information. It is for the benefit of the MSs, the AIS information to be used by as many as possible MS Authorities provided that they are in line with the aims of the Directive 2002/59. Certainly there is no restriction to the MED MS to use the common MED AIS information for additional purposes (outside the framework of the Directive 2002/59) provided that they will agree so and they do not violate other EU or national regulations. 
Q8: Are there any technical ways to monitor if the agreed “access rights” rules are properly applied by the MSs?

A: There are techniques which can be applied but there are a lot of doubts about the effectiveness of the full and reliable monitoring. Whatever technical rules would be applied there are always technical capabilities for violating these rules if this is the intention of the participating MS. Moreover there is a strong perception that there is no need for EMSA or any other institution to monitor if MSs implement the agreed “access rights” limitations among their national users. 

Q9: Is it correct a MED MS to provide its AIS data to the common Med system without knowing (besides the NCA) which are the national Authorities having access to this? 

A: It would be logical every MS to notify to the others the list of Authorities having access to the common AIS data and any possible restrictions applied. Therefore an inventory of the possible national users having access to the common AIS MED system as well as any possible restrictions applied has to be kept. This is in line with the requirement of Article 22 of the Directive 2002/59. EMSA has developed a database where all this type of information is recorded. 

Q10: What are the guaranties for participating MS their AIS data will not be misused? 

A : The AIS data will be distributed only to the designated by the NCA national Authorities under the responsibility of the NCA. The relay and exchange of AIS information will be assessed by EMSA in the framework of the general assessment of the Directive 2002/59 implementation. Moreover any possible misuse of data is regulated by another Directive which governs these types of issues and describes all the relevant remedial actions. EMSA will seek more detailed information about this Directive and will present it to the MS. 
Q11: It has been recognized within HELCOM (where relevant experience already exists) that there is a strong interest from various third parties (institutions or other entities) to get access to AIS data for various projects for the benefit of the maritime safety and marine environment. Should such access be allowed?  
A : To deal with interests in distributing and using AIS data beyond the uses originally stipulated in Art 1 of Directive, i.e. interests expressed by a third party contracted or not by a Participating Party(s), a clear procedure have to be agreed by the MS. 

3. Justification behind the proposal

3.1 Access to the MED real time AIS data

Access to National AIS information falls within the responsibility of the participating MED MSs who distribute, via the National MED Gateway authority, AIS data to national users in conformity with the provision of Article 1 of the Directive 2002/59. The possible restrictions on access to the national AIS data should be imposed on by participating MED MS themselves; no need for EMSA or any other entity to regulate this in detail.
3.2 How to manage an access to MED AIS data services

The same logic is behind the proposal how to manage an access to MED AIS data services. The list of uses has been opened for other, not specified, uses which however have to be in line with the aims of the Directive 2002/59. For each specific case some restrictions – at the discretion of a National MED Gateway - can be applied, where applicable and justified, such as:  time limitation, geographical limitation, update rate. Those, however, have not been determined in detail in the proposal. 

Therefore any proposal has to cover both:

a. the access to national AIS Systems intertwined with access to MED AIS data  
b. the differentiation between entity giving technical access and entity with responsibility for granting access.

3.3 Growing interest to use AIS data by third parties
In the case of the HELCOM AIS system, there is a growing interest to use AIS data by third parties beyond the uses originally stipulated by the Directive (such as research institutes or projects). By the term “third party” and in the framework of this document, is meant any private or public company or institution that requires access to the AIS data for the benefit of the maritime safety and marine environment. 

It would be anticipated that similar interest will be within the Mediterranean Sea countries and as well as in other geographical regions. It would never be possible to centrally develop all the possible and useful tools for the analyses of AIS information, therefore an access to AIS data for various projects should be made possible for the benefit of the maritime safety and marine environment. 

The need to set up a framework will also arise as a result of the new services including web based historical data extract, web based real-time AIS display and real-time AIS data exchange that will be made available to the AIS users of the MED AIS system. These services will broaden the possibilities of AIS data use which should be reflected in the regulating text. 

3.4 Additional access to AIS data 

3.4.1 Access rights to candidate and third countries

Other needs may arise for providing access to the AIS data for cases going beyond the users and/or uses listed in Appendix 1. At the time being the only request comes from the candidate countries (Croatia and Turkey) who expressed their interest to participate in the common MED AIS. It is anticipated that similar requests will be expressed by other MED countries in the near future. It is worth noting that one of the major objectives of the new SAFEMED II project (currently under elaboration) is the implementation of a VTMIS in the Mediterranean Sea that should ideally, include both the EU Mediterranean Member States as well as the SAFEMED beneficiaries. The SAFEMED Project is being implemented in ten Euromed Mediterranean Partners
, namely Algeria, Egypt, Israel, Jordan, Lebanon, Morocco, Palestinian Authority, Syria, Tunisia and Turkey.  

Obviously it goes beyond the remit of the MED AIS EWG to regulate these types of issues which are purely policy related. However the MED AIS EWG can provide its contribution which will be further considered by the appropriate bodies having the capacity to take decisions. 
3.4.2 Access rights to international or regional organizations
At the time being there is no specific request for access to the common MED AIS data since the system does not exist. However it would be anticipated that when the system will be operational there may request for additional access. The procedures to deal with these needs have also to be considered.

3.4.3 Access rights to private organizations or users
Providing access to private organisations or users is a delicate issue. There are doubts if such access can be granted. For taking any decision the national and EU regulations with regard to confidentiality and the protections of personal data must be respected. 

4. Actions required 

4.1 The first priority should be the implementation of the common MED AIS connecting the national gateways (NCAs of the MED MS). There is no reason for delaying the implementation of the common MED AIS server and the national AIS Gateways (enabling the exchange and relay of AIS data between the MED MSs), due to the access rights issue. 

4.2 In the second phase, more precise criteria could be defined, as regards the MSs Local Competent Authorities (LCA) having access to the common AIS information, taking duly account of the provisions of Article 1 of Directive 2002/59. The work of the second phase should be carried out pursuant to the provision of the current Appendix 1, which requires further consideration to define in detail information to be exchanged among parties concerned. 
4.3 In order to deal with interests in distributing and use of AIS data to third parties and additional uses (as refer to in the above paragr. 3.3 and 3.4 respectively), MED MSs are requested to put foreword their suggestions. Regarding paragr. 3.3, a proposal based on the similar agreement existing for the HELCOM and North Sea regional applications (currently under modification with the active involvement of EMSA) could be a basis for considerations.  

4.4. The consultation process will not be finalized by the next MED AIS EWG meeting. After having the MSs comments, EMSA suggests creating a drafting working group with the task to work on access to common Mediterranean AIS information (based on the proposals of paragraphs 4.2 and 4.3 above). The general aim of the group would be to draft a document providing for a better regulation of the distribution and use of the common Mediterranean AIS data at national level and (as defined in paragr. 4.2) and to third parties and additional uses (see paragr 4.3).  The final aim is to have the agreed guidelines on the “access right” issue by the end of 2008.  

Appendix 1
APPLICATIONS FOR RETRIEVED AIS DATA
FROM THE COMMON MED SEA AIS MONITORING SYSTEM

Type of AIS data:

1. Real time (R),

2. Statistic data* (S),

3. Historical data (H)

4. Web based visualization of AIS real-time data* (V)

Real-time AIS data in this agreement is defined to be: 

1. delivered end-to-end non-stop, one vessel report after the other as soon as they are transmitted

2. promptly when they are received

3. without any delay (additional latency)
4. is not sent in blocks
5. irrespective of the reporting interval (not all messages received by the national centre are relayed/forwarded to the regional centre. The reporting interval is less frequent)

Type of access:

For each specific case some restrictions – at the discretion of a National MED Gateway - can be applied, where applicable and justified, such as:  time limitation, geographical limitation and update rate.

Whenever access is implemented directly from the MED server it applies for all countries’ data
 and at the update rate in-force.

If an access to a full update rate is needed this should be solved on a bilateral basis.
	User
	Uses
	Type of AIS data

	National administration and any research institutes or organizations or their contractors in the Med Sea states acting according to the uses set herein 
	· Pollution preventing and combating

· Port State Control (PSC)

· Contingency planning

· International Ship and Port Security (ISPS),

· Search and Rescue (SAR),

· Traffic planning, efficiency and management, incl. icebreaking services

· Mandatory reporting system for HAZMAT reporting requirements

· Pilotage
	R, S, H, V

	EU institutions
	Aiming at implementation of Article 1 of Directive 2002/59 including:
· Mandatory reporting system for HAZMAT reporting requirements

· Traffic planning

· Pollution prevention  

· Maritime safety
	R, S, H, V


*Currently limited to 5 accounts per country involved due to technological reasons.

The table may require further consideration to define in detail information to be exchanged among Participating parties.
�  Appendix 1 combines access to MED real-time AIS data and MED statistical AIS data. Access to MED real-time AIS data to national users falls under the responsibility and is granted technically by the National MED Gateway authority. Access to MED statistical, web based real-time- and web based historical data extract of AIS data falls under the responsibility of the National MED Gateway authority, but is technically granted directly from the MED AIS Information Centre (upon the request of the National MED Gateway authority). 


� Refers to the "Mediterranean Partners" as defined in the 1995 Euro-Mediterranean Partnership (Barcelona Process) and constitutes a wide framework of political, economic and social relations between the Member States of the European Union and Partners of the Southern Mediterranean.





�	 Except for real-time data that can be filtered on the basis of the countries AIS data.
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