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	Executive summary 
	The present document describes the two possible solutions concerning the AIS messages secure exchange among the National Proxies and the Regional Server.

	Action to be taken
	As per paragraph 6.

	Related documents
	a. STIRES 4/Med/6 

b. Paragr. 7.4 of Med AIS EWG 4 minutes report


1. Introduction

At Med AIS EWG 4 (Lisbon 3 and 4 July 07) the group discussed on the Italian proposal regarding the possible solutions concerning the level of security in AIS data exchange. The group agreed that Italy would present another paper for the Med AIS EWG 5, clarifying in terms of responsibility what needs to be implemented to provide the necessary level of security. 

2. One way SSL/TLS

This solution foresees the use of one single SSL/TLS certificate assigned to the Server. The creation of a channel protected by the SSL/TLS protocol envisions the following steps:
a) when a secure connection is requested to be opened the Server sends to the Client its digital certificate together with the supported ciphering protocols.

b) The Client, once verified the authenticity of the certificate received, selects a ciphering protocol among the ones listed within the supported ciphering protocols roaster. The selected protocol is communicated to the Server.

c) After the ciphering protocol is shared, the exchange of the keys between Server and Client takes place and a secure channel is consequently established.

Figure 1 shows the workflow of the one way SSL/TLS solution: 
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Figure 1 : Single SSL/TLS workflow

The advantages of the one way SSL/TLS solutions are herein listed:

· There is a limited number of digital certificates that a designed Certification Authority has to produce and manage.

· There is a limited amount of work related within the Client security administration.

· If the necessity of adding a new Client arise, limited activities of system configuration are required. Those activities only concern the Server.
· High level of the communication ciphering (function of the ciphering protocols shared).

· No SSL/TLS handshake latency associated.
The cons of this solution concern the level of the information reliability sent by the Client and received by the Server by the mean of the sender IP address.

3. Two way SSL/TLS solution

The two way SSL/TLS solution envisions the use of two different types of digital certificates SSL/TLS as follows:

· one certificate is resident on the Server. That digital certificate is used by the Client to verify the Server identity.

· “n” certificates (where “n” is the number of the Clients) resident on each Client. Those certificates are used by the Server to verify the Clients identities.
The secure SSL/TLS channel establishment between a Client and the Server foresees the following steps:

· when the connection is requested the Server sends to the Client its own digital certificate together with the request of the certificate assigned to that particular Client.

· The Client, once verified the certificate received by the Server, sends its digital certificate to the Server.

· The Server verifies the digital certificate received. If the identity is verified, the Server sends to the Client the supported ciphering protocol suite.

· The Client selects one of the supported protocols and communicates it back to the Server.

· After the ciphering protocol is shared, the exchange of the keys between Server and Client take place with the consequent SSL/TLS channel establishment. 

Figure 2 outlines the workflow of the two way SSL/TLS solutions :
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Figure 2 : Two way SSL/TLS solution

The advantages of the two way SSL/TLS solutions are:

· high degree of  reliability of the information forwarded to the Server: the identification of the data source occurs at a ciphering level (using ad hoc standard algorithms).

· High level of ciphering of the communication (function of the ciphering protocols shared).

· No SSL/TLS handshake latency associated. 

The cons of this solution concern the necessity of having as many digital certificates as the number of Clients plus the ones needed by the Server. 
There is an overhead of work related with the system security administration at the Client level (digital certificate installation, suspension or revoke of the certificates, etc.).

Note

The terms Server and Client may refer to the Regional Server and National Proxy respectively or vice versa, depending on the technical solution adopted to establish the connection between the Regional Server and the National Proxy.
4. Comparison Matrix between One and Two Way SSL/TLS solutions
	
	One way SSL/TLS
	Two way SSL/TLS

	Certificate assigned to
	Server
	Server + n Clients

	Client security administration activity overhead 
  - Certificate installation 
  - Certificate management  (suspension/revoke)
  - Other events (maintenance, etc.)
	no
	Yes

	Security – Authentication Typology
	One way
	Two way

	Security – Identification level of the data source
	At the application level
	Based on ciphering algorithms

	Security – Ciphering level of the communications
	High
	High

	Security – SSL/TLS hndshake latency
	None
	Low


5. Proposal of Italy

Considering the above Italy suggests starting with the single SSL/TLS solution and when experience is gained and the Med MS agree that there are good reasons for increasing the security levels, the possibility of implementing the two way SSL/TLS solution should be explored. 

6. Actions required 

Member States are invited to note the above and take appropriate decisions. 
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