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[bookmark: _Toc31295495][bookmark: _Toc51053994]Introduction
This document describes the security requirements making part of the security policy defined in the IFCD chapter 7 which objectives are:
To protect against the potential breaches of confidentiality, integrity or availability of an information/service;
To ensure that all SSN information assets and computing and network facilities are protected against damage, loss or misuse;
To ensure that all SSN Users are aware of and comply with rules which apply to the processing of information;
To increase awareness and understanding of the requirements of information security and the direct responsibilities of users for protecting the confidentiality, availability and integrity of the data.
As stated in the IFCD, these requirements are to be enforced by the central SSN system and its interfaces with the National SSN systems and be referred to as optional but recommended at national/local level. The SSN authorities may assign similar or higher security measures on the system components they manage due to their specific needs and policies as long as these additional measures do not limit the ability of duly authorised SSN users to access relevant information.
Each national administration should appoint individual(s) which are directly responsible of the security policy implementation within their area and which are in charge to ensure the security measures on the system components they manage (see IFCD section 7.2.1).
Future developments might lead to the identification of additional requirements to be met by the system. As soon as identified, further developments will require additional security measures aiming at keeping the objectives of the SSN security policy described above. These future additional requirements will become part of the SSN security guidelines.
The central SSN system has different interfaces available to facilitate different mechanisms of transmission. This document will also help understand the central SafeSeaNet system security features implemented by each interface to enable the secure exchange of information among the Member States.
The security requirements and implementations described here take into account security requirements in alignment with are based on the relevantISO/IEC 27001:2005 and ISO/IEC 27002:2007 international standards onfor information security such as ISO/IEC 27001:2013 and ISO/IEC 27002:201 as well as relevant European Commission decisions and regulations such as Commission Decision 2017/46 on the security of communication and information systems in the European Commission, Regulation (EU) 2018/1725 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data (EU DPR) and Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (GDPR)..
The information contained in this document is not intended for general distribution. Only the appointed individual(s) by the each national administration in charge of the security policy implementation and their senior management should be aware of the contents of the document as the responsibility rest with them to ensure that the guidelines contained in it are followed.
[bookmark: _Toc447175813][bookmark: _Toc447792842][bookmark: _Toc447793156][bookmark: _Toc447793436][bookmark: _Toc447175844][bookmark: _Toc447792873][bookmark: _Toc447793187][bookmark: _Toc447793467][bookmark: _Toc447175845][bookmark: _Toc447792874][bookmark: _Toc447793188][bookmark: _Toc447793468][bookmark: _Toc447175846][bookmark: _Toc447792875][bookmark: _Toc447793189][bookmark: _Toc447793469][bookmark: _Ref300238615][bookmark: _Ref300238641][bookmark: _Toc334805108][bookmark: _Toc345583971][bookmark: _Toc345585546][bookmark: _Toc443911910][bookmark: _Toc31295496][bookmark: _Toc51053995]Security Enforcements
[bookmark: _Toc443911911][bookmark: _Toc31295497][bookmark: _Toc51053996]SafeSeaNet Security Requirements
[bookmark: _Toc345583973][bookmark: _Toc345585548][bookmark: _Toc443911912][bookmark: _Toc31295498][bookmark: _Toc51053997]Introduction
This chapter is intended to provide the SSN Authorities in charge of implementing the SSN system in form of hardware and software and/or with responsibilities in terms of provision of access rights to the SSN system with the necessary information about the security features recommended[footnoteRef:2] to be used to exchange data between Member States using SSN. [2:  The general security measures stated in the IFCD Chapter 7 are reproduced in this section in bold with the same structure/numbered list as in the IFCD.] 

The SSN Authorities should clearly assign to specific responsible individuals the following minimum security related functions (which shall be adjusted to the needs and the organisation of each Member State):
a. Functions related to security management:
· Evaluation of requests to become a SSN user, against the user management rules described in the IFCD Chapter 3 and any other specific rule on access rights;
· Association of user roles and sets of user access rights;
· Ensuring, facilitating and carrying regular system security audits;	Comment by DUCHESNE Philippe (EMSA): IT: Will EMSA provide guidelines  or best practise related to training or audits?	Comment by DUCHESNE Philippe (EMSA): EMSA: This idea should be discussed with the SSN Group.
· Carrying out of training courses on security matters;
· Proposing review and update of the security policy of the authority; and of the security requirements deriving from the IFCD and the SSN documentation to the SSN group.
b. Functions related to security implementation:
· Technical implementation and monitoring of the security measures deriving from the IFCD and the SSN documentation;
· Technical implementation and monitoring of the security policy of the authority.
[bookmark: _Toc345583974][bookmark: _Toc345585549][bookmark: _Toc443911913][bookmark: _Toc31295499][bookmark: _Toc51053998]Access Control
1) All authorities implementing the SSN system in form of hardware and software residing at their premises should keep record of individuals gaining physical access to it	Comment by DUCHESNE Philippe (EMSA): IT: Do we have to record,in the logbook, every day the company personnel working on the implementation of SSN? Or is it enough to recorder  that at the entrance of the building in the Elogbook foreseen (in this case the signature is missed)? …even the document mention “should”	Comment by DUCHESNE Philippe (EMSA): EMSA: information from an electronic logbook is acceptable if the same information can be retrieved from that system. To be checked with EMSA security experts: Electronic signature or records of arrivals and departures via electronic badge should be acceptable.
Each visitor should be recorded in a specific logbook containing at least the following information:
To be filled by the security personnel:
· name;
· reference to a personal document (identity card which must be checked by the security personnel);
· organizations (name of the company for which work);
· visit reason;
· date;
· arrival and departure  times of the visitor;
· contact person at premises;
To be filled by the person:
· signature.
The visitor should receive a temporary badge which should be used and visible during the whole visit.
2) Tailoring of privileges granted to ana SSN user by the NCA administrator shall be performed as per access rights policy defined in the IFCD Chapter 3:
The NCAs (via their individual(s) in charge of the security management functions) will be granted the right to manage their own SSN users for their own Member State using the SSN management console. Such user management includes adding, editing and deactivating of SSN users, along with setting their groups, roles and access rights (see IFCD Chapter 3 for further information);
Each SSN user should be assigned to a role, which includes the access rights associated to a given profile in line with the applicable access rights distribution policy adopted by the SSN community. Each role should define a set of maximum privileges to be assigned to the user. However, these privileges could be further customised by the individual(s) in charge of the security management functions, at central or national level, creating the user profile, in order to meet the proper need to know of the User;
Each user profile should be characterised within a group representing the user’s category who want to gain access to SSN. SSN provides the NCA with a basic list of groups that are characterised within the system with a proper maximum set of privileges. However, in case a new group is required, the NCA should inform individual(s) in charge of the security management functions at central SSN system, who should act accordingly for the revision or the creation of groups;
Each user should belong to one group. Each group should be characterised by a set of maximum privileges for each message, data type or feature available within the system. The NCA authority should modify these privileges in order to better tune the accesses to the system and not to compromise confidentiality of the system and of its data;
All users accessing the SSN system (either at central or national level) should have access solely to the sensitive information they have been authorized/cleared to, based on the role assigned by the individual(s) in charge of the security management functions;
Only needed access rights should be assigned to a user.
[bookmark: _Toc345583975][bookmark: _Toc345585550][bookmark: _Toc443911914][bookmark: _Ref26272234][bookmark: _Ref26272242][bookmark: _Ref26272249][bookmark: _Ref26272281][bookmark: _Toc31295500][bookmark: _Toc51053999]Authentication
3) A reliable authentication mechanism shall be implemented to uniquely identify the SSN users
A SSN user is a physical person (i.e. a person from e.g. a maritime authority, a an SSN NCA, the CommissionWeb user using a browser-based web interface at central, national or EMSAlocal level) accessing the system via a web user interface (web browser based mechanism) or a system (at national level the national SSN system, and at local level the SSN LCAs systems) accessing SSN by means of a system interfaceboth automated systems (message based and streaming mechanisms) and/ or the web interface (web-browser based mechanism). Authentication of a SSNSafeSeaNet user depends on the interface chosen to connect to the central SafeSeaNet SSN system:
Authentication for SSN users accessing the system via an automated processa system interface is carried out at transport layer (i.e. by means of the client digital certificate) to authenticate the communication endpoint (for both XML messages and AIS streaming data interfaces) and carried out at business level by embedding the user credentials and the identification of the distinguished name information contained in the digital certificate installed at Member State application level (as per applicable xsd/ wsdl files) in the Header element of the XML messages. See bullet 7)9) for authentication of central SSN system’s system interface;
[bookmark: _Hlk50557027]Authentication for SSN users accessing the system via athe web user interfacebrowsing mechanism is carried out at least by user credentials (User ID and strong password). The authentication mechanism shall optionally be reinforced by implementing two-factor authentication. See bullet 8) for authentication of central SSN system’s web user interface.

a. Passwords should be compliant with the SSN password policy
Passwords should be compliant with the SSN password policy defined in Annex C: SSN Password policy.
4) The creation of User IDs should follow the naming convention
The creation of User IDs should follow the naming convention defined in Annex B: User ID naming conventionconvetion.
5) [bookmark: _Ref50744227]SSN Authorities implementing a web user interface shall guarantee the security of the transmission of information through the web user interface authenticity of the web interface by appropriate means based on industrial best practices. For the central SSN web user interface 1-way SSL will be implemented (using certificates issued by a globally trusted CA)
Central SSN web interface uses SSL in combination with PKI to provide authentication of the server to the client (see Annex E: Technical background for more information on PKI services and 1-way SSL).
6) [bookmark: _Ref50744350]SSN Authorities implementing a machine-to-machinesystem interface shall guarantee the security of the transmission of information through the system interface authenticity by appropriate means based on industrial best practices. For interfaces with the central SSN system 2-way SSL will be implemented (using certificates issued by the EMSA CA)
SSL in combination with EMSA PKI (see EMSA PKI Services) has been adopted for incoming and outgoing communications with the central SSN system, providing authentication of the server to the client and of the client to the server (see Annex E: Technical background for more information on 2-way SSL).
For outgoing XML messages (sent by the Central SSNcentral SafeSeaNet system to the national SSN systems),system) the Centralcentral SSN system is identified by its client digital certificate plus the credentials stored within the Header of the XML message. The national SSN system is identified by its server’s digital certificate.
In case of file download, e.g. Incident notification details available as PDF file on a Member State’s file server, 2-way SSL should also be configured at Member State level. The Member State URLs are masked at central SSN system level and the file is made available without disclosing the exact location of data. The central SSN system will be in charge of downloading those files.
7) A User ID should only be used by the appointed SSN user or users. Authorities in charge of providing access to the SSN system should keep a record of all accesses per User ID at their system level.
In case a User ID needs to be shared between different persons for operational reasons, a trace record of the identity of the  user person accessing the system with the given credentials User ID should be recorded by the system itself or by means of record on a logbook maintained at central and/or national level.
8) A review of the credentials (e.g. password modification, user account revocation) used to access the SSN system should be performed at each system level regularly (at least each year) or whenever there is an upgrade of the SSN security policy affecting the authentication mechanism (e.g. SSN password policy):
A proper user account review procedure should be put in place by each authority part of the SSN system, to guarantee that all present users are still active, and their credentials are still valid. Special attention should be taken after any user status change (promotion, downgrading, transfer, termination).
Unnecessary user accounts should be disabled (not physically removed) in order to prevent unwanted and uncontrolled accesses to the SSN system; 
Secure methods for creating and distributing temporary, initial-use passwords (in accordance with the SSN password policy defined in Annex C: SSN Password Policy should be put in place..
Forcing uUsers should be required to change any temporary/initial-use password at first login and to periodically change passwords periodically.
Passwords shall comply with the rules defined in the and to use strong passwords at each change (in accordance with the SSN password policy (provided in  defined in Annex C: SSN Password Policy).
Prohibiting storage of passwords on computer systems in unprotected form. Passwords should be encrypted or hashed stored. Hashed with salt is recommended.
[bookmark: _Toc334805115][bookmark: _Ref335406797][bookmark: _Toc345583976][bookmark: _Toc345585551][bookmark: _Toc443911915][bookmark: _Toc31295501][bookmark: _Toc51054000]Authorization
9) Authorisation of the NCA by EMSA, or of the LCA (implementing a local system) by the NCA should be subject to the identification of the individuals in their organization responsible for the security management and security implementation:
The individuals in the NCA responsible for the security management and security implementation The National Competent Authority with administrator role willing to be authorised to gain initial access to SafeSeaNet will be contacting the MSS which administers the SSN User Accounts and Authorities. The authorities’ details will be declared identified in the “Welcome on Board” document provided by EMSA for the access to the browser-based web and for the XML message-based interfaces. The “Conditions of Use for SafeSeaNet Data exchange through the STIRES interface” will be the equivalent for accessing the SSN streaming interface.;
The National Competent Authority with administrator role can create any SSN users under its responsibility. Authorisation of these users accessing the National SSN system should be subject to a security agreement (equivalent to the ones described aforementioned) between the NCA and the user.
10) 
11) [bookmark: _Ref340761606]SSN Authorities should grant access only to users in accordance with the rules in the IFCD Chapter 3
Authorization is made at business layer and depends on the user access rights linked to each SSN user. The definition of the SSN functional groups, roles and associated permissions (access rights) can be found in the IFCD - Chapter 3. The adoption of 2-way SSL (with EMSA CA) for incoming and outgoing communications provides mutual authentication. To protect users’ attempts to masquerade other users from a different Member State during the message exchange protocol, an authorization process has been introducedshould be applied in combination with authentication: the identification of the distinguished name information contained in the digital certificate installed at Member State application level has beenmust be made accessible to the central SSN system.
The central SSN system and National SSN systems process the user authentication and access rightsprocesses this information in order to authorize users to access the resources for which permissionsprivileges have been granted.
12) A review of the authorisation (access rights) should be performed at each system level at least each year or whenever there is an upgrade of the SSN security policy affecting the authorisation protocol (e.g. change in the access right policy):
review the users’ access rights at regular intervals (at least each year), and after any user status change (promotion, downgrading, transfer, termination) and change in the SSN access right policy;
more frequent review of privileged ("super user") access rights.
[bookmark: _Toc31295502][bookmark: _Toc51054001]Non-repudiation
13) [bookmark: _Toc345583977][bookmark: _Toc345585552][bookmark: _Toc443911916][bookmark: _Toc50993088][bookmark: _Toc51053968][bookmark: _Toc51054002]Traceability and Accountability
14) Central SSN system allows the verification of the history, location, or application of the information from the mandatory system functionalities (as per IFCD – chapter 2.3) by means of documented recorded identification. NCAs are responsible for collecting this security data at national level.
15) The following actions shall be traced and the records shall be available to the data provider of the information upon request:
Receipt of the information.
Modification of the information.
Requests for the information.
16) The information recorded shall be as follows:
User identification[footnoteRef:3]. [3: In case a user account is shared by a group of people sharing the same functions, the identity of all the persons that make use of the account shall be available.] 

Time stamp.
Description of action.
At central SSN system, all this information and user actions are stored at central SSN database level and available to all NCAs through the central SSN browser-based web interface (from the Search Logs section available in the Management Console).
17) Each SSN system (national and central) shall ensure the non-repudiation and traceability of actions performed by SSN users accessing the system by means of both automated systems (message based and streaming mechanism) or the web interface (web-browser based mechanism). An administration providing the information can request the identity of the data requestor, without delaying the response
As mentioned in Authorization section 2.1.4,(bullet k), the central SSN system cross-checks the user ID transmitted in the FROM field in each message sent to central SSN system against the distinguished name information contained in the client digital certificate installed at Member State application level. Based on this control, the central SSN system is protected against traceability of actions at MS application level. Central SSN system is able to block an attacker who is trying to abuse the XML interface of a MS (A) attempting to masquerade a user belonging to a MS (B).
[bookmark: _Toc345583978][bookmark: _Toc345585553][bookmark: _Toc443911917][bookmark: _Toc31295503][bookmark: _Toc51054003][bookmark: _Ref51055362][bookmark: _Ref51055377]Data Protection and Confidentiality
18) SSN authorities implementing the SafeSeaNet system in form of hardware and software and/or with responsibilities in terms of provision of access rights shall ensure that the confidentiality of the data stored within or exchanged by the system is not compromised. Data protection procedures shall be put in place
To protect and preserve the confidentiality of information means to ensure that it is not made available or disclosed to unauthorized entities. This implies that messages transmitted over the SSN network should be securelysecure protected in terms of confidentiality, authentication and integrity.  The messages transmitted over the network between national SSN systems and the central SSN system will be encrypted at transport level using SSL and PKI combined with HTTP (see Annex E: Technical background). Other equivalent methods that could be implemented at national SSN systems could be the use of VPN(s) plus secure VPN protocols;
Confidentiality or non-disclosure agreements reflecting the protection of personal datathe SSN system classified information and related information (e.g. user credentials) of the SSN system shallshould be identified established and regularly reviewed. These agreements should comply with all applicable laws and regulations for the jurisdiction it applies, including Regulation (EU) 2016/679 (GDPR, for Member States) and Regulation 2018/1725 (EU DPR, for EMSA).
. As an example of confidentiality agreement, here follows the one used by the central SSN systembetween EMSA and end-users of the Central SSN System:
“The processing of personal data in the Community institutions and bodies like agencies is regulated by Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC. Read the rules related to personal data protection at https://portal.emsa.europa.eu/web/guest/personal-data-protection-page.Dear SSN user, please note that an account has been created by the system administrators in the SafeSeaNet (SSN) central system in order to administer your access. This account contains certain personal information (e.g. you name/surname, email address, telephone/fax number, etc.). The personal data of SSN users is processed in accordance with Regulation (EC) No 45/2001 on the protection of individuals with regard to the processing of personal data by the Community institutions and bodies and on the free movement of such data. It shall be processed solely for purposes relating to the SSN system. SSN users have the right to see their personal data and to request their national administrators (or in the case of users employed in a European Institution/Body, the EMSA administrators) to amend their personal information if it is inaccurate or incomplete. Should a user have any queries concerning the processing of his/her personal data, he/she should address them to his/her NCA administrator (or to the Maritime Support Services at EMSA if he (she) is employed in a European Institution/ Body). SSN users have right of recourse to the European Data Protection Supervisor at all times.”
Networks controls are to be established to safeguard the confidentiality and integrity of data passing over public networks or over wireless networks to protect the exchange of information. E.g. using defense-in-depth layers as firewalls, reverse proxies, DMZ, VLANs, etc.
19) The SSN system shall manage data according to their confidentiality level for both data exchanged and data stored. According to Commission Decision 2001/844/EC amending its internal Rules of Procedure by annexing Commission Provisions on Security, the SSN system is classified as an “unclassified system”. 
20) SSN nevertheless includes some commercial sensitive data, system security related information and personal data as follows:
“Commercial Sensitive”:” : all Hazmatinformation on dangerous and polluting goods, incidents, cargo residues and port call information;
“System Security related”:” : user authentication informationpassword, security tokens and certificates;
“Personal data”: 
· users’ credentials, 
· first names and last names of ships’ crew, 
· first names, last names s and contact details of persons of ships’ passengers, 
· first name, last name and contact details of ships’ CSO..
21) Data storage shall be performed in accordance with the following rules:
System Security related data shall be stored encrypted;
Commercial Sensitive data shall be protected according to the access rights policy;
Personal data should be stored in accordance with bullets 24)26) and 25)27)bullet w below and shall be stored encrypted.
Classified (commercial, security and personal) information shall be protected during collection, processing and storage:
Data shall be protected according to the access rights policy;
The Data storage is shall be located outside any public accessible environment (e.g.: restricted area, behind DMZ 2, etc.);
Passwords for each environment (production and training) shall be stored in each environment (production and training) database;
Classified Datainformation on paper or electronic storage media should be locked away;
Back-ups should be protected by means of encryption where data is classified.
22) Users shall not provide information to any unauthorised persons or systems
Contractors and third parties should not have access to operational (production) data nor to the operational facilities (production environment) except for supporting application/infrastructure monitoring or issue solving purposes. Contractors should only work with test data and test facilities (test environment):
· The test system environment should emulate the operational system environment as closely as possible;
· Development, test and operational software should run on different systems and in different domains (different VLANs);
· Sensitive data (commercial, system security and personal) should not be copied into the test system environment;
· Users should use different log-in credentials for the different environments.
· Application and system documentation storage and distribution shall be protected against unauthorised access (e.g.: documents distributed via extranet with login credentials access).
23) Users shall not disclose their log-in credentials to unauthorised persons
At core, national and local system level, passwords should be security sensitive classified. Password hashing should be used during message exchanged and database storage;
The confidentiality of the system should be enforced also by physical users of the SSN system, who should not disclose their log-in credentials to anyone. To better enforce this mechanism, user workstations should not permit to save log-in credentials to the SSN system.
24) Users shall not provide to the SSN system classified information as defined by Commission Decision 2001/844/EC
See Commission Decision 2001/844/EC Appendix 2: Practical classification guide.
25) [bookmark: _Ref50744492]The principles of personal data protection as defined in Regulation (EU) 2018/1725Directive 95/46/EC shall be applicable to any information concerning an identified or identifiable person exchanged through the Central SSN system. SSN system. In addition, the central SSN system shall comply with Regulation (EC) 45/2001 on protection of data by the Community Institutions and bodies and in accordance with Directive 2001/45/EC for EMSA
The following principles shall be applicable:
Lawfulness, Fairness and Transparency: Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject;
Purpose limitation: Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in accordance with Article 13 of Regulation (EU) 2018/1725, not be considered to be incompatible with the initial purposes;
Data minimisation: Personal data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;
Accuracy: Personal data shall be accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;
Storage limitation: Personal data shall be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 13 of Regulation (EU) 2018/1725 subject to implementation of the appropriate technical and organisational measures required by this Regulation in order to safeguard the rights and freedoms of the data subject;
Integrity and Confidentiality: processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.
26) [bookmark: _Ref50744501]National SSN systems shall comply with Regulation 2016/679 (GDPR) on the protection of natural persons with regard to the processing of personal data and on the free movement of such data. 
The following principles shall be applicable:
Lawfulness, Fairness and Transparency: as also stated by Regulation (EU) 2018/1725;
Purpose limitation: Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in accordance with Article 89(1) of Regulation (EU) 2016/679, not be considered to be incompatible with the initial purposes;
Data minimization: as also stated by Regulation (EU) 2018/1725;
Accuracy: as also stated by Regulation (EU) 2018/1725;
Storage limitation: Personal data shall be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) of Regulation (EU) 2016/679 subject to implementation of the appropriate technical and organisational measures required by this Regulation in order to safeguard the rights and freedoms of the data subject;
Integrity and Confidentiality: as also stated by Regulation (EU) 2018/1725.
subjects whose data is being collected shall receive notice of such collection;
data collected shall be used only for stated purpose(s) and for no other purposes;
personal data shall not be disclosed or shared with third parties without consent from its subject(s);
once collected, personal data shall be kept safe and secure from potential abuse, theft, or loss;
subjects whose personal data is being collected shall be informed as to the party or parties collecting such data;
subjects shall have access to their personal data and shall be allowed to review and correct any inaccuracies;
subjects shall be able to hold personal data collectors accountable for adhering to all seven of these principles.
[bookmark: _Toc345583979][bookmark: _Toc345585554][bookmark: _Toc443911918][bookmark: _Toc31295504][bookmark: _Toc51054004]Integrity
27) [bookmark: _Toc26784438]SSN shall ensure that the information is authentic and complete. The information transmitted via in the central SSN system shall only be modified by:
the data provider;
the NCA covering the data provider, or;
the central SSN system (in accordance with the rules/procedure defined in the SSN documentation).
Integrity is the way to protect the accuracy and completeness of information. Integrity of data exchange through the public Internet or sTESTA (more detailed information available in Annex E: Technical background) between the national/local SSN system and the central SSN system should be assured by the use of 2-way SSL encryption algorithm for both data requests and response in case of machine2machine interface. The SSL protocol with PKI will be used to guarantee that data is not been altered during the communication.	Comment by LIMA GALVAO Marta (EMSA): To be removed in SSN v5 ?
28) The management of data provision shall ensure that all reasonable steps have been taken to prevent denial of service attacks, the introduction of `malware’, or other malicious events with the potential of compromising SSN functionalities
In order to prevent downtimes and to try to limit possible malicious attacks, the whole SSN network should be controlled by means of proper monitoring tools (e.g. IDS (intrusion detectiondetention systems), IPS (intrusion prevention systems), data loggers, etc.), in order to keep under control both the status of the network and the data exchanged;
Similarly, network-based anti-malware tools should be used to identify executables in all network traffic; 
Each authority taking part in the SSN system should foresee the continuous availability of the SSN system as per agreed SLAs and security enforcing functions like:
· Access control mechanisms and data;
· Authentication mechanisms and data;
· Authorisation mechanisms and data;
· Confidentiality mechanisms;
In order to meet the availability requirement, replication or backup of critical security mechanisms should be taken into account;
A proper business recovery plan should be put in place for such devices, in order to restore them in the shorter time as possible in case of failure or service disruption;
Enhanced protection measures (such as installation of the equipment in a restricted area, Business Continuity Facilities, forbidden access for normal users etc.) should be applied to critical WAN/LAN components (e.g., servers, routers, communications);
Servers hosting the application at national, local or central level should be made redundant in order to prevent service failures. System Administrators should foresee a proper check and update synchronisation between the two servers. This process should be performed every night;
A proper business recovery plan should be prepared for the involved devices in order to foresee procedures for fast switch over in case of failure. In the same way the business recovery plan should take into account the recovery of the failure on the affected system so that the replication is assured.
29) Data Minimization thinking should be applied to log collection. Steps must be taken to ensure integrity of the transmitted data while optimising storage of logs
	In order to optimize the storage of data, and at the same time minimize the risks of data breaches, the logs should not contain the personal data exchanged, but aggregated values or a hash of the actual information.
30) The list of hardware and software, used to implement the SSN system or used within the authority to interface with it, shall be recorded in a register. This register shall be maintained during the whole system lifecycle
An inventory of the software configuration of the system should be maintained by the individual(s) in charge of the security implementation functions and should be shared with the individual(s) in charge of the security management functions in case of audit. The following items describe the information which is to be kept in the inventory for every S/W delivery and installation of SSN application releases:
· Software package and version;
· Which version(s) is(are) active;
· Release date;
· Release notes;
· Installation notes;
· Installation date;
· Installation location;
· Store location (source code);
· Created by.
An inventory of the hardware configuration of the system should be maintained by the individual(s) in charge of the ICT infrastructure and should be shared with the individual(s) in charge of the security management functions in case of audit. The following items describe the information which is to be kept in the inventory:
· Machine name, IP, number of CPUs allocated, memory allocated/used;
· Environment;
· Created by;
· Created on;
· Technology used;
· Software installed.
Both inventories should be maintained, and retained for all the life of the system in secure places that are only accessible by authorised staff. This information should be properly backed-up.
[bookmark: _Toc345583980][bookmark: _Toc345585555][bookmark: _Toc443911919][bookmark: _Toc31295505][bookmark: _Toc51054005]Training
31) Each authority shall ensure that all system users within its jurisdiction are aware of the security requirements of the system and have the knowledge and competencies to fully discharge their obligations
Each authority shall foresee security awareness campaigns to all users, contractors and third party users, in order to increase their knowledge about their responsibilities and their duties while using the system. Awareness sessions should include an introduction of the SSN security guidelines, be suitable and relevant to the person’s role, responsibilities and skills and include information on who to contact for further security advice and the proper channels for reporting information security incidents (the individual(s) in charge of the security management functions at national and central SSN level);
The individual(s) in charge of the security management functions shall plan a periodic training update session within their general training plan. These sessions should be paired with training level evaluation sessions;
Training sessions shall be attended by all personnel involved in SSN operations and they should be focused on both operational and security aspects;
In case of system modification or adoption of new security measures, a specific training update session should be carried out by the individual(s) in charge of the security management functions involving all the relevant staff dealing with the system;
Operative sessions should include aspects about the correct use of information processing facilities such as, for example, log-on procedure, sessions time outs, password management systems, etc.;
The individual(s) in charge of the security management functions should be in charge of managing periodic training meetings within the organisation. During this activity, personnel should be informed about:
· The information that every user is allowed to access to in accordance with their role;
· The security measures to be adopted to preserve the availability, confidentiality and  the integrity of the system;
· The business continuity plan;
· Back-up procedures established by system administrators, addressing the frequency of back-ups, the storage requirements on-site and off-site and the control of authorized access to back-up copies;
· Procedures to report hardware and software failures as soon as possible.
In order to evaluate the level of personnel training, the individual(s) in charge of the security management functions should foresee training and security awareness assessment sessions. They could be carried out by means of questionnaires and submitted to all the users. Filled questionnaires should be returned to the individual(s) in charge of the security management functions who will be in charge of evaluating answers and, eventually, foresee specific sessions to fill the identified gaps.
[bookmark: _Toc345583981][bookmark: _Toc345585556][bookmark: _Toc443911920][bookmark: _Toc31295506][bookmark: _Toc51054006]Audit
32) Security audits on the SSN system implementation and usage should be carried out on a regular basis or in case of events defined within the SSN Technical and Operational Documentation. Whenever possible, existing auditing arrangement will be accepted as the fulfilment of this requirement
A secure audit trail should be created and maintained by the system, by means of internal logging of activities and anomalies. These logs should be protected from unauthorized deletion and/or modification. They should be available for access only to the individual(s) in charge of the security management and implementation functions. The audit trail should be presented to the individual(s) in charge of the security management functions in human-readable format either directly (e.g. storing the audit trail in human-readable format such as a pdf) or indirectly (e.g. using audit reduction tools) or both.
Areas that should be audited from a security point of view are: SSN hardware and software system, the security policy and the trainings;
The audit is used to monitor the progress and the effectiveness of the new system implementation. Central SSN system passes a security audit at least once per year following main information security management system standards such as ISO 27001 and every time a major release is implemented.
33) Proactive monitoring should be applied. Security monitoring and investigation should occur NOT ONLY in case of a security breach. Monitoring for unusual or suspicious activity should be performed on a regular basis
b. Following a security breach there should be an investigation to identify the cause and any remedial actions required
The logical implementation of SSN should provide automated means to analyse and review system activity and audit data, in order to look for possible or real security violations. This facility should enable the generation of automatic audit information in case of:
· Successfulsuccessful log-on;
· Unsuccessfulunsuccessful log-on;
· Accessestentative of violation of security measures;
· accesses to documentation stored within the system;.
· Creation/modification/deletion of accounts/groups; 
· Attribution/removal of access rights to user accounts or groups; 
· Changes to security configurations (e.g. password policy, HTTPS configurations, audit policy, system clock settings); 
· Execution of critical activities;
· Tentative of violation of security measures.
Appropriate privacy protection measures should be taken (e.g. passwords in plain text should not be appearing in the logsas described in section 2.1.6 - Data Protection and Confidentiality). 
Logging facilities and log information should be protected against tampering and unauthorised access (only the individual(s) in charge of the security management and implementation functions should have access);
By analysing the traffic over the network, it will be possible to identify patterns that lead to malicious or unwanted events;
Use cases of what constitutes anomalous behaviour should be defined; 
(ITIL) Problem Management process, focused on implementing the appropriate corrective actions to address problems is recommended.
[bookmark: _Toc31295508][bookmark: _Toc51054007]Other Security Requirements
34) At network architecture level, a differentiation must be made between presentation, business logic and data layers, whenever possible, following a three-tier architecture
A segregated architecture minimizes the risk that the compromise of one layer, namely the presentation layer, does not severely compromise the data. Whenever possible, using a zero-trust approach and use micro segmentation technology should be considered.
35) SSN systems should ensure user input validation whenever possible, to prevent injection attacks and unauthorised access to data. 
There should be active mechanisms to prevent injection attacks (e.g. SQL, XSS, XML injections). These mechanisms should ensure the sanitization of information during both input and output of data, whether it is an active user session, or a system-to-system communication. 
36) SSN systems should proactively mitigate known vulnerabilities, and all its technological components (e.g. operating systems, databases, and application server) should be continuously updated. 
37) A periodic Pentest should be scheduled for SSN systems every time a new version of the application is released or at least every two (2) years, coincidently with the end of the life/support of different technologies that could be implemented in the SSN system.
[bookmark: _Toc25673003][bookmark: _Toc26784444][bookmark: _Toc343094174][bookmark: _Toc443911921][bookmark: _Toc31295509][bookmark: _Toc51054008][bookmark: _Toc334805119][bookmark: _Toc345583983][bookmark: _Toc345585558]Central SafeSeaNet system Security Implementations
[bookmark: _Toc443911922][bookmark: _Toc31295510][bookmark: _Toc51054009]Introduction
This section gives an overview of the SafeSeaNet security requirements implemented within the central SSN system.
[bookmark: _Toc334805120][bookmark: _Toc345583984][bookmark: _Toc345585559][bookmark: _Toc443911923][bookmark: _Toc31295511][bookmark: _Toc51054010]Central SafeSeaNet system architecture
As explained in the SSN XML Messaging Reference Guide, the heart of the SafeSeaNet architecture consists of the SafeSeaNet XML Messaging System acting as a secure and reliable yellow pages index system and as a “hub & spoke” system (including authentication, validation, data transformation, logging, auditing,…), for sending requests to and receive notifications and responses from the right Member States (and corresponding NCAs).
The system is using:
standard Internet protocols (XML, HTTPS,…);
PKI infrastructure (EMSA PKI services);
Internet network or sTESTA network[footnoteRef:4];	Comment by LIMA GALVAO Marta (EMSA): To be removed in SSN v5 ? [4:  The use of sTESTA or Internet is a question of choice and EMSA will support both type of connections. The connection method shall provide guaranteed service levels for network availability, performance and security (see IFCD- Chapter 4 for SafeSeaNet performance and Chapter 7 for System Security).
Refer to Annex E: Technical background for general information on how to set up an Internet or a sTESTA connection.] 

2-way SSL communication between the central SSN system and the MS systems.
SafeSeaNet system provides three different interfaces mechanisms to help the Member States communicate with the central SafeSeaNet system:
A browser-based web user interface;
An XML message-based interface made available in two forms:
A SOAP-based web-services one interface (refer to the applicable .wsdl file in the SSN domains, both for Production and Training environments); 
· A bare XML messages one (refer to the applicable .xsd file in the EMSA extranet – protected area).
A streaming interface to enable constant flow of AIS data.
[bookmark: _Ref303343718][bookmark: _Ref303343731][bookmark: _Ref303343740][bookmark: _Ref303343826][bookmark: _Ref303343834][bookmark: _Ref303343901][bookmark: _Toc334805123][bookmark: _Toc345583985][bookmark: _Toc345585560][bookmark: _Toc443911924][bookmark: _Toc31295512][bookmark: _Toc51054011]SafeSeaNet Digital Certificates and EMSA PKI Services
This section describes the EMSA PKI services and the procedures that the Member States should follow to request or revoke a digital certificate.
More detailed information is available in Annex E: Technical background for general information on digital certificates and PKI services.
[bookmark: _Ref517000027][bookmark: _Toc34209402][bookmark: _Toc334805130][bookmark: _Toc345583986][bookmark: _Toc443911925][bookmark: _Toc31295513][bookmark: _Toc51054012]EMSA PKI Services
The EMSA PKI is a particular infrastructure devoted to the EMSA maritime application user communities and provides the following services:
A set of trusted procedures and of associated services to create, renew and revoke public key certificates;
Availability of the public keys associated with each user, under the form of Public Key Certificates (PKC) guaranteed by the EMSA Certification Authority (CA);
Availability of Certification Revocation List (CRL), allowing the user to check the validity of a given certificate.
Compared to the general organisation of a PKI (see Annex E “Components of a PKI”), the EMSA PKI adds the following concepts:
Closed User Group (CUG): the creation of a CUG means that the stringent requirements imposed by the CA on public Registration Authorities can be relaxed towards the needs of the CUG. The CA will only sign EMSA-CUG certificates for the users who have been approved by the relevant RA, which goal is to verify the identity of the users requesting the certificate, and approving or rejecting the certificate request. In the frame of central SSN system and its interfaces with the national SSN systems , there will be a single RA played by the EMSA Maritime Support Service (see SafeSeaNet PKI CUG below);
Suspension and Revocation Authority (SRA): the SRA’s goal is to handle all revocation requests of the CUG users. The SafeSeaNet SRA will represented by the EMSA Maritime Support Services.
[bookmark: _Toc334805133][bookmark: _Toc345583987][bookmark: _Toc443911926][bookmark: _Toc31295514][bookmark: _Toc51054013]EMSA PKI Technical aspects
The generic EMSA PKI architecture is based on the market standards:
Certificates follow the X.509 V3 standard and CVC certificates according to EAC 1.11 (BSI TR-03110);
Compatible with the PKIX standard.
The PKI infrastructure that will be used is the the EJBCA Open Source PKI.
[bookmark: _Toc334805137][bookmark: _Toc345583988][bookmark: _Toc443911927][bookmark: _Toc31295515][bookmark: _Toc51054014]Type of certificates
Server and client certificates will be issued for the national SafeSeaNet systems. 
Such type of certificates may be requested remotely via the individual(s) in charge of the security management functions at national level (at NCA level) which shall submit proof of fact that this person is duly authorized to sign for the Member State legal representative. These digital certificates will be RSA certificates with a 2048 bit key length valid for two years.
[bookmark: _Toc334805138][bookmark: _Ref340668825][bookmark: _Toc345583989][bookmark: _Toc443911928][bookmark: _Toc31295516][bookmark: _Toc51054015]SafeSeaNet PKI CUG
A dedicated SafeSeaNet PKI CUG has been defined and managed by EMSA. 
The SafeSeaNet CUG requires a “SafeSeaNet Registration Authority Officer” and a SafeSeaNet “Member State Certificate Officer” for every Member State.
[bookmark: _Toc334805139][bookmark: _Toc345583990]SafeSeaNet Registration Authority Officer
EMSA will be the SafeSeaNet Registration Authority and represented by EMSA Maritime Support Services. The EMSA designated SafeSeaNet Registration Authority Officer is the Maritime Support Services Officer.
Its role is to be single point of contact for the Member States to issue the digital certificates. He/She will receive the requests/revocations for digital certificates, verify them, generate the digital certificates and send them back to the corresponding Member State.
[bookmark: _Toc334805140][bookmark: _Toc345583991]SafeSeaNet “Member State Certificate Officer”
Every Member State, via their individual(s) in charge of the security implementation functions, should designate an administrator that will be in charge of requesting, installing and managing the server certificate at National level.
The role of this administrator is to be the single point of contact between a Member State and the SafeSeaNet Registration Authority Officer. He/She will send the request for digital certificates (see “How can a Member State apply for a digital certificate?” for more details). He/She will receive back (via e-mail) the requested digital certificate for installation.
[bookmark: _Toc334805141][bookmark: _Toc345583992][bookmark: _Toc443911929][bookmark: _Toc31295517][bookmark: _Toc51054016]Certificates Management
The management of SSN Digital Certificates will be done in accordance with the following rules:
A unique PKI Service will be established for SafeSeaNet (at central and national SSN systems);
SSN PKI Service will be managed by EMSA. The certificates will be issued by EMSA CA using the intermediate CA. Creating certificates directly from the CA root certificate increases the risk of EMSA CA root certificate compromise (if the private key is being stolen, the entire infrastructure will be affected). The usage of intermediate certificates for issuing end-entity certificates provides an added level of security. 
NCAs shall request and revoke SSN Digital Certificates using the EMSA PKI Services;
LCA, after NCAs authorisation and in accordance with the Security Agreement between NCA and LCA, shall request and revoke SSN Digital Certificates using Commercial PKI Services.
[image: EMSACA]
[bookmark: _Toc26784469][bookmark: _Toc50993116]Figure 1: Certificates management
[bookmark: _Toc334805142][bookmark: _Toc345583993][bookmark: _Toc443911930][bookmark: _Toc31295518][bookmark: _Toc51054017]PKI needs for SafeSeaNet
Every national SafeSeaNet user will be assigned the required digital certificates to guarantee confidentiality and authentication when exchanging messages. The table below describes the different types of SafeSeaNet users for which the PKI has been established (LCAs are not to be connected to central SSN system and as such can make use of commercial PKI services) and their corresponding type of certificate:
	SafeSeaNet User Type
	Description

	National SafeSeaNet system
	A national SSN system (developed by Member States for exchanging XML messages or AIS data streaming with the central SSN system) will make use of the SafeSeaNet services and is therefore considered for SafeSeaNet as a single user.
Consequently, digital certificates will be assigned to every national SSN system:
· Client certificates must be installed on the application servers sending SSN data; 
· Server certificates must be installed on the web/application servers receiving SSN data.

	Central SafeSeaNet
system
	The central SafeSeaNet system stands for the core system that will offer the services for exchanging XML messages (notifications, requests, and responses) between the national SSN systems. Therefore, two digital certificates (client and server) will be assigned to the single central SafeSeaNet system (to be installed on the application server receiving and sending the XML messages).


[bookmark: _Toc345583994][bookmark: _Toc443911931][bookmark: _Toc31295519][bookmark: _Toc51054018]How can a Member State apply for a digital certificate?
The procedure for requesting a digital certificate is described below. This procedure is the same for the renewal of the certificates (every 2 years after expiration). In case of renewal, the Maritime Support Services reminds the concerned party, before the expiration date on the renewal request (with 60, 30, 15 and 7 days in advance).
[bookmark: _Toc345583995]Prerequisites
Prior to applying for a digital server certificate, every Member State must set up the corresponding application servers (for sending and/or receiving SafeSeaNet XML messages or send AIS streaming data) at their local (National) site. EMSA CA delivers client and server certificates for any server compatible with the X509 v3 standard digital certificates and that are able to make a PKCS # 10 (PEM encoded) electronic certificate request. 
The application server must then be compatible with the X509 v3 protocol that enables secure end-to-end electronic data exchange.
The application server should also have a DNS domain name registered in its configuration file. During the generation of the certificate request, you will be prompted to enter some specific information about your server. This information is very important since it will be the one that will be certified by EMSA CA. The most important part to enter correctly is the name of your server (CN). It must correspond to the registered Web site server name you will protect when requesting server certificate. Indeed, if the real server name does not match the name in the certificate, you will never be able to start your SSL Server sessions. When requesting a client certificate, the CN can be the machine’s name, the requester’s email, etc.
For the Member States connected through the Internet, you have to make sure your DNS domain name is well registered and recognized officially by an Internet Service Provider
In the framework of the SafeSeaNet project, for the Member States connected through sTESTA backbone, the full DNS domain name should be registered as follows on the web server of every Member State: SSNxxx<Country_Code>[footnoteRef:5]TESTA.EU	Comment by LIMA GALVAO Marta (EMSA): To be removed in SSN v5 ? [5:  <Country_Code> is composed of two characters of your country (i.e. Ireland:IE, Greece:GR,…)] 

[bookmark: _Toc334805146][bookmark: _Toc345583996]Stakeholders
The following stakeholders will intervene in the workflow for requesting a digital certificate:
The EMSA Certificate Authority;
The SafeSeaNet Registration Authority Officer (Maritime Support Services Officer);
[bookmark: _Toc298165031][bookmark: _Toc298165032][bookmark: _Toc298165041]The SafeSeaNet “Member State Certificate Officer”.
[bookmark: _Toc334805147][bookmark: _Toc345583997]Procedure
The procedure to follow (described in Annex A: SSN certificates procedure) requests to generate a CSR per digital certificate.
The SafeSeaNet “Member State Certificate Officer” will create the CSR(s). In order to create a CSR, first a private key shall be generated, that shall remain in the application server key store. The CSR is created using this private key and contains the public key of the application server with some metadata.
This public key and metadata is the CSR that will be sent to the Maritime Support Services. This public key will be included in the certificates.
[bookmark: _Toc298165045][bookmark: _Toc298165063][bookmark: _Toc298165070][bookmark: _Toc298165073][bookmark: _Toc298165074][bookmark: _Toc298165076][bookmark: _Toc298165077][bookmark: _Toc298165080][bookmark: _Toc298165082][bookmark: _Toc298165083][bookmark: _Toc298165085][bookmark: _Toc298165086][bookmark: _Toc298165088][bookmark: _Toc298165089][bookmark: _Toc298165092][bookmark: _Toc298165094][bookmark: _Toc298165095][bookmark: _Toc298165098][bookmark: _Toc298165100][bookmark: _Toc298165106][bookmark: _Toc298165109][bookmark: _Toc298165118][bookmark: _Toc298165124][bookmark: _Toc298165130][bookmark: _Toc298165136][bookmark: _Toc298165142][bookmark: _Toc298165176][bookmark: _Toc298165186][bookmark: _Toc298165189][bookmark: _Toc298165195][bookmark: _Toc298165201][bookmark: _Toc298165207][bookmark: _Toc298165210][bookmark: _Toc298165214]The certificate created with a particular CSR will only work with the private key that was generated with it.
[bookmark: _Toc345583998][bookmark: _Toc443911932][bookmark: _Toc31295520][bookmark: _Toc51054019]How can a Member State revoke a digital certificate?
[bookmark: _Toc334805151]Revoking a digital certificate might occur when the private key is lost or accidentally shared. A presumption of hacking is also an urgent reason for revocation.
[bookmark: _Toc345583999]Prerequisites
[bookmark: _Toc334805152]The revocation code shall be the same as the one used for the certificate signing request creation.
[bookmark: _Toc345584000]Stakeholders
The following stakeholders will intervene in the workflow for requesting a digital certificate:
The SafeSeaNet Registration Authority Officer (Maritime Support Services Officer);
The SafeSeaNet “Member State Certificate Officer”.
[bookmark: _Toc334805153][bookmark: _Toc345584001]Procedure
The procedure to be followed by The SafeSeaNet “Member State Certificate Officer” is the following:
Call, email or fax immediately the SafeSeaNet Registration Authority Officer (Maritime Support Services Officer) at:
Tel: + 351 21 1209 415, 
Fax: +351 21 1209 480, 
Email: MaritimeSupportServices@emsa.europa.eu 
As soon as the revocation is being acted, apply for a new digital certificate.
[bookmark: _Toc345584002][bookmark: _Toc345585561][bookmark: _Toc443911933][bookmark: _Toc31295521][bookmark: _Toc51054020]SSN data exchange protocols
In order to ensure authentication, confidentiality and integrity around the exchange of SSN data between the national SafeSeaNet systems and the central SafeSeaNet system, HTTPS must be used along with the supplied digital certificates for the different interfaces mechanisms provided by the central SafeSeaNet system.
More detailed information is available in Annex E: Technical background for a description of the SSL protocol and the SSL handshake.
[bookmark: _Toc345584003][bookmark: _Toc443911934][bookmark: _Toc31295522][bookmark: _Toc51054021]HTTPS with Server Certificate
1-way SSL (with commercial CA) is implemented at SSN web interface level. When SSN Web users access the SSN web interfaces (for both Production and Training environments) they will be presented with the Commercial Global Sign server certificate issued specifically for those interfaces. The digital certificate installed at server level fulfils that the information exchanged within the SSN web interface keeps its integrity and confidentiality (through SSL encryption). It also allows the authentication of the central SafeSeaNet system via the SSN Web user browser.
The central SSN web interface, apart from user identification and authentication and password management controls has implemented session time-out as access control mechanism to prevent unauthorized access to operating systems.
[bookmark: _Toc334805159][bookmark: _Toc345584004][bookmark: _Toc443911935][bookmark: _Toc31295523][bookmark: _Toc51054022]HTTPS with Client & Server Certificates
2-way SSL (with EMSA CA) will be used to exchange XML messages and AIS data stream between the central SafeSeaNet system and national SafeSeaNet systems (including Regional and National Proxy servers). The first recipient of any sent SSN data is always the application server of the target recipient. Once received at application level, and after the exchange of the digital certificates for authentication of the sender and the recipient servers, the SSN data is in clear (setting up the SSL session is carried out behind the scenes).
Additionally, when detailed information of notifications are made available for download as files on a national SafeSeaNet system’s web server, HTTPS (2-way SSL) should also be used to let the central SSN system download these files. The central SSN system shall be the only SSN user to be able to download files from national SafeSeaNet systems servers.
Such a solution fulfils data integrity, confidentiality (through SSL encryption) and authentication of both client and server applications (through the usage of the national SSN systems certificates and the central SafeSeaNet system server’s certificates).
This solution requires:
In case of using the messaging interface, both the central SafeSeaNet system and every national SafeSeaNet system should supply a single address (URL to a single page on the web server) for receiving XML messages (requests or responses). HTTPS (by default on port 443) must be configured on these application servers for accessing their single page receiving the incoming XML messages (requests or responses). Firewalls and/or proxies should also be configured to allow HTTPS from/to these application servers.
In case of using the streaming interface, central SafeSeaNet has a unique FQDN and port per environment which is to be configured in the SSN STIRES connection page. In case of receiving data, each SafeSeaNet national system shall also assign a unique FQDN and port for data reception through HTTPS using 2-way SSL (Ref EMSA SSN-SI Installation Guide) 
Generation of client and server digital certificates by EMSA CA.
The installation of the EMSA root CA and client digital certificates on the central SafeSeaNet system server and on the national SafeSeaNet system servers providing XML messages or AIS data stream (acting as client). The client only needs the root CA to be stored in its key store which will use to verify the authenticity of the intermediate certificate presented by the server when the client connects to it (the server will send the chain intermediate certificate + server certificate).
The installation of the EMSA root CA (if the application server is different from the application client), the EMSA intermediate and server digital certificates on the central SafeSeaNet system server and on national SafeSeaNet system servers receiving incoming XML messages (acting as servers). These application servers need also to be configured to require HTTPS and client certificates for accessing their single page receiving the incoming XML messages (requests or responses).
For both connections, central SSN system to Member State and Member State to central SSN system, access should be granted only to application servers (acting as SSL server and/or SSL client) signed by EMSA CA.

[bookmark: _Toc31295524][bookmark: _Toc51054023]Annex A – SSN certificates procedure
1. Confidentiality and 2-way SSL
Member States have adopted the 2-way SSL method (Secure Socket Layer) to ensure SSN data security. Digital certificates should be installed both at the system server hosted by EMSA as well as the site where the SSN-EIS National System, hosted by the National Authorities, will be installed.
EMSA has created its own Certification Authority (CA) to issue the digital certificates used in the SSN communication process. To provide your Administration with the certificates you are kindly requested to:
complete and send the “Appointment of the Officer Responsible for the Server” and the Certificate Registration Form (included in Appendix I and Appendix II);
generate the Certificate Signing Requests (CSR) for both client and server certificates (refer to http://www.openssl.org/ for general instructions or to https://www.geotrust.com/support/generate-csr/ for specific instructions depending on the server type).

2. Digital certification procedure
The following procedure should be applied by your Administration for getting the SSN-EIS 2-way SSL server and client certificates:
1. Open a call to the Maritime Support Services of EMSA (Tel: + 351 21 1209 415, Fax: +351 21 1209 480, Email: MaritimeSupportServices@emsa.europa.eu) requesting for the digital certificates for SSN-EIS.
2. The MSS will request your Administration to complete the “Appointment of the Officer Responsible for the Server” (see appendix I), the Certificate Registration Form (see appendix II) and to send the Certificate Signing Request (CSR).
3. Your Administration will send back to the MSS, by e-mail (signed documents have to be scanned into PDF files) the following documents, for both client and server certificates:
a. The Certificate Registration Form;
b. The Appointment of the Officer Responsible for the Server;
c. The CSR file;
d. A legible photocopy of a valid identity card of the Officer signatory to the Registration in a) above (and appointed under b) above).
4. After verification, the MSS will inform your Administration about the status of the application.
5. EMSA will send to the e-mail address of the Officer Responsible (that appears in the Registration Form) the digital certificates. MSS will be available to support your Administration if discovered any errors or defects in the certificate.
6. Your Administration will install the digital certificates issued by EMSA only on the server corresponding to the domain indicated on the said certificates (in the Common Name field).
7. If problems occur during the procedure, your Administration may contact the MSS.
8. Your Administration will inform the MSS about the completion of the task.
9. Your Administration should follow the above mentioned procedure when the certificate’s renewal becomes due.

[bookmark: _Toc221675913][bookmark: _Toc303344336][bookmark: _Toc303780739][bookmark: _Toc303785699][bookmark: _Toc303847323][bookmark: _Toc303849468][bookmark: _Toc303849776][bookmark: _Toc303870642][bookmark: _Toc334805172]Appendix I – Appointment of Officer Responsible for the Server

The undersigned, 	, in his/her capacity as representative of the Organization/Authority named 	
		designates Mr/Ms 	, as specified in the Certificate Registration Form application, as designated Officer Responsible for the Server in observance of the requirements related to the digital certification procedure.

Place and date 	



Signature of representative and stamp of the Organization 

	

Appendix II – Certificate Registration Form

(ATTENTION: to be filled-in per Certificate Request)


	System
		Choose an item.

	Click here to enter text.


☐ EMSA internal

	Environment
	Choose an item.

	Type of certificate
	Choose an item.

	Information  about  the 
Officer  Responsible for the Server1
	Value

	First Name
	Click here to enter text.

	Last Name
	Click here to enter text.

	E-mail 2
	Click here to enter text.

	Company Name
	Click here to enter text.

	Registered Office Address
	Click here to enter text.

	City/Town
	Click here to enter text.

	Postal code
	Click here to enter text.

	Province
	Click here to enter text.

	Telephone
	Click here to enter text.

	Fax
	Click here to enter text.

	First Name of the Representative of the Organization 4
	Click here to enter text.

	Last Name of the Representative of the Organization
	Click here to enter text.

	E-mail of the Representative of the Organization 5
	Click here to enter text.

	Certificate Request (.csr) Information
This info needs to match the corresponding values in the .csr file
	Value

	Common Name (CN) 6
	Click here to enter text.

	Organization Name (O)
	Click here to enter text.

	Organization Unit (OU) 3
	Click here to enter text.

	City (L)
	Click here to enter text.

	Province (ST) (server certificates only)
	Click here to enter text.

	Country (C)
	Click here to enter text.

	Additional Information
	Value

	Revocation code 7
	Click here to enter text.

	End-point 8
	Click here to enter text.

	Type of webserver
		Choose an item.

	Click here to enter text.






1 The Officer Responsible for the Server is the operational reference person, authorized by the Representative of the Organization.
2 The electronic mailbox to which the Registration Form and the issued certificate are sent.
3 The Organization Unit of the web server is that which appears in the Organisational Unit (OU) in the subject field of the certificate.
4 The representative of the Organization is the person indicated by the appointment signed by the Legal Representative, or equivalent.
5 The electronic mailbox to which the Registration, which must be signed by the representative of the Organization or equivalent; the Appointment of the Officer Responsible for the Server and the issued certificate are sent.
6 The Fully Qualified Domain Name (FQDN) in case you are requesting a server certificate.
7 The revocation code is used to verify telephone requests. It consists of 9 numbers uniquely associated to the certificate requested.  This code cannot be repeated on other forms.
8 The end-point is only needed for EU LRIT DC certificates (e.g.: https://es-evtest.member-state.eu/lrit2es, using SSL)

Place and date _______________________________



Signature of the Officer Responsible for the Server

_____________________________________________

[bookmark: _Toc31295525][bookmark: _Toc51054024]Annex B – User ID naming convention
A naming convention is a convention for identification. The intent is to allow useful information to be deduced from the names based on regularities. Well-chosen naming conventions aid the user to be easily configured and monitored when navigating larger structures.
Generally the field ‘user name’ (commonly referred to as “User ID”) designates the field used to uniquely identify a user across all applications, used to login into the applications and the base for SSO decisions.
It is proposed that the following common user naming convention should be enforced by all EMSA Maritime Applications.
1. Definition of the User ID basic schema
a. The following general rules should apply commonly, either for individual or group accounts. The following notations are used in defining the user naming schemas in this document:
<chars> : means mandatory;  [chars] : means optional;
italics : indicates a type of field; bold: indicates literal text to be used
b. The notation ISO-country-code corresponds to the alpha-2 (two characters) country code in the ISO 3166-1:2006 standard. This should be used to indicate the names of countries.  There shall be no exceptions for the Country code indicating to which country the user belongs to. If any values other than the officially assigned ISO codes are to be used, these have to be indicative of the relevant organization (see table 1 below)
	Code
	Name

	EU
	EU institution or agency

	XA
	Bonn Agreement

	XB
	Black Sea Commission

	XC
	Classification Societies

	XD
	Barcelona Convention

	XF
	EFCA

	XH
	HELCOM

	XI
	EMSA Contractor

	XM
	MAOC

	XN
	NATO

	XP
	Paris MoU

	XR
	FRONTEX

	XT
	TAXUD

	XU
	EUROPOL

	XV
	EUNAVFOR

	XW
	Wetrep


[bookmark: _Toc26784465][bookmark: _Toc50993115]Table 1: List of specific codes belonging to an EU institution/agency or international organization
c. User IDs can only contain alphanumeric characters (a-z, A-Z and 0-9), full stop (.), underscore (_) and hyphen (-).
d. When present, special characters (i.e. full stop, underscore and hyphen) should separate alphanumeric characters meaning:	Comment by DUCHESNE Philippe (EMSA): BE: Annex B (User ID naming convention) of the Security Guidelines includes an extra rule (d), allowing special characters in user id’s. However rule (e) states “User IDs cannot contain empty spaces or special characters”.	Comment by DUCHESNE Philippe (EMSA): EMSA: The sentence is referring to full stop, underscore and hyphen. Text to be clarified.		Comment by LIMA GALVAO Marta (EMSA): Amended
· Special characters shall not start or finish usernames,
· Special characters cannot be adjacent in usernames. 
e. UserID can contain, but not begin with, a period (.), an underscore (_) or a hyphen (-).  These characters should be used as separators.
f. User IDs cannot contain empty spaces or special characters (e.g. the Belgian “van de Rompuy” becomes BE_vanderompuy, the Norwegian “arnviðrd” becomes NO_arnviord, the Swedish “björn” or “bjørn” becomes SE_bjorn, etc.).
g. 
h. UserIDs are NOT case sensitive.
i. The userID should not be less than 7 characters, and not more than 17 32 characters, including separators.
2. User ID schema for individual and team accounts
The following schema[footnoteRef:6] is proposed for the creation of User ID for individual and team accounts. [6:  Underscore signs (“_”) shall be used to divide the sections of the user name.] 


<ISO-country-code_>[CN_]<chars>
Examples:	IT_SMITHJO 	(or)	it_smithjo
	(Nat.: ‘Italian’; String indicating the user ID (chars): ‘smithjo’)
PT_CN_SILVARU 	(or)	pt_cn_silvaru
(Nat.: ‘Portuguese; String indicating the user ID (chars): ‘silvaru)
GB_MRCC.ABERDEEN 	(or)	gb_mrcc.aberdeen
(Nat.: ‘Great Britain’; String indicating the user ID (chars): ‘mrcc.aberdeen’)
a. The <ISO-country-code> is a mandatory part and shall follow the general rules in 1.b above. The use of the ISO-country-code is to indicate that the user belongs to a specific country, organization, institution or agency. It shall be followed by a ‘_’ (underscore).
b.  The [CN_] attribute is an optional notation that can be used to indicate that the user belongs to a contractor company for that country 
Example:	ES_CN_MENDEZPA 	represents a Spanish contractor user
c. The <chars> attribute is a mandatory part. The <chars> notation should represent the name, role, office/institution and/or location of the actual user, and follow these guidelines: 
It should have a minimum length of 4 characters and a maximum of 14.
It should ideally adhere to one of the following formats:
· For individual accounts:
· <5-chars-lastname><2-chars-firstname>
· <first-char-firstname><lastname>
· <firstname><.><lastname>
· <role>.<office/institution>
· For team accounts:
· <office/institution>.<location>
In the last example above, if role, office/institution or location is more than one word, the notation is merged or replaced by the acronym or simplified name. 
It is recommended to use names or acronyms in English (e.g.: VTS, MRCC, Duty Officer) avoiding local acronyms or names in national language: 
· ‘Reparto’ (Nat. ‘Italian’)     becomes     ‘Department’
· ‘CapitãoPorto’ (Nat. ‘Portuguese’)     becomes     ‘HarbourMaster’

[bookmark: _Toc31295526][bookmark: _Toc51054025]Annex C – SSN Password Policy
When defining a new password for accessing the Central SSN System, a user shall follow these rules:
The password must be at least 9 characters long;
The password must have at least 1 uppercase character;
The password must have at least 1 lowercase character;
The password must have at least 1 number;
The password cannot be one of the last 3 recently used passwords;
The password allowed characters are: 
@!()$^*-_=+#~?,.|abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ 0987654321
The password non-allowed characters are: 
&<>"';%	Comment by DUCHESNE Philippe (EMSA): BE: Annex C (SSN Password Policy) of the Security Guidelines lists some characters which are not allowed. We suggest (1) to change the phrasing to indicate that this list is non-exhaustive and would like to point out that most applications do allow some or all of the listed characters. We suggest (2) to reconsider allowing the listed characters.	Comment by DUCHESNE Philippe (EMSA): EMSA: Annex C is recommended but optional for national SSN systems.	Comment by LIMA GALVAO Marta (EMSA): See if the text can be changed…to highlight that this is done in EMSA only
Also for the additional characters or say only the ones that can be used
Passwords shall also comply with the following security rules:
User has to change password in his first login and at least once every 90 days:
· If not changed before 90 days, the password will expire and the user will have to execute the change before accessing the EMSA’s Maritime applications.	Comment by DUCHESNE Philippe (EMSA): DE: Can this be changed to 180 days? Following newest discussions, if a password is changed to often, it will be less secure.	Comment by DUCHESNE Philippe (EMSA): EMSA: changing password every 90 days is recommended practice.
· The user shall be warned by email or when logging in during the 10 days prior to password expiration.
If an incorrect password is provided 5 times in the space of a day (for the same user) the account shall be locked during 3 hours. This is valid both in the login form as in the change password form.

	Policy Configuration

	Parameter
	Value

	Password Minimum Length
	9

	Password Maximum Length
	30

	Minimum Number of Uppercase Characters
	1

	Minimum Number of Lowercase Characters
	1

	Minimum Number of Nonalphanumeric Characters
	0

	Minimum Number of Numeric Characters
	1

	Password Validity Period
	90

	Password Expiry Notice Period
	10 (days)

	Mode of Conveying the Expiry Notice
	At login

	Password minimum age
	0

	Change on reset
	Yes

	Password history
	3

	Number of login tries allowed
	5

	Lockout Duration
	An account can be unlocked after a new password is set by the MSS or the NCA administrators.

	Login tries reset
	After a successful login;
or
Manually by the MSS at password reset.



[bookmark: _Toc31295527][bookmark: _Toc51054026]Annex D – SSN Security Vocabulary
1. [bookmark: _Toc296595426][bookmark: _Toc301281954][bookmark: _Toc301433252][bookmark: _Toc301795635][bookmark: _Toc301973048][bookmark: _Toc301975705][bookmark: _Toc303344341][bookmark: _Toc303776921][bookmark: _Toc303780744][bookmark: _Toc303785704][bookmark: _Toc303847328][bookmark: _Toc303849473][bookmark: _Toc303849781][bookmark: _Toc303870647][bookmark: _Toc319595871][bookmark: _Toc319596412][bookmark: _Toc320110416][bookmark: _Toc334805179]Overview
This Security Vocabulary, as part of the SSN Security Study, has been prepared with the aim of providing SSN involved stakeholders with a useful instrument to share a basic terminology on security. 
The annex has been divided into three main sections:
A list of acronyms including the most frequent technical terms used in SSN context.
A definition of security related terms available in SSN documentation, SOLAS normative and EU directives.
A definition of security related terms not present in current evaluated documentation but that could be used for the security of the SSN system.
2. [bookmark: _Toc301281955][bookmark: _Toc301433253][bookmark: _Toc301795636][bookmark: _Toc301973049][bookmark: _Toc301975706][bookmark: _Toc303344342][bookmark: _Toc303776922][bookmark: _Toc303780745][bookmark: _Toc303785705][bookmark: _Toc303847329][bookmark: _Toc303849474][bookmark: _Toc303849782][bookmark: _Toc303870648][bookmark: _Toc319595872][bookmark: _Toc319596413][bookmark: _Toc320110417][bookmark: _Toc334805180]List of acronyms
	Definition
	Description

	BCF
	Business Continuity Facility

	BMP
	Bean-Managed Persistence

	CA
	Certification Authority

	CMP
	Container-Managed Persistence

	CN
	Common Name

	CSR
	Certificate Signing Request

	DAO
	Data Transfer Objects 

	DB
	Database

	DC
	Data Centre

	DHTML
	Dynamic HTML

	DMZ
	Demilitarized zone

	DNS
	Domain Name System

	EIS
	Enterprise Information System

	EJB
	Enterprise JavaBean

	EMSA
	European Maritime Safety Agency

	ESB
	Enterprise Service Bus

	EU
	European Union

	FTP
	File Transfer Protocol

	FQDN
	Fully Qualified Domain Name

	GIS
	Geographic Information System

	GUI
	Graphical user interface

	HTTP
	Hypertext Transfer Protocol

	HTTPS
	Hypertext Transfer Protocol over Secure Socket Layer

	IPSEC
	Internet Protocol Security

	ISP
	Internet Service Provider

	JDBC
	Java Database Connectivity

	JEE
	Java Enterprise Edition

	JMS
	Java Message Service

	JSF
	Java Server Faces

	JSP
	Java Server Pages

	LDAP
	Lightweight Directory Access Protocol

	Mbps
	Megabit per second

	MOM
	Message Oriented Middleware

	NAT
	Network Address Translation

	OS
	Operating System

	OSB
	Oracle Service Bus

	OWASP
	Open Web Application Security Project

	POJO
	Plain Old Java Objects

	R. Proxy
	Reverse Proxy

	RAC
	Real Application Clusters

	RIA
	Rich Internet Applications 

	RMI
	Remote Method of Invocation

	SAN
	Storage Area Network

	SANS
	SysAdmin, Audit, Network, Security Institute

	sFTP
	Secure File Transfer Protocol

	SMTP
	Simple Mail Transfer Protocol

	SOAP
	Service Oriented Architecture Protocol

	SOLAS
	International Convention for the Safety Of Life At Sea

	SRM
	Site Recovery Manager

	SSL
	Secure Socket Layer

	SSN
	SafeSeaNet

	SSN-SI
	(SafeSeaNet Streaming Interface)

	RFC
	Request for Comments (Internet Standards)

	RSA
	Rivest, Shamir and Adleman who first publicly described an algorithm for public-key cryptography

	TB
	Tera Bytes (i.e. 1012 bytes or 1 million mega bytes)

	VLAN
	Virtual Local Area Network

	XHTML
	Extensible Hypertext Markup Language

	XML
	Extensible Markup Language

	XWS
	WS Security implementation from Sun Microsystems



3. [bookmark: _Toc301281956][bookmark: _Toc301433254][bookmark: _Toc301795637][bookmark: _Toc301973050][bookmark: _Toc301975707][bookmark: _Toc303344343][bookmark: _Toc303776923][bookmark: _Toc303780746][bookmark: _Toc303785706][bookmark: _Toc303847330][bookmark: _Toc303849475][bookmark: _Toc303849783][bookmark: _Toc303870649][bookmark: _Toc319595873][bookmark: _Toc319596414][bookmark: _Toc320110418][bookmark: _Toc334805181]SSN Security Related Terminology
3.1. [bookmark: _Toc296595428][bookmark: _Toc301281957][bookmark: _Toc301433255][bookmark: _Toc301795638][bookmark: _Toc301973051][bookmark: _Toc301975708][bookmark: _Toc303344344][bookmark: _Toc303776924][bookmark: _Toc303780747][bookmark: _Toc303785707][bookmark: _Toc303847331][bookmark: _Toc303849476][bookmark: _Toc303849784][bookmark: _Toc303870650][bookmark: _Toc319595874][bookmark: _Toc319596415][bookmark: _Toc320110419][bookmark: _Toc334805182]Introduction
The methodology used to define a common Security Terminology to be adopted in SafeSeaNet takes into account both worldwide security standards and SSN documents.
The first step of the methodology is focused on the analysis of the terminology already used in the SSN documentation. This analysis already provides a preliminary vocabulary; however the identified security terms do not fully cover the expected evolution and upgrading of the system.
Therefore, in order to provide an exhaustive terminology to be shared among the SSN stakeholders without ambiguity, information security standards have been taken into account. A further step aims at completing and tailoring the list of terms, taking into account possible future needs in terms of security of the SSN improvements.  The results of this analysis are presented in the next 3.4 section.
3.2. [bookmark: _Ref285465547][bookmark: _Toc296595429][bookmark: _Toc301281958][bookmark: _Toc301433256][bookmark: _Toc301795639][bookmark: _Toc301973052][bookmark: _Toc301975709][bookmark: _Toc303344345][bookmark: _Toc303776925][bookmark: _Toc303780748][bookmark: _Toc303785708][bookmark: _Toc303847332][bookmark: _Toc303849477][bookmark: _Toc303849785][bookmark: _Toc303870651][bookmark: _Toc319595875][bookmark: _Toc319596416][bookmark: _Toc320110420][bookmark: _Toc334805183]Methodology
The evaluated terminology has been selected from the SSN documents (also taking into account EU directives), with the objective of covering all the main security aspects needed for the development and operation of SSN. 
The identified terms have been properly defined in order to be easily understood and adopted by every involved player in the SSN implementation and usage, including those with no prior experience in the field of security.
In order to provide shared definitions of the security terms, the following criteria have been used:
If the evaluated term is already defined in the SSN documents and the definition is compliant with security best practices, this definition is used for the SSN Study vocabulary.
If the evaluated term is not defined in the SSN documents or the definition is not compliant with security best practices, international standard are used to provide the definition.
If the definition for the term is not available or is ambiguous in the different standards used as reference, a customised definition is provided, taking into account the contractor experience and know how.
3.2.1. [bookmark: _Toc296595431][bookmark: _Toc301281959][bookmark: _Toc301433257][bookmark: _Toc301795640][bookmark: _Toc301973053][bookmark: _Toc301975710][bookmark: _Toc303344346][bookmark: _Toc303776926][bookmark: _Toc303780749][bookmark: _Toc303785709][bookmark: _Toc303847333][bookmark: _Toc303849478][bookmark: _Toc303849786][bookmark: _Toc303870652][bookmark: _Toc319595876][bookmark: _Toc319596417][bookmark: _Toc320110421][bookmark: _Toc334805184]Analysis of Standard-derived terminology
Three main worldwide security standards have been used as source of concepts and definitions for their intrinsic quality, widespread use and applicability to the SSN environment:
ISO 27001:2005;
NIST[footnoteRef:7] SP800-47; [7:  The National Institute of Standards and Technology is a measurement standards laboratory which is a non-regulatory agency of the United States Department of Commerce. More information can be found in www.nist.gov .] 

NIST SP800-53A.
The use of multiple standards helped in addressing different aspects of SSN.  The ISO 27001 standard has been used for terms focused on the management and procedural concepts; while the NIST standards have been adopted for terms focusing on the technical and operational part.
The definitions adopted or derived from the identified standards have been tailored on SSN needs and provide a clear knowledge base to be shared in the common development and operational environment.
If none of the definitions available resulted in a clear expression of the meaning other best practices or standards have been used as provided in the references (e.g. SANS documents) or a new customised definition has been identified.
3.3. [bookmark: _Toc296595432][bookmark: _Toc301281960][bookmark: _Toc301433258][bookmark: _Toc301795641][bookmark: _Toc301973054][bookmark: _Toc301975711][bookmark: _Toc303344347][bookmark: _Toc303776927][bookmark: _Toc303780750][bookmark: _Toc303785710][bookmark: _Toc303847334][bookmark: _Toc303849479][bookmark: _Toc303849787][bookmark: _Toc303870653][bookmark: _Toc319595877][bookmark: _Toc319596418][bookmark: _Toc320110422][bookmark: _Toc334805185]SSN Security related Terms Definitions
[bookmark: _Toc301281961][bookmark: _Toc301433259][bookmark: _Toc296595433][bookmark: _Toc301281962][bookmark: _Toc301433260]Access Control - The process that ensures that resources are only granted to those users who have a need for the information and own the proper access rights.
[bookmark: _Toc301281963][bookmark: _Toc301433261]Accountability - The process that ensures that the actions within the system of an entity may be traced uniquely to the entity.
[bookmark: _Toc296595434][bookmark: _Toc301281964][bookmark: _Toc301433262]Access Rights - The set of privileges granted to a user allowing them to have access to certain kinds of information or services.
[bookmark: _Toc296595435][bookmark: _Toc301281965][bookmark: _Toc301433263]Authentication - The process of determining whether someone or something is who or what it is declared to be.
Authenticity - The guarantee that information is genuine and from bona fide sources.
[bookmark: _Toc296595436][bookmark: _Toc301281966][bookmark: _Toc301433264]Authorisation - The process of granting access rights to a user.
Authority (SSN authority) - These are authorities defined as NCAs, LCAs and EMSA, on behalf of the European Commission for the central SSN system. This covers both “Competent authorities” and “Port authorities” as defined in Article 3 of 2002/59/EC as amended.
[bookmark: _Toc301281967][bookmark: _Toc301433265]Availability - The property of beingA characteristic that applies to assets. An asset is available if it is accessible and usable upon requestwhen needed by an authorisedauthorized entity. In the SSN context, assets include information, systems, facilities, networks and computers. All of these assets must be available to authorized entities when they need to access or use them.
[bookmark: _Toc301281968][bookmark: _Toc301433266][bookmark: _Ref285040423][bookmark: _Toc296595437][bookmark: _Toc301281969][bookmark: _Toc301433267]Classified Information - Any information and material, an unauthorised disclosure of which could cause varying degrees of prejudice to EU interests, or to one or more of its Member States, whether such information originates within the EU or is received from Member States, third States or international organisations (in accordance with Commission Decision 2001/844/EC amending its internal Rules of Procedure by annexing Commission Provisions on Security).
Confidentiality - The propertyprocess that ensures that information is not made available or disclosed to unauthorised individuals,unauthorized entities or processes.. 
[bookmark: _Toc296595438][bookmark: _Toc301281970][bookmark: _Toc301433268][bookmark: _Toc301281971][bookmark: _Toc301433269]Digital Certificate - A digitally signed statement that certifies the binding between the owner’s identity information and his/her electronic public key.
Encryption - The Cryptographic transformation of data into a form that conceals the data's original meaning to prevent it from being known or used by unauthorized entities.
[bookmark: _Toc301281972][bookmark: _Toc301433270]Group - Common functions that SSN users need to perform are collected together creating a group in SSN.
[bookmark: _Toc296595439][bookmark: _Toc301281973][bookmark: _Toc301433271]HTTPS - A communication protocol based on the combination between HTTP and SSL/TLS, in order to provide a web server with encrypted communications and security identification capabilities. Aim of HTTPS is the creation of a secure communication channel between the generator and requester of the information.
[bookmark: _Toc301281974][bookmark: _Toc301433272][bookmark: _Ref301796102]Integrity - The property of safeguardingprocess that ensures the accuracy and completeness of assets and information.
[bookmark: _Toc296595440][bookmark: _Toc301281975][bookmark: _Toc301433273]Local Competent Authorities (LCA) - These are authorities or organisations designated by MSs to receive and transmit information pursuant to the SSN legal framework (e.g. port authorities, coastal stations, Vessel Traffic Services, shore-based installations responsible for a mandatory ship’s routing system or a mandatory ship reporting system approved by the IMO and bodies responsible for coordinating search and rescue operations).
[bookmark: _Toc296595441][bookmark: _Toc301281976][bookmark: _Toc301433274][bookmark: _Toc301281977][bookmark: _Toc301433275]National Competent Authority (NCA) - The body which assumes responsibility for a national SSN system and its management on behalf of a MS. It is responsible for the operation, verification and maintenance of the national SSN system, and for ensuring that the standards and procedures comply with the requirements described within the IFCD and with the agreed technical and operational documentation. The NCA responsibilities are defined in Annex III of the Directive 2002/59/EC (as amended).
Non-repudiation - The ability to prove an action or event has taken place, soprocess that this event or action cannot subsequently be denied. It ensures that the entities involved in a communication cannot deny having participated (e.g. sending entity cannot deny having sent a message).
[bookmark: _Toc301281978][bookmark: _Toc301433276][bookmark: _Toc296595442][bookmark: _Toc301281979][bookmark: _Toc301433277]Password - A string of characters used to authenticate the identity of a user. The format of passwords used in SSN is given in the SSN Technical and Operational Documents.
Person - A physical human being, accessing SSN local/ national sites and central site (hosted at EMSA premises).
[bookmark: _Toc296595443][bookmark: _Toc301281980][bookmark: _Toc301433278]Personal Data - Any information relating to an identified or identifiable natural living person (‘data subject’); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number.
Privilege - A permission or right granted to a Person or User (Authority or user).
[bookmark: _Toc301281981][bookmark: _Toc301433279]Role – A set of information that defines the functions and position of a user within the organisation/group.
[bookmark: _Toc296595444][bookmark: _Toc301281982][bookmark: _Toc301433280]Security Incident - An event which results in a breach of the organisation and application Security safeguards.
[bookmark: _Toc296595445][bookmark: _Toc301281983][bookmark: _Toc301433281]Security Level - The quantification of the probability of a threat being executed and it is measured in escalating categories. This term is synonym of the term Occurrence.
[bookmark: _Toc296595446][bookmark: _Toc301281984][bookmark: _Toc301433282]Security Manager - The individual(s) in charge of the security management functions is (are) responsible for carrying out the risk assessment of the SSN System and to manage the whole system security. Each Authority can have its own Security Manager(s).
[bookmark: _Toc296595447][bookmark: _Toc301281985][bookmark: _Toc301433283]sTESTA - A private network that gives public administrations access to modern telecommunications services for daily dealings with other public sector bodies across Europe. Its purpose is to provide European institutions and agencies, as well as administrations in the member States, with a network infrastructure that ensures the easy, reliable exchange of data.	Comment by LIMA GALVAO Marta (EMSA): To be removed in SSN v5 ?
[bookmark: _Toc301281986][bookmark: _Toc301433284]Task - The set of tasks assigned to a user defines the permissions of that user. The permissions give them access to the corresponding functionality of the SSN application. The tasks are predefined. For some tasks a geographical restriction applies.
[bookmark: _Toc301281987][bookmark: _Toc301433285][bookmark: _Toc296595448][bookmark: _Toc301281988][bookmark: _Toc301433286]Traceability - The possibility to verify the history, location, or application of the information by means of documented recorded identification.
User (SSN user) - This refers to a person or persons performing the same function, e.g. MRCC duty officer  (i.e. an SSN Web user using a browser-based web interface at central, national or local level) or a system (at national level the national SSN system, and at local level the LCA systems).
[bookmark: _Toc296595449][bookmark: _Toc301281989][bookmark: _Toc301433287]User Account - A unique set of information in the SSN System identifying a SSN User and their access rights.
[bookmark: _Toc296595450][bookmark: _Toc301281990][bookmark: _Toc301433288]User ID - The unique identification code assigned to a SSN User in the SSN System.
3.4. [bookmark: _Toc296595452][bookmark: _Ref300670977][bookmark: _Ref300670998][bookmark: _Toc301281991][bookmark: _Toc301433289][bookmark: _Toc301795642][bookmark: _Toc301973055][bookmark: _Toc301975712][bookmark: _Toc303344348][bookmark: _Toc303776928][bookmark: _Toc303780751][bookmark: _Toc303785711][bookmark: _Toc303847335][bookmark: _Toc303849480][bookmark: _Toc303849788][bookmark: _Toc303870654][bookmark: _Toc319595878][bookmark: _Toc319596419][bookmark: _Toc320110423][bookmark: _Toc334805186]General Security Terminology
[bookmark: _Toc296595457][bookmark: _Toc301281993][bookmark: _Toc301433291]Accreditation - The official management decision given by the individual(s) in charge of the security management functions to authorize operation of SSN System and to explicitly accept the risk to SSN operations, assets or individuals, based on the implementation of an agreed-upon set of security controls.
[bookmark: _Toc296595458][bookmark: _Toc301281994][bookmark: _Toc301433292]Alert - A formal notification that an incident has occurred which may develop into a Business Continuity Management or Crisis Management invocation.
[bookmark: _Toc296595459][bookmark: _Toc301281995][bookmark: _Toc301433293]Antivirus Software - A program that monitors a computer or the entire network with the aim to identify all major types of malware and virus, and to prevent or contain malware or virus incidents.
[bookmark: _Toc296595460][bookmark: _Toc301281996][bookmark: _Toc301433294]Asset - Anything that has value to SSN. It could be a system composing SSN or a set of information involved in the SSN provided services.
[bookmark: _Toc296595461][bookmark: _Toc301281997][bookmark: _Toc301433295]Asymmetric Keys - Asymmetric keys are a pair of keys, namely a public key and a private key, used to perform complementary operations, such as encryption and decryption or signature generation and signature verification[footnoteRef:8]. [8:  William Stallings, Cryptography and Network Security: Principles and Practice.] 

[bookmark: _Toc296595462][bookmark: _Toc301281998][bookmark: _Toc301433296]Audit - An independent review and examination of records and activities to assess the adequacy of system controls, to ensure compliance with established policies and operational procedures and to recommend necessary changes in controls, policies or procedures.
[bookmark: _Toc296595463][bookmark: _Toc301281999][bookmark: _Toc301433297]Audit Data - A chronological record of the SSN System activities to enable the evaluation of the sequence of specific events and anomaly changes in the occurrence of each event.
[bookmark: _Toc296595464][bookmark: _Toc301282000][bookmark: _Toc301433298]Audit Trail - A record showing who has accessed SSN System and what operations the user has performed during a given period.
[bookmark: _Toc296595465][bookmark: _Toc301282001][bookmark: _Toc301433299]Authentication Mechanism - Hardware or software-based mechanism that forces users to prove their identity before accessing a system.
[bookmark: _Toc296595466][bookmark: _Toc301282002][bookmark: _Toc301433300]Authentication Protocol - A well-specified message exchange, to verify the possession of specific characteristics by a claimant and to allow its remote authentication. Some authentication protocols also generate cryptographic keys that are used to protect an entire session.
[bookmark: _Toc296595467][bookmark: _Toc301282003][bookmark: _Toc301433301]Authentication Token - Authentication information conveyed during an authentication exchange.
[bookmark: _Toc296595468][bookmark: _Toc301282004][bookmark: _Toc301433302]Authenticity - The property of being genuine and being able to be verified and trusted; authenticity improves confidence in the validity of a transmission, a message, or message originator.
[bookmark: _Toc296595469][bookmark: _Toc301282005][bookmark: _Toc301433303]Automated Password Generator - An algorithm which creates random passwords that have no association with a particular user.
[bookmark: _Toc296595471][bookmark: _Toc301282006][bookmark: _Toc301433304]Backup - A method, by which data, electronic or paper based, is copied in some form so as to be available and used if the original data from which it originated is lost, destroyed or corrupted.
[bookmark: _Toc296595472][bookmark: _Toc301282007][bookmark: _Toc301433305]Basic Authentication - The simplest authentication scheme that works by sending the username and password with each request.
[bookmark: _Toc296595473][bookmark: _Toc301282008][bookmark: _Toc301433306]Biometric - A measurable physical or behavioural characteristic belonging to a human being which is used to recognise the identity of a claimant.
[bookmark: _Toc296595474][bookmark: _Toc301282009][bookmark: _Toc301433307]Boundary Protection - The monitoring and control of communications at the external boundary between information systems, which are completely under the management and control of the organization, and external information systems, which are not. The boundary also includes the key internal boundaries between information systems, completely under the management and control of the organization, to prevent and detect malicious and other unauthorized communication, employing controlled interfaces (e.g., proxies, gateways, routers, firewalls, encrypted tunnels).
[bookmark: _Toc296595475][bookmark: _Toc301282010][bookmark: _Toc301433308]Brute Force Password Attack - A method of accessing a password protected device or service, through attempting multiple combinations of numeric and/or alphanumeric passwords. It can be applied to SSN System and sub-systems as well as normal SSN workstations.
[bookmark: _Toc296595476][bookmark: _Ref301278206][bookmark: _Toc301282011][bookmark: _Toc301433309]Business Continuity Plan - It represents the management policy and procedures designed to maintain SSN operations, in the event of emergencies, system failures or disaster.
[bookmark: _Toc301282012][bookmark: _Toc301433310]Business Continuity Facility - An alternate facility geographically separated from the main facility that has the necessary infrastructure and utilities to recover SSN operations and systems.
[bookmark: _Toc296595477][bookmark: _Ref301278095][bookmark: _Toc301282013][bookmark: _Toc301433311][bookmark: _Toc296595478][bookmark: _Toc301282014][bookmark: _Toc301433312]Business Recovery Plan - It represents the management policy and procedures designed to restore SSN operations, possibly at an alternate location, upon occurrence of emergencies, system failures or disaster.
Certificate - A binding of a person, user or organisation to a public key which is guaranteed by a trusted person, user or organisation.
[bookmark: _Toc296595479][bookmark: _Toc301282015][bookmark: _Toc301433313]Certificate Based Authentication - The use of SSL and certificates to authenticate and encrypt HTTP traffic.
[bookmark: _Toc296595480][bookmark: _Toc301282016][bookmark: _Toc301433314]Certificate Authority - An organization that issues and manages security credentials and public keys for message encryption and decryption. This is an essential part of a public key infrastructure (PKI) because it manages the process of issuing and verifying the certificates used to grant people and systems access to other systems. These certificates include keys that help to strengthen authentication, privacy and non-repudiation.
[bookmark: _Toc296595481][bookmark: _Toc301282017][bookmark: _Toc301433315][bookmark: _Ref282181362]Certification - A comprehensive assessment of the management, operational and technical security controls in an information system, made in support of security accreditation, to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system.
[bookmark: _Toc296595482][bookmark: _Toc301282018][bookmark: _Toc301433316]Certification and Accreditation - A comprehensive assessment of the management, operational, and technical security controls in an information system, made in support of security accreditation, to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system. Accreditation is the official management decision given by the individual(s) in charge of the security management functions to authorize operation of an information system and to explicitly accept the risk to agency operations (including mission, functions, image, or reputation), agency assets, or individuals, based on the implementation of an agreed-upon set of security controls.
[bookmark: _Toc296595483][bookmark: _Toc301282019][bookmark: _Toc301433317]Challenge-Response Protocol - An authentication protocol where one party sends a random number to the other, who then transforms it in a special way and then returns the result to the sender[footnoteRef:9] Authentication is based on the principle that both parties know how to process the received random number. [9:  A. S. Tanenbaum, Computer Networks] 

[bookmark: _Toc296595484][bookmark: _Toc301282020][bookmark: _Toc301433318]Change Control - The set of procedures to ensure that all changes are controlled, including the submission, recording, analysis, decision making, approval, implementation and post-implementation review of the change.
[bookmark: _Toc301282021][bookmark: _Toc301433319]Cipher text - It represents a string of characters in its encrypted form.
[bookmark: _Toc296595486][bookmark: _Toc301282022][bookmark: _Toc301433320]Claimant - An entity whose identity has to be verified by SSN using an authentication mechanism.
[bookmark: _Toc296595488][bookmark: _Toc301282023][bookmark: _Toc301433321]Client - A system entity that requests and uses a service provided by another system entity, called a "server." In some cases, the server may itself be a client of some other server.
[bookmark: _Toc296595489][bookmark: _Toc301282024][bookmark: _Toc301433322]Compromise - The disclosure of information to unauthorized entities, or a violation of the security policy of SSN system in which unauthorized disclosure (either intentional or unintentional), modification, destruction or loss of an asset may have occurred.
[bookmark: _Toc296595490][bookmark: _Toc301282025][bookmark: _Toc301433323]Contingency Plan - It describes emergency organisation, roles and responsibilities of the involved personnel and the necessary emergency training requirements in order to respond timely and efficiently to notifications of maritime emergency cases.
[bookmark: _Toc296595491][bookmark: _Toc301282026][bookmark: _Toc301433324]Control - Any administrative, management, technical, or legal method that is used to manage risk. Controls are safeguards or countermeasures. Controls include things like practices, policies, procedures, programs, techniques, technologies, guidelines, and organizational structures.
[bookmark: _Toc296595492][bookmark: _Toc301282027][bookmark: _Toc301433325]Corrective Actions - Steps that are taken to address existing nonconformities and make improvements. Corrective actions deal with actual nonconformities (problems), ones that have already occurred. They solve existing problems by removing their causes.
[bookmark: _Toc296595493][bookmark: _Toc301282028][bookmark: _Toc301433326]Countermeasure - It identifies actions, devices, procedures, techniques, or other measures that reduce the vulnerability of an information system. Its synonymous is security control or safeguard.
[bookmark: _Toc296595494][bookmark: _Toc301282029][bookmark: _Toc301433327][bookmark: _Ref282437218]Credential - The combination of User ID and Password uniquely identifying a user account.
[bookmark: _Toc296595495][bookmark: _Toc301282030][bookmark: _Toc301433328][bookmark: _Ref301796151]Cryptographic Key - A value used to perform operations, such as decryption, encryption, signature generation or verification.
[bookmark: _Toc296595496][bookmark: _Toc301282031][bookmark: _Toc301433329]Cryptography - A discipline which transforms data or messages to prevent their intelligibility by unwanted receivers.
[bookmark: _Toc296595497][bookmark: _Toc301282032][bookmark: _Toc301433330]Crypto-period - The validity period of the key during which it can be used to encrypt data.
[bookmark: _Toc296595498][bookmark: _Toc301282033][bookmark: _Toc301433331]Data Confidentiality - Any information and material, an unauthorized disclosure of which could cause varying degrees of prejudice to EU interest, or to one of more of its Member States, whether such information originates within the EU or is received from Member States, third States or international organizations (in accordance with Commission Decision 2001/844/EC amending its internal Rules of Procedure by annexing Commision Provisions on Security).
[bookmark: _Toc296595499][bookmark: _Toc301282034][bookmark: _Toc301433332]Data Integrity - Please refer to definition of Integrity.
[bookmark: _Toc296595500][bookmark: _Toc301282035][bookmark: _Toc301433333]Data Protection - The process of guaranteeing the confidentiality of data is preserved during the whole data lifecycle.
[bookmark: _Toc296595501][bookmark: _Toc301282036][bookmark: _Toc301433334]Data Recovery - The process of restoration of computer files from backup media to restore programs and production data to the state that existed at the time of the last safe backup.
[bookmark: _Toc296595502][bookmark: _Toc301282037][bookmark: _Toc301433335][bookmark: _Toc296595503][bookmark: _Toc301282038][bookmark: _Toc301433336]Decryption - The process of transforming an encrypted message (cipher-text) into its original form (plaintext).
Demilitarised Zone (DMZ) - A physical or logical sub-network enabling Internet users to access a company's public servers, including Web and File Transfer Protocol (FTP) servers, while maintaining security for the company's private LAN[footnoteRef:10]. [10:  www.cisco.com] 

[bookmark: _Toc296595504][bookmark: _Toc301282039][bookmark: _Toc301433337]Denial-of-Service Attack (DoS attack) - An IT attack which goal is the achievement of the unavailability of a computer resource to its foreseen users.
[bookmark: _Toc296595505][bookmark: _Toc301282040][bookmark: _Toc301433338]Digital Envelope - An encrypted message with the encrypted session key.
[bookmark: _Toc296595506][bookmark: _Toc301282041][bookmark: _Toc301433339]Digital Signature - A hash of a message that uniquely identifies the sender of the message and proves the message hasn't changed since transmission.
[bookmark: _Toc296595507][bookmark: _Toc301282042][bookmark: _Toc301433340]Disaster - A sudden, unplanned catastrophic event causing unacceptable damage or loss.
[bookmark: _Toc296595508][bookmark: _Toc301282043][bookmark: _Toc301433341]Disaster Recovery Plan - An IT-focused plan designed to restore operability of the target system, application, or computer facility at an alternate site after an emergency (see Business Continuity Plan).
[bookmark: _Toc296595509][bookmark: _Toc301282044][bookmark: _Toc301433342]Disruption - An unplanned event causing the whole SSN System, or part of it, to be inoperable or inaccessible for an unacceptable period of time.
[bookmark: _Toc296595510][bookmark: _Toc301282045][bookmark: _Toc301433343]Downtime - The total period that a service or component is not operational within an agreed service time. Measured from when a service or component fails to when normal operations recommence.
[bookmark: _Toc296595511][bookmark: _Toc301282046][bookmark: _Toc301433344]Due Diligence - The requirement that organizations must develop and deploy a protection plan to prevent fraud, abuse, and additional deploy a means to detect them if they occur.
[bookmark: _Toc296595512][bookmark: _Toc301282047][bookmark: _Toc301433345]Encapsulation - The process of including one data structure within another structure so that the first data structure is hidden for the time being.
[bookmark: _Toc296595514][bookmark: _Toc301282048][bookmark: _Toc301433346]Error Detection Code - A code designed only to detect, but not correct, unintentional changes in the data exchanged by SSN entities. These codes are usually computed on the original data before transmission and the result of the computation is added as additional information to the existing data.
[bookmark: _Toc296595515][bookmark: _Toc301282049][bookmark: _Toc301433347][bookmark: _Toc296595516][bookmark: _Toc301282050][bookmark: _Toc301433348]Failover - The capability to switch over automatically to a redundant or standby computer server, system, or network upon the failure or abnormal termination of the previously active server, system, or network. Failover happens without human intervention and generally without warning, unlike switchover.
Firewall - A system or group of systems that enforces an access control policy between two networks.
[bookmark: _Toc296595517][bookmark: _Toc301282051][bookmark: _Toc301433349]Form Based Authentication - Authentication carried out by means of input of User ID and password on a form on a webpage.
[bookmark: _Toc296595518][bookmark: _Toc301282052][bookmark: _Toc301433350]Gateway - A network node acting as an entrance to another network.
[bookmark: _Toc296595519][bookmark: _Toc301282053][bookmark: _Toc301433351]Group - It is used to represent a collection of Users within an IT system. Groups are usually created to reflect the organisation structure.
Hash Chaining - Hash chaining is the successive application of a cryptographic hash function to a piece of data. In computer security, and especially for non-repudiation purposes, a hash function can be applied successively to additional pieces of data in order to record the chronology of data's existence.
[bookmark: _Toc296595520][bookmark: _Toc301282054][bookmark: _Toc301433352]Hash Function - A mathematical function that starting from a string of arbitrary, but pre-determined, length generates a fixed length string. It is used to produce checksum codes which are called hash values.
[bookmark: _Toc296595521][bookmark: _Toc301282055][bookmark: _Toc301433353]Identification - The process of verifying the identity of a user, process, or device, usually as a prerequisite for granting access to information or services of the SSN System.
[bookmark: _Toc296595522][bookmark: _Toc301282056][bookmark: _Toc301433354]Identity - The set of physical and behavioural characteristics by which an individual is uniquely recognizable. Since the legal names of persons are not necessarily unique, the identity of a person must include sufficient additional information to make the complete name unique. 
[bookmark: _Toc296595523][bookmark: _Toc301282057][bookmark: _Toc301433355]Identity Verification - The process of confirming or denying that a claimant’s identity is correct by comparing the credentials of a claimant with those previously verified and stored in SSN System. The stored credentials are in fact associated with the identity being claimed. 
[bookmark: _Toc296595524][bookmark: _Toc301282058][bookmark: _Toc301433356]Impact - The level of harm, measured on an escalating basis, generated by the occurrence of an attack threatening the SSN System.
[bookmark: _Toc296595525][bookmark: _Toc301282059][bookmark: _Toc301433357]Information Security - The process of preserving confidentiality, integrity and availability of information.
[bookmark: _Toc296595526][bookmark: _Toc301282060][bookmark: _Toc301433358]Information Security Awareness - The process which seeks to focus an individual’s attention on an information security issue or set of issues.
[bookmark: _Toc296595527][bookmark: _Toc301282061][bookmark: _Toc301433359]Information Security Management System - The set of all of the policies, procedures, plans, processes, practices, roles, responsibilities, resources, and structures that are used to protect and preserve information. It includes all of the elements that organizations use to manage and control their information security risks.
[bookmark: _Ref282446413][bookmark: _Toc296595528][bookmark: _Toc301282062][bookmark: _Toc301433360]Information Security Policy - A statement which expresses management’s commitment to the implementation, maintenance, and improvement of its information security management system.
Injection attack - It refers to a broad class of attack vectors that allow an attacker to supply untrusted input to a program, which gets processed by an interpreter as part of a command or query which alters the course of execution of that program.
[bookmark: _Toc296595530][bookmark: _Toc301282063][bookmark: _Toc301433361]Intellectual Property - Useful artistic, technical, and/or industrial information, knowledge or ideas that convey ownership and control of tangible or virtual usage and/or representation.
[bookmark: _Toc296595531][bookmark: _Toc301282064][bookmark: _Toc301433362]Intrusion Detection System (IDS) - Software that looks for suspicious activity and alerts administrators.
[bookmark: _Toc296595532][bookmark: _Toc301282065][bookmark: _Toc301433363]Intrusion Prevention System - A system aimed at detecting intrusive activities and attempting to stop them before they reach the target. Targets could be represented by SSN System and sub-systems or SSN treated information.
[bookmark: _Toc296595533][bookmark: _Toc301282066][bookmark: _Toc301433364]IT Security Architecture - A description of security principles and an overall approach for complying with the principles that drive the system design; i.e., guidelines on the placement and implementation of specific security services within various distributed computing environments.
[bookmark: _Toc296595534][bookmark: _Toc301282067][bookmark: _Toc301433365]Key - See Cryptographic Key.
[bookmark: _Toc296595535][bookmark: _Toc301282068][bookmark: _Toc301433366]Key Exchange - The process of exchanging public keys in order to establish secure communications.
[bookmark: _Toc296595536][bookmark: _Toc301282069][bookmark: _Toc301433367]Key Pair - A pair of mathematically related keys characterised as follows:
1. a message encrypted with one key can only be decrypted by the other;
2. the discovery of the other key in a pair is computationally unfeasible even knowing the other one.
[bookmark: _Toc296595537][bookmark: _Toc301282070][bookmark: _Toc301433368]Lightweight Directory Access Protocol (LDAP) - A software protocol for enabling anyone to locate organizations, individuals, and other resources such as files and devices in a network, whether on the public Internet or on a corporate Intranet.
[bookmark: _Toc296595538][bookmark: _Toc301282071][bookmark: _Toc301433369]Malicious Code - Software or firmware intended to perform an unauthorized process that will have adverse impact on the confidentiality, integrity, or availability of an information system.  Malicious Code is often used as a general term to identify a virus, worm, Trojan horse or other code-based entity that infects a host.
[bookmark: _Toc296595539][bookmark: _Toc301282072][bookmark: _Toc301433370][bookmark: _Toc296595540][bookmark: _Toc301282073][bookmark: _Toc301433371]Malware - A program whose target is to compromise the confidentiality, integrity or availability of system data, applications. Malware are usually covertly inserted in the system. 
[bookmark: _Ref282438245][bookmark: _Toc296595541][bookmark: _Toc301282074][bookmark: _Toc301433372]Mandatory Access Control - A mean of restricting access to data based on different degrees of security requirements for information and the corresponding security clearance of users or programs[footnoteRef:11].  [11: ISACA, CISM Glossary] 

Masquerade - A type of attack where the attacker pretends to penetrate the systems by using the identity of legitimate users and their logon credentials[footnoteRef:12]. [12: ISACA, CISM Glossary] 

Multi-Factor Authentication (MFA) - authentication method in which access is granted only after successfully presenting two or more pieces of evidence (or factors) to an authentication mechanism: knowledge (something the user and only the user knows), possession (something the user and only the user has), and inherence (something the user and only the user is).
[bookmark: _Toc296595542][bookmark: _Toc301282075][bookmark: _Toc301433373]Mutual Authentication - Achieved when parties at both ends of a communication activity authenticate each other.
[bookmark: _Ref281984151][bookmark: _Toc296595544][bookmark: _Toc301282076][bookmark: _Toc301433374]Occurrence - The quantification of the probability that a threat exploits a vulnerability of the system. It is estimated using escalating categories.
[bookmark: _Toc296595545][bookmark: _Toc301282077][bookmark: _Toc301433375]One-way Encryption - The irreversible transformation of plaintext to cipher text, such that the plaintext cannot be recovered from the cipher text by other than exhaustive procedures even if the cryptographic key is known.
[bookmark: _Toc296595546][bookmark: _Toc301282078][bookmark: _Toc301433376]Owner - A person or entity that has been given formal responsibility for the security of an asset or asset category. Asset owners are formally responsible to assure that assets are secure while they are being developed, produced, maintained, and used.
[bookmark: _Toc296595548][bookmark: _Toc301282079][bookmark: _Toc301433377]Password Protected - The ability to protect a file using a password access control, protecting the data contents from being viewed with the appropriate viewer unless the proper password is entered.
[bookmark: _Toc296595549][bookmark: _Toc301282080][bookmark: _Toc301433378]Pentest (Penetration Testing) - A method of evaluating the security of the SSN System by simulating an attack from a malicious source. The process involves an analysis of the system for any potential vulnerabilities or operational weaknesses in countermeasures. This analysis is carried out as if it was performed by a potential attacker. 
[bookmark: _Toc296595550][bookmark: _Toc301282081][bookmark: _Toc301433379]Personal Identification Number (PIN) - A password consisting only of decimal digits. It is a secret that a claimant memorizes and uses to authenticate his or her identity.
[bookmark: _Toc296595551][bookmark: _Toc301282082][bookmark: _Toc301433380]Potential Impact - The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect; a serious adverse effect, or a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals.
[bookmark: _Toc296595552][bookmark: _Toc301282083][bookmark: _Toc301433381]Private Key - The secret part of an asymmetric key pair. The Private Key is typically used to sign or decrypt data.
[bookmark: _Toc296595553][bookmark: _Toc301282084][bookmark: _Toc301433382]Proxy - An application that filters the connection between client and server. The proxy accepts certain types of traffic entering or leaving a network and processes it permitting or denying the flow towards it. Proxy is used to physically separate internal and external networks, making more difficult for an attacker to obtain internal addresses and other details of the organization’s internal network.
[bookmark: _Toc296595554][bookmark: _Toc301282085][bookmark: _Toc301433383]Public Key - The public part of an asymmetric key pair. Public Key is typically used to verify signatures or encrypt data.
[bookmark: _Toc296595555][bookmark: _Toc301282086][bookmark: _Toc301433384]Redundancy - The replication of a system or parts of it, with the aim to reduce the number of failures and service interruption.
[bookmark: _Toc296595556][bookmark: _Toc301282087][bookmark: _Toc301433385]Risk - The level of impact on operations, assets, or individuals resulting from the operation of an information system given the potential impact of a threat and the likelihood of that threat occurring.
[bookmark: _Toc296595557][bookmark: _Toc301282088][bookmark: _Toc301433386]Risk Acceptance - Part of the risk treatment decision making process. Risk acceptance means the individual(s) in charge of the security management functions is (are) aware of a certain risk and accepts to cope with it.
[bookmark: _Toc296595558][bookmark: _Toc301282089][bookmark: _Toc301433387]Risk Analysis - The use of information to identify possible sources of risk. It uses information to identify threats or events that could have a harmful impact. It then estimates the risk by defining, for each threat or event, their probability and their impact on the analysed asset.
[bookmark: _Toc296595559][bookmark: _Toc301282090][bookmark: _Toc301433388]Risk Assessment - The process of identifying and evaluating the risk, it is composed by two phases: risk analysis and risk evaluation.
[bookmark: _Toc296595560][bookmark: _Toc301282091][bookmark: _Toc301433389]Risk Communication - The process of sharing risk information to the involved people, in order to increase awareness about a certain risk and the related decisions (identified countermeasures, acceptance of the risk or procedures definition).
[bookmark: _Toc296595561][bookmark: _Toc301282092][bookmark: _Toc301433390]Risk Evaluation - The process of comparison of the estimated risk with a set of risk criteria. This is done in order to determine how significant the risk really is.
[bookmark: _Toc296595562][bookmark: _Toc301282093][bookmark: _Toc301433391]Risk Management - A process that includes four activities: risk assessment, risk acceptance, risk treatment, and risk communication. Risk management includes all of the activities that an organization carries out in order to manage and control risk.
[bookmark: _Toc296595563][bookmark: _Toc301282094][bookmark: _Toc301433392][bookmark: _Toc296595565][bookmark: _Toc301282095][bookmark: _Toc301433393]Risk Treatment - The process of choosing, for each risk, amongst at least four options: accept the risk, avoid the risk, transfer the risk, or reduce the risk. In general, risks are treated by selecting and implementing measures designed to modify risk.
Security - The process which takes into account all aspects relating to defining, achieving and maintaining data confidentiality, integrity, and availability.
[bookmark: _Toc296595566][bookmark: _Toc301282096][bookmark: _Toc301433394]Security Baseline - The set of minimum security controls required for safeguarding an IT system based on its identified needs for confidentiality, integrity and/or availability protection. 
[bookmark: _Toc296595567][bookmark: _Toc301282097][bookmark: _Toc301433395]Security Label - The explicit or implicit marking of a data structure or output media associated with an information system representing the security category, or distribution limitations or handling caveats of the information contained therein. 
[bookmark: _Toc296595568][bookmark: _Toc301282098][bookmark: _Toc301433396]Security Log - Security Log is a report on all events relevant to security occurred to a system. Security Log can be implemented via Software or by means of procedural processes. 
[bookmark: _Toc296595569][bookmark: _Toc301282099][bookmark: _Toc301433397]Security Policy - See Information Security Policy.
[bookmark: _Toc296595570][bookmark: _Toc301282100][bookmark: _Toc301433398]Security Requirements - Requirements levied on an information system that are derived from laws, executive orders, directives, policies, instructions, regulations, or organizational (mission) needs to ensure the confidentiality, integrity, and availability of the information being processed, stored, or transmitted.  Requirements levied on an information system that are derived from applicable laws, Executive Orders, directives, policies, standards, instructions, regulations, or procedures, or organizational mission/business case needs to ensure the confidentiality, integrity, and availability of the information being processed, stored, or transmitted.
[bookmark: _Toc296595572][bookmark: _Toc301282102][bookmark: _Toc301433400]Single Sign-on - The process guaranteed by software packages allowing users to get access to multiple computers and applications without learning many different passwords. Single sign-on tools generally do not change the underlying applications, but hide their differences through a layer of software.
[bookmark: _Toc296595573][bookmark: _Toc301282103][bookmark: _Toc301433401]Spyware - Software that is secretly or surreptitiously installed into an information system to gather information on individuals or organizations without their knowledge 
[bookmark: _Toc296595574][bookmark: _Toc301282104][bookmark: _Toc301433402][bookmark: _Toc296595575][bookmark: _Toc301282105][bookmark: _Toc301433403]Secure Socket Layer (SSL) - A protocol developed by Netscape for transmitting private documents via the Internet. SSL works by using a public key to encrypt data that's transferred over the SSL connection.
Symmetric Key - A key used to perform cryptographic operations such as encryption, decryption and signature of data. However, to be effective, it has to be shared among the entities taking part to the process of data exchange in their encrypted form.
[bookmark: _Toc296595576][bookmark: _Toc301282106][bookmark: _Toc301433404]System Interconnection - This term refers to the direct connection of two or more IT systems for the purpose of sharing data and other information resources.
[bookmark: _Toc296595577][bookmark: _Toc301282107][bookmark: _Toc301433405][bookmark: _Ref281984721]System Security Information - Information which requires protection as its public or unauthorised disclosure would reveal privileged or confidential information related to persons, systems, operations and/or facilities.
[bookmark: _Toc296595578][bookmark: _Toc301282108][bookmark: _Toc301433406]Strong Password - A password characterised by enough complexity to prevent its disclosure through guessing and making computationally unfeasible its discovery by means of Brute Force Attack.
Threat - Any circumstance or event with the potential to adversely impact agency operations (including mission, functions, image, or reputation), agency assets, or individuals through an information system via unauthorized access, destruction, disclosure, modification of information, and/or denial of service.
[bookmark: _Toc296595580][bookmark: _Toc301282109][bookmark: _Toc301433407]Transport Layer Security (TLS) - An authentication and security protocol widely implemented in browsers and web servers.
[bookmark: _Toc296595581][bookmark: _Toc301282110][bookmark: _Toc301433408]Unauthorised Access - Used to define an entity gaining logical or physical access without permission to the SSN network, system, services, data, or other resources.
[bookmark: _Toc296595582][bookmark: _Toc301282111][bookmark: _Toc301433409]Unauthorised Disclosure - An event involving the exposure of information to entities not authorized access to the information. 
Unclassified information - Information that can be released to individuals without a clearance except when it is deemed personal or sensitive.
[bookmark: _Toc296595583][bookmark: _Toc301282112][bookmark: _Toc301433410]User Account Management - The process that represents the functional flow composed by: 1) the process of requesting, establishing, issuing, and closing user accounts, 2) tracking users and their respective access authorizations and 3) managing these functions.
[bookmark: _Toc296595584][bookmark: _Toc301282113][bookmark: _Toc301433411]Validation - The process of proofing that all specifications of a system are satisfied after its implementation.  If referred to data validation, it is the process of ensuring that a program operates on clean, correct and useful data.
[bookmark: _Toc296595585][bookmark: _Toc301282114][bookmark: _Toc301433412]Virtual Private Network (VPN) - A logical network that is established over an existing physical network and typically does not include every node present on the physical network. All information flowing through this channel is encrypted.
[bookmark: _Toc296595586][bookmark: _Toc301282115][bookmark: _Toc301433413]Virus - A software program, with self-replicating capabilities, that runs and spreads by affecting programs or files.
[bookmark: _Toc296595587][bookmark: _Toc301282116][bookmark: _Toc301433414]Vulnerability - The term vulnerability is used to identify a weakness in an information system, system security procedures, internal controls, or implementation that could be exploited or triggered by a threat source.
[bookmark: _Toc296595588][bookmark: _Toc301282117][bookmark: _Toc301433415]Vulnerability Assessment - A formal description and evaluation of the vulnerabilities in an information system.
[bookmark: _Toc301282118][bookmark: _Toc301433416][bookmark: _Toc296595589][bookmark: _Toc301282119][bookmark: _Toc301433417]Web Services - The W3C defines a "Web service" as "a software system designed to support interoperable machine-to-machine interaction over a network. It has an interface described in a machine-processable format (specifically Web Services Description Language WSDL). Other systems interact with the Web service in a manner prescribed by its description using SOAP messages, typically conveyed using HTTP with an XML serialization in conjunction with other Web-related standards."
Worm - A self-propagating software program that exploits networking mechanisms to spread itself.

[bookmark: _Toc31295528][bookmark: _Toc51054027]Annex E – Technical background
1. [bookmark: _Ref27551829][bookmark: _Ref27551832][bookmark: _Ref300240052][bookmark: _Toc334805097][bookmark: _Toc334805098]Network access
1.1. Internet Access
Getting access to SafeSeaNet through the Internet means that the Member States will have to set up an Internet connection (with back-up connection) with the ISP of their choice. The ISP selected by each Member State will determine the most effective connection(s) based on location, scope and the data to transmit.
The connection metrics that need to be taken in account are:
Bandwidth
Latency
Number and type of accesses (remote/local)
SLAs
Data (payload)
Bandwidth in computer networking refers to the data rate supported by a network connection or interface. In networking, bandwidth represents the overall capacity of the connection. The greater the capacity, the more likely that better performance will result. Bandwidth is the amount of data that passes through a network connection over time as measured in bps. High values are recommended.
Latency is another element that contributes to network speed. It refers to any of several kinds of delays typically incurred in processing of network data. A so-called low latency network connection is one that generally experiences small delay times; therefore low values are desirable for this parameter.
Network tools like ping tests and traceroute measure latency by determining the time it takes a given network packet to travel from source to destination and back, the so-called round-trip time. Round-trip time is not the only way to specify latency, but it is the most common.
Optical fibre with path redundancy is the recommended connection method through Internet for SafeSeaNet.
1.2. [bookmark: _Ref300240061][bookmark: _Ref300240077][bookmark: _Ref300240116][bookmark: _Ref300240122][bookmark: _Toc334805102]sTESTA network service	Comment by LIMA GALVAO Marta (EMSA): To be removed in SSN v5 ?
sTESTA is the natural successor to the initial TESTA and TESTA II networks developed under the IDA and IDABC Community programmes and is managed by the European Commission’s Directorate-General for Informatics (DG DIGIT). The sTESTA network infrastructure interconnects all EU institutions, EU agencies, Member States’ administrations and European Economic Area (EEA) countries.
Getting access to SafeSeaNet through sTESTA means the Member States will have to set up a sTESTA connection.
The objective of sTESTA is to offer a managed, reliable and secure pan-European communication platform on top of which European and National administrations can build pan-European eGovernment services irrespective of the policy area in which they are involved. sTESTA users can achieve great synergies, compared to the situation where each sector would have to set up and manage its own communication network infrastructure. One single network control and operation centre can manage the (virtual) networks used by the sectors and, where possible, physical network connections can be shared.
Because of the nature of some of these pan-European eGovernment services, this infrastructure must be able to transport classified information. The European Commission has four official security classifications[footnoteRef:13] which are now invariable in all linguistic versions (i.e. not translated) and always appear in capital letters in quotes in the following form: [13:  Under Article 2 of Council Decision 2001/264/EC of 19 March 2001 adopting the Council’s security regulations, as last amended by Commission Decision 2005/952/EC.
] 

"EU RESTRICTED",
"EU CONFIDENTIAL",
"EU SECRET",
"EU TOP SECRET".
The sTESTA infrastructure is subject to a security accreditation process to allow the exchange of EU classified information up to the "EU RESTRICTED”[footnoteRef:14] level. [14:  “EU RESTRICTED": this classification shall be applied to information and material the unauthorised disclosure of which could be disadvantageous to the interests of the European Union or of one or more of its Member States.] 

General information and technical ‘How-To’ can be found at the following sTESTA Web Portals: 
· https://portal.testa.eu/jetspeed/portal (portal is only visible on all the networks outside the EC that have access to sTESTA)[footnoteRef:15]; [15:  At the moment of writing this document, the migration activities for the Portal to TESTA-ng Infrastructure are expected for June 2016. All stakeholders will be informed in due time on the new URL to be used as well as on what can be found on that new Infrastructure.
] 

· http://ec.europa.eu/isa/actions/02-interoperability-architecture/2-4action_en.htm (internet portal)
2. [bookmark: _Ref34449750][bookmark: _Toc334805125]Digital certificates and PKI Services
2.1. Introduction to Digital Certificates
Security solutions using digital certificates rely on public key cryptography in which each user has a pair of cryptographic keys: one private key that is kept private by the user, and one related public key widely made public.
A Digital Certificate is a digitally signed statement that certifies the binding between the owner’s identity information and his/her electronic public key.
This certified public key can be used to encrypt confidential information to the certificate owner and/or to verify digital signatures generated by the certificate owner.
The certified public key is linked to the private key of the certificate owner in such a way that:
A digital signature is computed from the message and the private key of the signer. It is a small size coded file appended to the signed message. Verification of a digital signature involves the certified public key of the signer. If the check succeeds, the recipient is convinced about its origin and has the guarantee that nothing has been modified in the message since the signature process.
Confidentiality is obtained from the ciphering of the message with the certified public key of the recipient. The only way to decrypt a ciphered message is to use the corresponding private key that is supposed to be known only to the certificate owner.
Digital certificates provide thus solid assurance that a public key actually belongs to the right entity whose identity has been certified by a Certification Authority, a known trusted third party, which controls and confirms the accuracy of the binding between a public key and its legitimate owner.
Digital certificates are the Internet passports that prevent to disclose confidential information to unauthorised persons, and/or to accept an imposter’s digital signature as authorisation for a critical electronic business transaction.
2.2. [bookmark: _Ref300242078][bookmark: _Ref300242151][bookmark: _Toc334805126]Introduction to PKI
2.2.1. [bookmark: _Toc334805127]What’s a PKI?
PKI stands for Public Key Infrastructure. The PKIX Working Group defines a PKI as “The set of hardware, software, people and procedures needed to create, manage, store, distribute and revoke certificates based on public-key cryptography”.
Public-key cryptography meets the major requirements of confidentiality, integrity, authenticity and non-repudiation.
2.2.2. [bookmark: _Ref517056860][bookmark: _Toc334805128]Components of a PKI
A PKI comprises the following components:
	Components
	Functions

	Certificate Authorities (CAs)
	issuing and revoking certificates

	Registration Authorities (RAs)
	verify the binding between public keys and the identities of their holders

	Certificate holders (or subjects)
	people, machines, software agents that have been issued with certificates and can use them to sign digital documents

	Clients
	validate digital signatures and certification paths from a trusted CA’s public key

	Repositories
	store and make available certificates and certificate revocation list (CRLs)

	Security policy
	sets out and defines the organization’s top-level direction on information security, as well as the processes and principles for the use of cryptography. It is described in the Certificate Practice Statement (CPS)



2.2.3. [bookmark: _Toc334805129] Functions of a PKI
Here below is a summary of the major functions performed within a PKI:
	Function
	Description

	Registration
	Process in which a prospective certificate holder presents itself to the CA in order to request a certificate.

	Certification
	The CA issues a certificate (with the subject’s public key), delivers it to the subject and publishes it in a suitable public repository.

	Key generation
	If the CA is responsible for generating the key pair, it does so and supplies them to the subject as an encrypted file or physical token (e.g. smart card).

	Key update
	All key pairs (and associated certificates) should be updated at regular intervals in case the date of a certificate reaches its expiration date or a private key is compromised.

	Cross-certification
	Process allowing users from one administrative domain to trust certificates issued by a CA operating in a different administrative domain.

	Revocation
	Some events necessitate the early revocation of a certificate’s validity (subject changes of name, employee leaves the company, compromise of a private key...). The revoked certificates are listed in a certificate revocation list (CRL) published, at regular intervals, by the CA into the same repository as the certificates themselves.


3. SSL protocol
3.1. [bookmark: _Toc334805161]Introduction
Secure Sockets Layer (SSL) provides secure connections by allowing two applications connecting over a network connection to authenticate the other's identity and by encrypting the data exchanged between the applications. Authentication allows a server and optionally a client to verify the identity of the application on the other end of a network connection. Encryption makes data transmitted over the network intelligible only to the intended recipient.
3.2. SSL protocols and ciphers used at EMSA
The protocols accepted for SSL connections are TLS (versions 1.20, 1.31, 1.2) and DTLS. Please note that version 1.0 of TLS protocol is no longer deemed secure, and version 1.1 is being phased-out.
Allowed cipher suites should only use currently secure encryption and hashing algorithms. As such, cipher suites relying on RC4 and DES as block/stream ciphers, and SHA-1 (not to be confused with SHA-2 family– SHA256, SHA384) as message authentication should not be used.
The SSL profiles for 2-way SSL System-to-System (S2S) communications are:
	Cipher Suites
	Bits
	Protocols
	Key Exchange
	Authentication
	Cipher
	MAC

	AES128-SHA256
	128
	TLS1.2
	RSA
	RSA
	AES
	SHA256

	AES256-SHA256
	256
	TLS1.2
	RSA
	RSA
	AES
	SHA256

	ECDHE-RSA-AES128-SHA256
	128
	TLS1.2
	ECDHE
	RSA
	AES
	SHA256

	ECDHE-RSA-AES256-SHA384
	256
	TLS1.2
	ECDHE
	RSA
	AES
	SHA384



[image: ]
3.3. [bookmark: _Toc334805162]Private Keys, Digital Certificates and Trusted Certificate Authorities
Private keys, digital certificates, and trusted certificate authorities establish and verify server identity.
SSL uses public key encryption technology for authentication. With public key encryption, a public key and a private key are generated for a server. The keys are related such that data encrypted with the public key can only be decrypted using the corresponding private key and vice versa. The private key is carefully protected so that only the owner can decrypt messages that were encrypted using the public key.
The public key is embedded into a digital certificate with additional information describing the owner of the public key, such as name, street address, and e-mail address. A private key and digital certificate provide identity for the server.
The data embedded in a digital certificate is verified by a certificate authority (also referred to as trusted certificate authority) and digitally signed with the certificate authority's digital certificate. A trusted certificate authority establishes trust for a server. An application participating in an SSL connection is authenticated when the other party evaluates and accepts their digital certificate. Web browsers, servers, and other SSL-enabled applications generally accept as genuine any digital certificate that is signed by a trusted certificate authority and is otherwise valid. For example, a digital certificate can be invalidated because it has expired or the digital certificate of the certificate authority used to sign it expired. A server certificate can be invalidated if the host name in the digital certificate of the server does not match the host name specified by the client. Additional checks are also applied following the relevant RFCs.
3.4. HTTPS and SSL over TCP/IP
HTTPS (Hypertext Transfer Protocol over Secure Socket Layer or HTTP over SSL) is a protocol that provides encrypted communication and secure identification of the communication participants. HTTPS uses default port 443 instead of HTTP default port 80 in its interactions with the lower layer, TCP/IP. 
The Transmission Control Protocol/Internet Protocol (TCP/IP) governs the transport and routing of data over the Internet.
The SSL protocol runs above TCP/IP and below higher-level protocols such as HTTP. It uses TCP/IP on behalf of the higher-level protocols, and in the process allows an SSL-enabled server to authenticate itself to an SSL-enabled client, allows the client to authenticate itself to the server, and allows both machines to establish an encrypted connection.
SSL is an integral part of most Web browsers (clients) and Web application servers. SSL is an open, non-proprietary protocol that Netscape developed for transmitting private documents via the Internet.
3.5. [bookmark: _Toc334805163]One-Way and Two-Way SSL
SSL can be configured one-way or two-way:
With one-way SSL, the server is required to present a certificate to the client but the client is not required to present a certificate to the server. To successfully negotiate an SSL connection, the client must authenticate the server, by checking the signature of the server certificate (root and intermediate certificate) and that the CN value of the certificate corresponds to the name of the site the client is connecting to, but the server will accept any client into the connection. One-way SSL is common on the Internet where customers want to create secure connections before they share personal data. 
With two-way SSL, the client also presents a certificate to the server. In this case, the server shall check the signature of the client certificate received and that the CN value of the certificate corresponds to the name of the application client.
[bookmark: _Toc334805164]

3.6. SSL concept and Handshake
3.6.1. 1-way SSL
[image: 1-way SSL correct]
1. The client starts the connection and sends the version of the highest TLS protocol supported, client random (used in the calculation of the master secret from which the encryption keys are derived) and cipher suite.
2. The server sends the highest version of the TLS protocol that is supported by both sides, the server random, which along with the client random is used to generate the master secret, its digital certificate (public key) and chooses the strongest cypher that both the client and server support (if not, the handshake fails).
The client uses the server’s public key to authenticate the server and to encrypt the pre master secret. It also verifies the digital signature on the server's digital certificate, the CN value of the certificate which needs to correspond to the name of the site the client is connected, that the certificate is not expired and the date of emission is previous to the current date.
3. The client computes the premaster secret using the client random and the server random. This premaster secret is encrypted by the public key of the server’s certificate. Both parties compute the master secret locally. It finally sends the client protocol version (the same as in step 1 to be verified by the server) and the premaster key. The client notifies the server that all future messages including the “finish” are encrypted using the keys and algorithm negotiated. At this point, the server is authenticated and the client has sent the premaster secret. Both the client and server have calculated the master secret. Up until now, however, any encryption has used the server’s private/public keys. This message tells the server that the client is ready to use the master key for all further encryption. Finally, it sends a "finished” message to the server indicating that the client part of the handshake is complete.
4. The server notifies the client that the server will begin encrypting messages with the keys that were just negotiated and sends the client a "finished" message indicating that the server part of the handshake is complete.
5. For the duration of the SSL session, the server and client can now exchange messages in a secure way.
3.6.2. 2-way SSL
[image: 2-way SSL -correct]
1. The client starts the connection and sends the version of the highest TLS protocol supported, client random (used in the calculation of the master secret from which the encryption keys are derived) and cipher suite.
2. The server sends the highest version of the TLS protocol that is supported by both sides, the server random, which along with the client random is used to generate the master secret, its digital certificate (public key), chooses the strongest cypher that both the client and server support (if not, the handshake fails) and requests the certificate to the client. 
The client uses the server’s public key to authenticate the server and to encrypt the pre master secret. It also verifies the digital signature on the server's digital certificate, the CN value of the certificate which needs to correspond to the name of the site the client is connected, that the certificate is not expired and the date of emission is previous to the current date. 
3. The client sends the client's digital certificate for client authentication (public key) It computes the premaster secret using the client random and the server random. This premaster secret is encrypted by the public key of the server’s certificate. Both parties compute the master secret locally. It finally sends the client protocol version (the same as in step 1 to be verified by the server) and the premaster key.
The server verifies the signature on the client certificate (with the public key of the client, that ensures that it was signed with the client’s private key), the CN value of the certificate which need to correspond to the name of the application client, that the certificate is not expired and the date of emission is previous to the current date
The client notifies the server that all future messages including the “finish” are encrypted using the keys and algorithm negotiated. At this point, client and server are authenticated and the client has sent the premaster secret. Both the client and server have calculated the master secret. Up until now, however, any encryption has used the client’s or server’s private/public keys. This message tells the server that the client is ready to use the master key for all further encryption. Finally, it sends a "finished” message to the server indicating that the client part of the handshake is complete.
4. The SSL server notifies the client that the server will begin encrypting messages with the keys that were just negotiated and sends the SSL client a "finished" message indicating that the server part of the handshake is complete.
5. For the duration of the SSL session, the SSL server and SSL client can now exchange messages in a secure way.
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