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[bookmark: _Ref448313305][bookmark: _Toc468436929][bookmark: _Toc50115791]Introduction
[bookmark: _Ref448937959]The scope of the next major release of SafeSeaNet (SSN V5) was defined by the High Level Steering Group for Governance of the Digital Maritime System and Services (HLSG) at its 6th meeting on 20 January 2020. At its following meeting (2-3 July 2020), the HLSG agreed to set-up the SSN v5 Interface Working Group to draft the required updates to the SSN technical documentation (refer to the terms of reference in annex VII of Ref. 7).
[bookmark: _Toc468436930][bookmark: _Toc50115792]Objective of the change
SSN V5 will cater for:
the exchange of information on persons sailing on board passenger ships for search and rescue purposes as required by Directive 98/41/EC as amended by Directive (EU) 2017/2109;
the exchange of information from the revised advance waste notification and the waste delivery receipt, and the subsequent transmission to THETIS-EU to support the inspection database on port reception facilities, as required by Directive (EU) 2019/883, and;
the proposals from the IR Working Group for the improvement of Incident Reporting, and;
Additional security measures to secure the data exchanges at both central and national levels in compliance with Regulation (EU) 2016/679 (GDPR) and Regulation (EU) 2018/1725 (EU DPR) following the results of the “Security and Interoperability Solutions Study for SafeSeaNet”.
[bookmark: _Toc468436931][bookmark: _Toc50115793]High-level requirements
SSN V5 will comply with the high-level requirements provided in this chapter.
[bookmark: _Toc50115794]Information on persons sailing on board passenger ships Business Rules
The following requirements from the Information on persons sailing on board passenger ships Business Rules (Ref. 1) are applicable to SSN:
Business Rule 2: All information which is required on a pre-departure basis (or pre-arrival basis), in the case of application of Article 6, shall be transmitted electronically to the NSW. This information comprises the following:
· Number of persons on board (POB) (Article 4), if the Member State chooses to use a NSW and not AIS.
· Detailed personal information (Article 5):
· The family names of the persons on board, their forenames, their gender, their nationality, their dates of birth.
· When volunteered by a passenger, information concerning special care or assistance that might be needed in an emergency.
· If the MS chooses, when volunteered by the passenger, a contact number in case of an emergency.
Business Rule 4: The following voyage related information should be reported and included in the Data Mapping report:
· At ship departure from an EU port:
· Voyage number or Visit ID or ShipCall ID
· Port of Departure (Port of Call in SSN) and ETD (when reporting is done before departure) or ATD (when reporting is done after departure)
· Port of Arrival (Next port in SSN) and ETA in next port[footnoteRef:2] [2:  Next port and ETA in next port reported when available] 

· At ship departure from a non-EU port: 
· Voyage number or Visit ID or ShipCall ID in the Port of Call/Port of Arrival
· Port of Departure (Last Port in SSN) and ETD (and ATD as optional)
· Port of Arrival (Port of Call in SSN) and ETA in port of call
Business Rule 9: Notifications exchanged by the central SSN system should be accessible upon request by national SSN systems which hold the detailed information via a request/response mechanism (in accordance with the system availability requirements stated in the IFCD).
Business Rule 11: The list of exempted ships shall be kept in the central SSN system. The central SSN will provide, upon request, the contact details of the authority granting the exemption and the list of exempted ships to the requestor.
Business Rule 12: The list of approved derogations shall be kept in the central SSN system, which will provide, upon request, the contact details of the authority granting the derogation and the list of ships and the company to the requestor.
[bookmark: _Toc50115795]Waste Message Business Rules
The following requirements from the Waste Message Business Rules (Ref. 2) require a change in SSN:
Business Rule 4: The IMO Port Facility Number (GISIS database) codes shall be used to identify the locations / terminals. If GISIS or the relative information therein is not available, the terminal name shall be entered in free text.
Business Rule 7: The advance waste notification is based on the Annex 2 of the PRF Directive. The fields shall include dropdown menus in order to better identify and harmonise the possible values (types)[footnoteRef:3]. All the waste types shall be mandatory fields and have to be completed by the data provider. The waste categories and the dropdown menus are defined in Annex I of Ref.2. [3:  This is a functional requirement. To be noted that if all waste type must be filled-in, the proposal to implement dropdown menus is not user friendly. A better option would be to implement a table / matrix for the user to fill’in with all waste type to be reported.] 

Business Rule 8: The waste related fields shall always be filled in even if there is no quantity to be reported. In this case, the quantity shall be reported with the value “0”.
Business Rule 10: 
· The waste delivery receipt information has to be provided where the following fields shall be filled in: 1) Port Reception Facility and Port Particulars; 2) Ship Particulars (as per receipt) and 3) Type and Amount of Waste Received. 
· Information shall be reported per individual receipt, with indication or reference to individual Port Reception Facility and the Treatment facility Providers (where not the same as receiver). 
· If multiple Treatment facility providers, the following entry is permitted in the waste delivery receipt "as per waste reception and handling plan of the port ". 
· The system should allow multiple PRF providers and multiple receipts. The information should be consolidated by the system based on the port call identification (i.e. ShipCallID in SSN).
Business Rule 11: The waste related fields in the waste delivery receipt shall always be filled in even if there is no delivered quantity to be reported. In this case, the quantity shall be reported with the value “0”.
Business Rule 12: The information on port reception facilities available shall be provided with port information, in structured format, containing all relevant information listed in Article 5(2). An indicate list of the PRF information to be provided is included in Annex II.
Business Rule 14 (relevant bullets):
· Updates on previously provided information may be accepted at SSN central level only to correct some parts of the information regarding the pre-arrival (e.g. estimated quantities of waste and cargo residues, ETA, ETD, etc.) until the arrival of the vessel (ATA)[footnoteRef:4]. At national level, the updates can be limited, depending on each national implementation. The cancelation of the full ship call shall be foreseen. It is essential for the system to link the whole information flow to a single ship call. [4:  Note: Central SSN does not limit the timeframe when updates can be made.] 

· The waste notification shall be associated to the pre-arrival notification already set in SSN (if exists).
· Timeframes for submitting the Receipt : until departure of the vessel (ATD) or as soon as available.
Business Rule 15: The full details of the waste notification and receipt (including ATA/ATD) shall be made available in the central SSN system and will be relayed from the central SSN system to THETIS EU.
Business Rule 16: The information from the waste notification and waste delivery receipt shall be automatically pushed from the SSN central system to THETIS-EU.
Business Rule 17: PRF inspection reports and details shall be relayed, upon request, from THETIS-EU to the central SSN.
Business Rule 19: The Incident Reports type waste and Exemptions shall be automatically pushed from SSN central system to THETIS-EU. 
Business Rule 20: The means to communicate Incident Reports type waste shall use the same structure and format throughout (please see structure in Annex III of Ref.2). 
Business Rule 21: Member States shall register in SSN all waste related exemptions (waste notification, delivery and fees) granted in accordance with article 9 of the PRF Directive. The exemption information shall be made available to THETIS and THETIS-EU via the central SSN system.
Business Rule 22: SSN shall allow to identify the waste type and for which port an exemption has been granted. 
Business Rule 23: The Central SSN system shall include a specific request to retrieve active exemptions for a ship or a Member State using a system-to-system message.
Business Rule 24: Member States shall register in SSN the exemptions granted for small non-commercial ports in accordance with article 5(5) and small ports with unmanned facilities or that are remotely located in accordance with article 7(2) of the PRF Directive. Following information is required: for ports exempted under article 5(5) the name and geographic coordinates (latitude/longitude); for ports exempted under article 7(2), the UN location code and if available the IMO port facility number (GISIS code).
The content of the Waste notification is amended and the Waste delivery receipt is added. In addition, information on ATA/ATD is also required. The content of the Waste information is provided in the Data Mapping report (Ref. 3).
[bookmark: _Ref49776699][bookmark: _Toc50115796]Business Requirements for improving Incident Reporting in SafeSeaNet
The following requirements from the Business Requirements for improving Incident Reporting in SafeSeaNet (Ref. 4) are applicable to SSN:
ID 6: Phase-out the option to send Incident Report by attaching a file.
The option to create an Incident report by attaching a file shall be phased-out. All mandatory fields shall be reported in a structured way either by filling-in the web form, uploading a spreadsheet or sending an XML message. The document upload option shall be available only to include additional information to the Incident report.
ID 7 and 23: Review the size of some fields.
The size of some fields shall be increased to allow additional information to be included. Already identified fields to increase are[footnoteRef:5]: [5:  The size limitation is only on the web interface. The XML RG already has max 256. The only attribute that the text length needs to be increased is E_AssistanceRequired] 

· POLINF form fields P_41, P_42, P_43, P_48 and P_50
· SITREP: J_IntialActionsTaken, E_AssistanceRequired, G_CasualtyDescription and N_AdditionalInformation
The size format shall be aligned with the IMO template format. Size to be defined for the technical specifications.
ID 8: A separate field shall be added to specify the unit of measurement to the required fields:
· Distance
· Visibility
· Wind / speed
· Tide / speed
· Wave height
· Drift speed
ID 24: P_42 Pollution Characteristics as a mandatory field. The information field “P_42 Pollution Characteristics” shall be a mandatory field in the Incident Report type POLREP.
ID 25: Additional field “Oiled wildlife” information. In line with the Regional agreements, the Incident Report type POLREP shall include an additional field “Oiled wildlife” information (item numbers 53 to 56):
· 53. Report on oiled wildlife
· 54. Action taken on oiled wildlife
· 55. Forecast oiling of wildlife
· 56. Evidence taken from oiled wildlife
ID 27: Additional categories for “Nature”. The “Nature” field in the SITREP Incident Report shall include additional categories:
· “Loss of anchor”,
· “Not under command”.
ID 28: Places of Refuge (PoR) annex in a structured format. The current annex for the PoR request shall be included in a structured format for all reporting formats (web form, XML message and spreadsheet).
ID 30: Vessel identification mandatory for SITREPs. For Incident Reports type SITREP, the vessel identification element shall be mandatory either by including vessel ID (IMO or MMSI) or the vessel description.
ID 31: Additional field “Warning broadcasted”. The Incident Report type Lost and Found Object shall have an additional field “Warning broadcasted” to include the information if there are broadcasts over VHF, NAVTEX, INMARSAT, etc.
ID 33: IR Waste template in line with the business requirements from PRF Directive. The IR Waste template shall include the following data elements:
· Ship identification (IMO or MMSI mandatory);
· Authority reporting the incident
· Date of incident
· Port reporting the incident (possibility to link to voyage in SSN using ShipCallId)
· Next Port of Call
· ETA to next port
· Waste Incident type – possible list of values:
· Advance Waste notification not reported (article 6)
· Waste not delivered (article 7.1)
· Waste receipt not reported (article 7.3)
· Vessel has sailed but not sufficient storage capacity (article 7.4)
· Other (please fill in the free text description below)
· Port Sate Control alert (where an EU MS port is next port of call) has been sent
· Description of the incident (free text description)
The Incident should be automatically distributed to the country of the next port of call if port of a Member State.
ID 17: Additional Message types categories. The following message type categories shall be added:
· “Safety”; and
· “Routine”
Note: In addition to the message type categories “Distress” and “Urgency”.
[bookmark: _Ref49272478][bookmark: _Toc50115797]Security requirements from the “Security and Interoperability Solutions Study”
The following security requirements were identified following the results of the “Security and Interoperability Solutions Study” (Ref. 5). Column “status” indicates whether the requirement is already addressed (“In place”), to be implemented in SSN V5 (“SSN V5”) or is applicable to future developments related to the EMSWe Regulation (“Future”).
	ID
	Description
	Status

	5.1 Identity and Access Management
	 

	IAM_FR_001
	Each different type of account (e.g. user, service/technical and shared accounts) used within SSN ecosystem shall be uniquely identified, controlled and monitored.
	In place

	IAM_FR_003
	Access of each different account (e.g. user, service/technical and shared accounts) within SSN ecosystem shall be monitored and managed.
	In place

	IAM_FR_004
	The Identity Provider (IdP) shall record user accesses to support the reviews by the SSN Business Manager. 
	In place

	IAM_FR_005
	The IdP shall allow the blocking of unauthorised access to accounts. 
	In place

	IAM_FR_008
	EMSA system and services that are configured with access control mechanisms based on passwords, shall enforce the use of EMSA password policy, guaranteeing at least the following: 
a)    Passwords shall contain combination of letters, numbers, and alphanumeric with at least 14 characters in length;
b)    All account passwords shall be rotated at least yearly;
c)    Accounts shall be locked after 6 invalid login attempts;
d)    Accounts shall only be able to log on interactively if required - disabled by default for shared and technical accounts;
e)    Default account credentials shall be changed immediately, before being used in operational environments.
	In place with deviation[footnoteRef:6] [6:  8 characters are applied in rule a.] 


	IAM_FR_009
	Passwords shall be stored encrypted in order to prevent offline recovery attacks, including local system access.
	In place

	IAM_FR_010
	Privileged access accounts shall be identified, controlled and protected against unauthorised access. Administrative accounts shall not have direct access to internet. They shall be used only to perform administrative tasks. Their credentials shall be securely stored in a central password management system.
	In place with deviation[footnoteRef:7] [7:  As regards user management: access to internet is needed according to business requirements. Such accounts may include other business tasks, as per business requirements.] 


	IAM_FR_011
	Administrative accounts shall be tied to physical machines and shall only be used physically on a dedicated administrative workstation. Any deviation shall be documented, evaluated and approved by appropriate management.
	SSN V5

	IAM_FR_012
	The IdP shall implement identity login and password to prevent unauthorised access to EMSA assets and SSN systems. 
	In place

	IAM_FR_012
	The IdP authentication mechanism shall optionally be reinforced by implementing two-factor authentication. 
	SSN V5

	IAM_FR_013
	The Federated IAM solution shall allow the federation of external end-user identities that need access to EMSA systems, applications and data in a central repository. Access to this repository shall be controlled, monitored and restricted to authorised users with administrative access (i.e. SSN administrators).
	Future

	IAM_FR_014
	The Federated IAM solution of the adopted Identify Provider (IdP) shall support multi-factor authentication with authentication factors belonging to different categories, namely Knowledge (e.g. password, pin, etc.), Possession (e.g. card, token, etc.), Inherence (e.g. biometric methods, for instance, fingerprint, voice or iris recognition, etc.).
	Future

	IAM_FR_015
	Alternative authentication factors shall be disabled unless needed for a valid business reason, i.e., there should only exist one possible way of authentication, it should not be possible to authenticate via a second method or factor aside from the primary method. If so, it shall be appropriately documented and secured.
	SSN V5

	IAM_FR_016
	The authentication mechanisms shall be configured to protect authentication details against unauthorised disclosure by using at least the following techniques:
a)    Using cryptographic hashing algorithms to conceal clear text passwords which shall resist brute force attacks;
b)    Using salting methods to ensure each password hash is unique to resist attacks using rainbow tables.
	In place

	IAM_FR_017
	External accesses (e.g. Remote access, third party and member states accesses, etc.) shall be strengthened and configured in a way to enforce multi-factor authentication when accessing Central SSN, applications and data.
	SSN V5

	IAM_FR_018
	Central SSN and National SSN systems shall implement their own authorisation mechanisms (e.g. role-based access control policies) in order to prevent unauthorised access due to bypassed authentications (e.g. weaker authentication pathways) or altered authentication protocols. 
	In place

	IAM_FR_019
	Authentication shall occur for all communications between EMSA application components, including APIs, middleware and data layers. Components should have the least necessary privileges needed.
	SSN V5

	IAM_FR_020
	EMSA web-applications shall never reveal sensitive information (e.g. session tokens, personal data, etc.) in URL parameters or error messages. 
	In place

	IAM_FR_021
	If a session token is used, EMSA web-applications shall generate a new session and request a new token upon user authentication.
	Future

	IAM_FR_022
	Session authorization shall be encrypted and follow the recommendations of OWASP Guide to Cryptography 
	Future

	IAM_FR_023
	Session tokens shall be appropriately invalidated upon user logout operation.
	Future

	IAM_FR_024
	User account accesses and actions shall be logged and traceable for all EMSA entry points. The same applies to changes in permissions granted to EMSA accounts, this shall follow a formal process and has to be adequately recorded.
	In place

	IAM_FR_025
	The IdP shall record logs on a continuous basis to detect account abuse or potential identity theft attempts. The logs shall record malicious patterns or actions related to identity and access, such as: 
a)    Brute force attempts;
b)    Use of deactivated accounts;
c)    Login behaviour (e.g. time-of-day, workstation location, duration, etc.);
d)    Unsuccessful logons of privileged accounts;
e)    Permissions change operations (e.g. Adding/removing/updating administrative accounts and access rights);
f)     Change to auditing configuration settings;
g)    Flushing of audit logs linked to authentication or permission granting.
	In place

	5.2 Data Storage 
	 

	DS_FR_001
	Data input and output integrity and quality routines (e.g. Data ingestion, Reconciliation or edit checks) and mechanisms (e.g. data schemes) shall be implemented for EMSA application interfaces, databases and other data storage solutions in order to prevent manual or systematic processing errors, corruption of data, or misuse.
	In place

	DS_FR_003 
(OPTIONAL) 
	The data owner shall label and store the SSN information by type and sensitivity. 
	SSN V5

	DS_FR_007
	Production and non-production environments and data shall be separated to prevent unauthorised access or changes to information assets. 
	In place

	DS_FR_008
	Anonymisation and pseudonymisation techniques shall be used in order to guarantee privacy and confidentiality of production data in non-production environments. Any deviation shall be documented, evaluated and approved by appropriate management.
	SSN V5

	DS_FR_009
	Multi-tenant (physical or virtual) applications, and infrastructure system and network components, shall be designed, developed, deployed, and configured such that EMSA tenant user access is segmented and segregated from other tenant users, based on the following considerations:
a)    Isolation of business critical assets and/or sensitive user data, and sessions that mandate stronger internal controls and high levels of assurance;
b)    Compliance with legal, statutory, and regulatory/contractual compliance obligations.
	In place

	DS_FR_010
	EMSA web-applications shall provide APIs in order to enable interoperability between EMSA components and to ease data migration process between components.
	In place

	DS_FR_011
	All information stored on EMSA storage systems shall implement security mechanisms to protect (e.g. Role based access controls) against unauthorised accesses at all the layers (i.e. file system, network share, claims, application, or using database specific access control lists). These security mechanisms shall enforce the principle that only authorised individuals shall have access to the information based on their need to access the information as a part of their responsibilities.
	In place

	PETA_FR_002
	The user actions to access personal and sensitive data shall be recorded for auditing purposes. 
	In place

	PETA_FR_004
	Sensitive and personal data shall be encrypted using cryptographic solutions that guarantee both confidentiality and integrity.
	SSN V5

	PETA_FR_005
	Sensitive and personal data shall be subject to data retention, such that old or out of date data is deleted automatically, on a schedule, or as the situation requires.
	SSN V5

	PETA_FR_006
	EMSA shall provide means to data subjects to update, remove, or export their personal data on an ad-hoc basis. 
	SSN V5



Note: The “Security and Interoperability Solutions Study” (Ref. 5) also provides requirements for a data archiving solution. But no archiving is needed yet (at least in SSN V5) if personal data is deleted after the retention period. An archiving solution will be considered if personal data needs to be kept.
[bookmark: _Toc50115798]Removing the backward compatibilty with SSN version 3
The mechanism that ensured the backward compatibility with SSN v3 is removed from SSN v5. This includes changes to the following:
Waste details can only be provided in the PortPlus notification (not using the request/response mechanism);
Only “M3” are allowed to report waste quantities;
It is mandatory to identify at least one port to which the exemption is applicable;
There are other changes in ENUM lists for several attributes, including the waste type codes that were only applicable to SSN v3. This information is detailed in the Appendix B
[bookmark: _Toc50115799]Technical changes postponed from SSN version 4 implementation
The following two changes were agreed by the SSN/LRIT group and submitted to the HLSG for their implementation in SSN v4. However, the HLSG decided to postpone their implementation because of the impact on some Member States’ national systems. It is now proposed to include them in the scope of SSN v5:
Phase out of Ship AIS Notifications (i.e. usage of the streaming interface only),
Phase out of the “proprietary” XML interface (i.e. usage of SOAP protocol only).
[bookmark: _Toc468436938][bookmark: _Toc50115800][bookmark: _Toc417473092][bookmark: _Toc419290542][bookmark: _Toc419803161][bookmark: _Toc419813254][bookmark: _Toc424891328][bookmark: _Toc432667407][bookmark: _Toc432674665][bookmark: _Toc432688514]Data content 
[bookmark: _Toc468436939][bookmark: _Toc50115801]Data content
An update of the “NSW Data Mapping Report” (Version: 1.10, 3 July 2020) for the implementation of National Single Windows is provided as Ref.4 . It indicates the changes to be applied in National Single Window systems and to SSN in terms of data supported and exchanged related to information on persons sailing on board passenger ships and to waste information. These changes were also confirmed by the Single Window expert sub-group established under the HLSG.
[bookmark: _Ref450031181][bookmark: _Toc468436940][bookmark: _Toc50115802]Waste type codes
The new Waste Business Rules document introduces a revisions of the waste categorisation in line with the new PRF Directive (Directive (EU) 2019/883). 
In order to offer a compatibility with the waste categorisation currently applied in SSN V4, the waste type codes applicable to SSN V4 will be kept in SSN V5 and will be given an expiry date. The expiry date will correspond to the end of the transition period of SSN V5. 
The list of Waste Type codes is provided in Appendix A.
[bookmark: _Toc50115803]Other changes
The following additional changes are proposed to be included in SSN v5:
· Upgrade the SOAP protocol to version 1.2. Currently SSN EIS is using version 1.1 but CLD is already using SOAP version 1.2. Due to the impact on the SSN system, this change was postponed to the next major release.
· Quantities of waste and DPG in Decimal: currently this attribute is Text. This is not aligned with the NSW Data Mapping report. Proposal to correct to decimal type;
· Unit of measurement “liter” added: this unit of measurement was included in NSW Data Mapping report v1.9, but due to the impact on the SSN system was postponed to the next major release.
· Updating ship type codes to the latest updated version of UNECE R28: due to the impact on the SSN system this update was postponed to the next major release;
· Updating the call purpose code to the latest updated version of EDIFACT code 8025: due to the impact on the SSN system this update was postponed to the next major release;
· Reporting multiple exemptions: several users have requested to add the possibility to report multiple exemptions for the same scheduled service in a single exemption notification in the SSN Textual web interface.
[Open issue: Investigate idea of more dynamic management of code lists (e.g ship type, purpose of call). That would require an operational procedure and remove code list from XSD. Idea supported by BE]
[bookmark: _Toc468436941][bookmark: _Toc50115804][bookmark: _Ref449969060][bookmark: _Toc432667408][bookmark: _Toc432674666][bookmark: _Toc432688515]Information flow 
[bookmark: _Toc468436942][bookmark: _Toc50115805]PortPlus notification
[bookmark: _Hlk47001924]The PortPlus notification (MS2SSN_PortPlus_Not message) will be revised to include the revised advance waste notification and the waste delivery receipts. 
The data structure of the data group related to the waste notification will be aligned to the revised advance waste notification.
The waste delivery receipt information will be provided in a separate data group. This data group will have multiple entries to allow the reporting of multiple receipts associated to the same ship call. Each waste receipt will be identified by a WasteReceiptId, unique identification number within the same ship call, which will be defined at national level (e.g. by the national SSN system). The Central SSN system will consolidate the information received through the PortPlus messages related to the same ship call with different WasteReceiptIds.
The PortPlus notification will also include a “flag” to indicate when information on persons sailing on board passenger ships is available on request and the number of crew and passengers on board the ship (new data groups CrewAndPaxNotificationOnArrival and CrewAndPaxNotificationOnDeparture).
The data coverage of the PortPlus notification is as indicated in NSW Data Mapping Report (Ref.4), column “To be provided in PortPlus message”.
The content and structure of the MS2SSN_PortPlus_Not message is provided in Appendix B.
[bookmark: _Toc468436943][bookmark: _Toc50115806]Update of waste notification
In the situation where the waste notification is amended, the National SSN System will send an update PortPlus notification (MS2SSN_PortPlus_Not message with the ShipCallID of the ship call to update) with all waste information for the ship call. The waste information provided in the update PortPlus notification will replace the information stored in the Central SSN System for the ship call.
[bookmark: _Toc50115807]Update on waste receipt
[bookmark: _Hlk49769815]In the situation where the waste delivery receipt is amended, the National SSN System will send an update PortPlus notification (MS2SSN_PortPlus_Not message with the ShipCallID of the ship call to update) with the reference of the WasteReceiptId to be amended. The waste receipt provided in the update PortPlus notification with the same WasteReceiptId will replace the information stored in the Central SSN System for the corresponding WasteReceiptIds previously received for the ship call.
[Open issue: investigate updates of waste receipts: BE, NL, SE prefer sending all waste receipts at each update. BE: A solution would be to delete all waste receipts and send again the list of waste receipts.]
[bookmark: _Toc468436944][bookmark: _Toc50115808]Requests for ship call details
The ship call response message (ShipCall_Res message) will be revised to include the information on persons sailing on board passenger ships. This information will be provided by the national SSN systems on request. The content of the waste information will also be updated to reflect the changes included in the PortPlus notification, both advance waste notification and waste delivery receipts included under the same data group.
An additional request type to National SSN systems (SSN2MS_ShipCall_Req) will be added for the purpose of requests for information on persons sailing on board passenger ships.
The content and structures of the MS2SSN_ShipCall_Req, SSN2MS_ShipCall_Req, MS2SSN_ShipCall_Res, SSN2MS_ShipCall_Res messages are provided in Appendix B.
When information on persons sailing on board passenger ships will be requested from EMSA’s user interface, an additional security check will be performed (e.g. request for a code sent to the user’s email address).
[bookmark: _Toc50115809][bookmark: _Ref450031338][bookmark: _Ref450031359][bookmark: _Toc468436945]Incident Report notifications
The Incident Detail notification message will be revised to reflect the Business Requirements from section 3.3:
· New waste incident information data group;
· New Place of Refuge information data group included in the SITREP incident informatio0n;
· Changes in the POLREP incident information: new attributes added related with the reporting of oiled wild life and POLFAC data group deleted;
· New attribute WarningBroadcasted added to Lost Found Object incident information;
· VTS Rules Infringement incident information renamed to Vessel Traffic Rules Infringement IncidentInformation; and
· Increase in the length of some attributes type Text and additional options to ENUM type attributes
· Unit measurement added as separate attribute.
The content and structures of the MS2SSN_IncidentDetail_Not, SSN2MS_IncidentDetail_Tx and SSN2MS_IncidentReport_Res messages are provided in Appendix B.
[bookmark: _Toc50115810]Exemption notification
The following new exemption types will be added: “Exemption for Crew and Pax information” and “Derogation Crew and Pax”.
The exemption notification and response (MS2SSN_Exemption_Not and SSN2MS_Exemption_Res message) structure remains unchanged. 
[bookmark: _Ref450031285][bookmark: _Toc468436947][bookmark: _Toc50115811]Communication of ship calls and Incident reports information to THETIS
The information communicated to THETIS will be updated to reflect the changes on the advance waste notification, the new information on the waste delivery receipts and the incident reports. 
[clarification on the information exchanged with THETIS and THETIS EU to be included here]
[bookmark: _Toc50115812]Information on port reception facilities in CLD
The Central Locations Database will include a new section to report the information on port reception facilities as it is currently reported in GISIS PRF module. An indicate list of the PRF information to be provided is included in Annex II of the Waste Message Business Rules [Ref. 2]. EMSA will try to upload a copy of the GISIS PRF list as an initial information to be validated/updated by the the competent Authority under the PRF Directive in close cooperation with the SSN National Competent Authority (NCA).
All PRFs details stored in the CLD will be made available to THETIS-EU. 
As the MS also have the obligation to communicate information on their PRFs to the IMO (Article 11(1)(d) of MARPOL and MEPC.1/Circ.834/Rev.1), the retransmition of the information to GISIS – PRF module will be investigated with DG MOVE and IMO GISIS.
[bookmark: _Toc468436951][bookmark: _Toc50115813]User accounts and access rights
This section applies to the management of users of the Central SSN System.
[bookmark: _Toc468436954][bookmark: _Toc50115814]SSN Permissions
New permissions will be added for notifying and requesting information on persons sailing on board passenger ships:
Provide persons on board details (CREWPAX_NOTIFIER)
View persons on board details (CREWPAX_REQUESTOR)
The Profile National SSN System (PRF_NAT_SSN), the specifi profile for the Nowergian National SSN System (PRF_NAT_SSN_NO) and the Profile for Port system (PRF_PORT_SYSTEM) will include the new role to provide persons on board information along with the PortPlus notification.
To request the information, a new Profile will be added “View persons on board details” (PRF_VIEW_CREWPAX). As for the other Profiles, this can be added to users with different profiles (e.g. Maritime Authority, NCA or SAR MRCC).
The current Permissions as defined in SSN V4 will continue to apply. 
In particular, as regards access to the waste information:
Users with permission to view voyage information (permission “SHIPCALL_REQUESTOR”) will only have access to the Waste “summary” data (i.e. data elements “Last port delivered”, “Last port delivered date”, “Waste delivery type”), 
Users with permission to report waste information (permission “WASTE_NOTIFIER”) will have the permission to report all Waste data (i.e. Advance Waste Notification and Waste Delivery Receipt),
Users with permission to request waste information (permission “WASTE_REQUESTOR”) will have access to all Waste data (i.e. Advance Waste Notification and Waste Delivery Receipt).
As regards exemption information, users with permission “EXEMPTIONS_REQUESTOR” will have access to all exemptions data.
[bookmark: _Toc50115815][bookmark: _Toc468436955]Additional security measures
The table below describes the security measures to be implemented in SSN V5 based on the requirements identified in section 3.4.
	ID
	Description
	Comments

	IAM_FR_011
	Administrative accounts shall be tied to physical machines and shall only be used physically on a dedicated administrative workstation. Any deviation shall be documented, evaluated and approved by appropriate management.
	Relates to system admin accounts. Not addressed yet (only limited to local network)

	IAM_FR_012
	The IdP authentication mechanism shall optionally be reinforced by implementing two-factor authentication. 
	Related to end-users accesses. Second security check will be requested when accessing details on persons on board (e.g. code sent to user’s email)

[Open issue:  Investigate alternatives to email for two-factor authentication.]

	IAM_FR_017
	External accesses (e.g. Remote access, third party and member states accesses, etc.) shall be strengthened and configured in a way to enforce multi-factor authentication when accessing Central SSN, applications and data.
	

	IAM_FR_019
	Authentication shall occur for all communications between EMSA application components, including APIs, middleware and data layers. Components should have the least necessary privileges needed.
	Relates to internal communications between system components of Central SSN system (e.g. between databases). 

	DS_FR_003 
(OPTIONAL) 
	The data owner shall label and store the SSN information by type and sensitivity. 
	Data categorisation from study to be reflected in SSN security guidelines


	DS_FR_008
	Anonymisation and pseudonymisation techniques shall be used in order to guarantee privacy and confidentiality of production data in non-production environments. Any deviation shall be documented, evaluated and approved by appropriate management.
	Avoid using personal data from production environment in non-production environments


	PETA_FR_004
	Sensitive and personal data shall be encrypted using cryptographic solutions that guarantee both confidentiality and integrity.
	Applies to personal data stored in database and logs:  personal data from notifications (e.g. crew and passenger lists, CSO, personal data in IR notifications) and user data (user ID, email).

	PETA_FR_005
	Sensitive and personal data shall be subject to data retention, such that old or out of date data is deleted automatically, on a schedule, or as the situation requires.
	Business personal data stored in db has retention period of the notification (as in IFCD). Such data is retained in db but is not accessible. Need to analyse whether this data can be purged. 
As regards personal data from end users, the retention mechanism of IdM is applied by SSN.

	PETA_FR_006
	EMSA shall provide means to data subjects to update, remove, or export their personal data on an ad-hoc basis. 
	[bookmark: _GoBack]For business personal data, this can be handled through update notification from the MS. 
[Open issue: text to be updated to clarify the update of personal data]

For IdM personal data, it can be done by the user in IdM. Removing personal data would be done by removing the IdM user account.


[bookmark: _Toc50115816]Non-functional requirements
[bookmark: _Toc468436956][bookmark: _Toc50115817]System capacity
There will be additional PortPlus notifications received to notify waste receipts. Waste receipts will not be received for all port calls (case where no relevant waste reception facility is available in the port, or where the ships has sufficient capacity on board) and more than one waste receipt may be received for a single port call (several waste deliveries during the port call). For the purpose of calculating the necessary system capacity for SSN, it is considered that on average, SSN will receive one waste receipt per port call, this will represent one additional update per shipcall.
It is considered that the revised advance waste notification and the information on persons on board passenger ships will not imply an increase of the number of PortPlus notifications. 
Using as a reference the number of port calls reported to SSN during one year, from 1 January 2019 to 31 December 2019, SSN is expected to receive the numbers of PortPlus notifications indicated in Table 1 below.

[image: ]
[bookmark: _Ref450141966]Table 1: Foreseen number of PortPlus notifications expected for SSN V5
[bookmark: _Ref448737249]The addition of waste receipt information in ShipCall request should not significantly impact the number of ShipCall requests received considering that waste receipt information will be provided along with waste notification information. The addition of requests for details on persons on board passenger ships should neither have an impact on the number of ShipCall requests considering that such requests are only expected in case of incidents which should only occur occasionaly.

[bookmark: _Ref449962970][bookmark: _Toc468436958][bookmark: _Toc50115818]Waste type codes
The table below indicates the waste types and their codes which will be added in SSN V5. It follows the order from the revised Waste Business Rules document.
Waste types which are not applicable according to the revised waste business rules will expire at the date when the transition to SSN v5 will end. New waste types will be added at the date when SSN v5 will become operational.
	Codes
	Definition
	Free text description required

	 
	MARPOL Annex I - related
	 

	101
	Oily bilge water
	 

	102
	Oily residues (sludge)
	 

	103
	Oily tank washings (slops)
	 

	104
	Dirty ballast water
	 

	105
	Scale and sludge from tank cleaning
	 

	999
	Other (please specify)
	X

	 
	MARPOL Annex II – related
	 

	201
	Category X substance - Indicate the proper shipping name of the NLS involved
	X

	202
	Category Y substance - Indicate the proper shipping name of the NLS involved
	X

	203
	Category Z substance  - Indicate the proper shipping name of the NLS involved
	X

	204
	OS - other substances - Indicate the proper shipping name of the NLS involved
	X

	 
	MARPOL Annex IV – related
	 

	401
	Sewage
	 

	 
	MARPOL Annex V – related
	 

	501
	A. Plastics
	 

	502
	B. Food wastes
	 

	503
	C. Domestic wastes 
	 

	504
	D. Cooking oil
	 

	505
	E. Incinerator ashes
	 

	506
	F. Operational wastes
	 

	507
	G. Animal carcasses
	 

	508
	H. Fishing gear
	 

	509
	I. E-waste
	 

	510
	J.  Cargo residues (non-HME) - Indicate the proper shipping name of the dry cargo
	X

	511
	K.  Cargo residues (HME)  - Indicate the proper shipping name of the dry cargo
	X

	 
	MARPOL Annex VI – related
	 

	601
	Ozone-depleting substances and equipment containing such substances
	 

	602
	Exhaust gas-cleaning residues
	 

	 
	Other waste, not covered by MARPOL
	 

	991
	Passively fished waste
	 


[bookmark: _Ref449962980]
[bookmark: _Ref468183984][bookmark: _Toc468436960][bookmark: _Toc50115819]SSN messages specifications
[Draft XML Messaging Reference Guide v5.00]
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New Updates Cancellations TOTAL

Belgium 27,585               307,583            

802                       

335,168            

362,753                            994                                   

Bulgaria 3,793                20,866              

79                         

24,659              

28,452                              78                                      

Croatia 12,021               33,724              

24                         

45,745              

57,766                              158                                   

Cyprus 3,547                41,530              

101                       

45,077              

48,624                              133                                   

Denmark 24,064               68,609              

680                       

92,673              

116,737                            320                                   

Estonia 11,971               67,148              

152                       

79,119              

91,090                              250                                   

Finland 37,475               175,218            

75                         

212,693            

250,168                            685                                   

France 59,818               304,754            

3,506                   

364,572            

424,390                            1,163                                

Germany 59,939               258,664            

763                       

318,603            

378,542                            1,037                                

Greece 83,312               174,408            

2,294                   

257,720            

341,032                            934                                   

Iceland 3,351                6,682               

254                       

10,033              

13,384                              37                                      

Ireland 13,639               53,316              

116                       

66,955              

80,594                              221                                   

Italy 76,293               448,710            

2,134                   

525,003            

601,296                            1,647                                

Latvia 7,405                48,184              

90                         

55,589              

62,994                              173                                   

Lithuania 5,230                52,348              

154                       

57,578              

62,808                              172                                   

Malta 11,613               85,547              

721                       

97,160              

108,773                            298                                   

Montenegro 1,081                2,159               

20                         

3,240               

4,321                                 12                                      

Netherlands 50,646               724,922            

2,233                   

775,568            

826,214                            2,264                                

Norway 164,504             884,912            

8,484                   

1,049,416         

1,213,920                        3,326                                

Poland 17,027               162,500            

1,226                   

179,527            

196,554                            539                                   

Portugal 13,384               73,291              

862                       

86,675              

100,059                            274                                   

Romania 5,342                31,446              

186                       

36,788              

42,130                              115                                   

Slovenia 1,796                10,535              

77                         

12,331              

14,127                              39                                      

Spain 178,880             1,148,137         

16,811                 

1,327,017         

1,505,897                        4,126                                

Sweden 52,063               358,751            

2,476                   

410,814            

462,877                            1,268                                

United Kingdom 109,513             454,795            

9,458                   

564,308            

673,821                            1,846                                

Overall: 1,035,293          5,998,740          53,778               7,034,033          8,069,323                   22,108                       

Foreseen number of 

PortPlus notif. per 

year in SSN V5

Foreseen number of 

PortPlus notif. per 

day in SSN V5

Member State

Shipcalls
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