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2.1 Reporting technical failures or planned interventions/releases
	What
	The purpose of this procedure is to ensure that data providers and users receive appropriate information on technical failures or planned interventions in the SSN system (Central SSN system or National SSN system including its local components).
Central SSN planned interventions/releases are classified into major, minor and emergency software fixes, with the following characteristics:
· Major software release upgrades normally contain significant new functionality, some of which may make intervening fixes to problems redundant. A major upgrade or release usually supersedes all preceding minor and emergengy software fixes.
· Minor software release upgrades normally involve small enhancements and fixes, some of which may have already been issued as emergency fixes. A minor upgrade usually supersedes all preceding emergency software fixes.
· Emergency software fixes normally involve corrections to a small number of known problems. Emergency software fixes do not include any changes to the specifications, and thus do not affect the XML protocol that the NCA SSN client systems use to interface with the central SSN system. Thus, they have a minor impact on Member States.
Final approval for a Central SSN release or planned intervention in the training or production environments is given by EMSA.

	When
	Three possible cases are envisaged:


	
	I. A National SSN or the Central SSN system is unavailable due to a failure. It will not provide one, or all, of the mandatory functionalities described in the IFCD.


	
	II. A National SSN or the Central SSN system will be under maintenance/ upgrade/service. It will not provide one, or all, of the mandatory functionalities described in the IFCD.


	
	III. Member State receives a notification of the unavailability of a National SSN or the Central SSN system (due to a failure or a planned technical intervention).


	Why
	Directive 2002/59/EC, Art. 22a; IFCD Chapters; 2.3, 4.1, 4.4, 5.2 and 5.3.


	
	SafeSeaNet is a cooperative system, consisting of Member States’ National systems and the Central SSN system. Once any of its components is unavailable, the system will not provide the necessary information required to support the mandatory system functionalities (IFCD 2.3) and to meet the objectives of SSN (IFCD 2.2). Moreover, other EU maritime systems, which rely on SSN information (e.g. THETIS), will be unable to function efficiently.


	
	According to IFCD Chapter 4.3 the SSN system (Central and National) shall be maintained at a minimum of 99% over a period of one year, with the maximum permissible period of interruption of 12 hours.


	Who
	NCA and the EMSA/MSS are responsible for implementing this procedure.

EMSA/MSS system administrators and all SSN users shall be aware of this procedure and the actions.

	How
	See specific Cases I-II-III on the following pages.
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	24/7 Backup communication procedure (2.2)
	Shall be put in place to make sure that data is available by alternative means of communication once the system is unavailable.

	Communication procedure (2.10) 
	Shall be put in place to ensure the proper identification/authentication between MSs or between MSs and EMSA MSS when using communication means such as phone or email.

	Business Continuity procedure (2.11)
	Shall be executed in order to maintain the obligatory availability of the Central or National SSN system components.
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	Time/When?
	I.1. 	NCA


	A failure is detected at National SSN
	A. NCA shall perform a situation analysis, assess type, actions and an outage prevision as well as identify the mandatory system functionalities impacted.

	As soon as possible
	B. 24/7 communication back-up procedure shall be established (see procedure 2.2).


	As soon as possible
	C. EMSA/MSS shall be informed by the NCA about: the provisional timing for unavailability, mandatory system functionalities impacted and backup communication procedure established; to disseminate this information to other Member States.


	As soon as possible
	D. NCA shall inform all their national SSN users on the failure of the National SSN and the back-up communication procedure established.


	When considered necessary
	E. NCA may establish/introduce temporary procedures to provide data or to switch the National SSN system to the business continuity facility (see procedure 2.12).


	Continuously
	F. NCA shall monitor outage evolution and availability of back-up communication service.


	After the system recovers
	G. Notifications not provided during the outage must be stored and sent when failure is resolved and the operations of SSN systems resumes.


	After the system recovers
	H. NCA shall inform its SSN users and the EMSA/MSS on the system recovery.


	Following the failure
	I. Problem analyses shall be performed on the national level in order to understand the root cause and prevent reoccurrence of the failures.


	Time/When?
	I.2. 	EMSA/MSS


	After a failure is detected at Central SSN
	A. EMSA/MSS shall perform a situation analysis (assess type, actions and an outage prevision as well as the mandatory system functionalities impacted).

	As soon as a failure is notified by NCA or after detecting failure at Central SSN
	B. EMSA/MSS shall disseminate the information to all Member States (all SSN NCAs and NCAs 24/7 contacts) about: the failure of a National SSN (as reported in point I.1.C); or the SSN Central system, the mandatory system functionalities impacted and the back-up communication procedures established.

	Continuously
	C. EMSA/MSS shall monitor outage evolution.

	After the system recovers
	D. EMSA/MSS shall disseminate information about a National SSN or the SSN Central system recovery to all Member States (all SSN NCAs and NCAs 24/7 contacts).

	After the Central SSN system recovers
	E. Problem analyses shall be performed on the Central SSN level in order to understand the root cause and prevent reoccurrence of the failures.
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	Time/When?
	II.1. 	NCA


	When an intervention is planned at National SSN
	A. NCA shall identify the duration of the planned intervention and the mandatory system functionalities impacted.

	When an intervention is planned
	B. 24/7 communication back-up procedure shall be planned and established during the downtime (see procedure 2.2).

	When an intervention is planned
	C. Depending on the timing of the planned intervention, NCA may establish/introduce temporary procedure to provide data or to switch the National SSN system to the business continuity facility (see procedure 2.12).

	One week before + 1 day before
	D. EMSA/MSS shall be informed by the NCA about: timing for the planned intervention, mandatory system functionalities impacted and backup communication procedures established to disseminate this information to all Member States.


	One week before 
	E. NCA shall inform all national SSN users on the intervention/ interruption of the National SSN and the back-up communication procedure established.


	Continuously
	F. NCA shall monitor the intervention evolution and availability of a back-up communication.

	Once the intervention is completed
	G. Notifications not provided during the intervention must be stored and sent when operations resume, as per IFCD requirements. 

	Once the intervention is completed 
	H. NCA shall inform its SSN users and the EMSA/MSS once the intervention is completed and the system resumed normal operations.

	Time/When?
	II.2. 	EMSA/MSS


	When an intervention is planned at Central SSN
	A. Major and Minor releases and future planning is communicated to SSN participants during the SSN workshops.
All releases are deployed in the Training environment prior to the deployment in the Production environment.

	When a Major intervention is planned at Central SSN
	B. EMSA/MSS will provide 6 months prior to the installation on the SSN Production environment the technical specifications (i.e. XML Messaging Reference Guide and Schema).


	When a Minor intervention is planned at Central SSN
	C. EMSA/MSS will provide 2 months prior to the installation on the SSN Production environment the technical specifications (i.e. XML Messaging Reference Guide and Schema).

	When an Emergency intervention is planned at Central SSN
	D. EMSA/MSS will communicate 2 weeks prior to the installation on the SSN Production environment.

	When an intervention is planned at Central SSN
	E. EMSA/MSS shall identify the mandatory system functionalities impacted.

	One week before + and 1 day before for all type of releases
	F. EMSA/MSS shall disseminate the information to all Member States (SSN NCAs and NCAs 24/7 contacts) about timing for the planned intervention of a National SSN (as reported in point II.1.D) or the Central SSN Central system (Training and Production environment), mandatory system functionalities impacted and the back-up communication procedures established.


	Once the intervention is completed
	G. EMSA/MSS shall disseminate information that intervention is completed and a National SSN or the SSN Central system resumed normal operations to all Member States (all SSN NCAs and NCAs 24/7 contacts).

	Continuously
	H. EMSA/MSS shall monitor the intervention evolution.
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Case III: MS receives a notification of a National SSN or the Central SSN system unavailability

	Time/When?
	III.1. 	NCA


	When an intervention or a failure is notified by EMSA/MSS
	A. NCA shall inform all national SSN users about: the downtime (due to a failure or intervention) of the Central SSN or a National SSN, mandatory system functionalities impacted and the back-up communication procedures established.

	Continuously
	B. NCA shall monitor the intervention evolution. 

	Once the Central SSN resumes operations
	C. Notifications not provided during the intervention to the central SSN system must be re-sent when operations resume.

	Once the intervention is completed or failure resumed at Central or National SSN
	D. NCA shall inform its SSN users that the Central SSN or a National SSN resumed normal operations.




Page 2 of 5
