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SSN 2-way SSL protocol 

Introduction 

 For over 5 years, the communication between central SSN and national 
systems has operated using the same security protocol (SSLv2/v3) 

 This protocol has effectively become obsolete, and may affect the 
continuity of operations and the security of the overall SSN system 
(many vulnerabilities reported in 2014) 

 In 2015 support to EMSA F5 security appliance ends 

 In June 2014 EMSA installed a new F5 security appliance supporting 
more security protocols, but some backward compatibility issues with 
some national SSN systems arose and upgrade was suspended. 

 From October 2014 a first series of tests with national SSN systems 
were carried out, and backward compatibility issues were isolated in 11 
national SSN systems 
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SSN 2-way SSL protocol 
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SSN 2-way SSL protocol 

Proposed way forward 

Based on the answers to the questionnaire propose a date for the 

migration of the central SSN system to the more secure TLS 

protocol in September 2015 
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Action Required 

MS are invited to agree on a date for the migration of the central 

SSN system to the new SSL protocol 



SSN v3.00 

SSN v3.00 - Deployed 8 April in Production 

Changes derived from the Reporting Formalities Directive 

2010/65/EU (waste and security information and improved Hazmat) 

Exchange of information on exemptions 

Changes to MRS messages 

A mechanism to ensure a transition period from SSN V2 to SSN V3 

 The phase-out of Port and Hazmat request/response messages and 

Security notifications 

Additional minor features and changes 
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SSN v3.1 Release 

SSN v3.1 - link between SSN and CECIS 

SSN will automatically “push” all POLREP Incident Report 

messages to CECIS 

 In addition, includes changes relating to the Central Ship Database 

 Improvements to the web interface for consulting notifications details 

and creating user accounts: 

 

Planned date: end of July 2015 
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SSN v3.2 Release 

SSN v3.2 - STMID database 

Objective is to use SSN to simplify and facilitate the sharing of 

information regarding designated authorities with the Commission 

and other MS 

 Its services will be provided through the SSN web interface as well 

as through the password protected section on the EMSA website 

 

Planned date: before end of 2015 
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