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EXECUTIVE SUMMARY 
Introduction

EMSA has contracted DNV to perform a functional study for developing a Risk-Based Assessment Tool 
(RBAT) for maritime autonomous surface ships (MASS). As outlined in DNV’s proposal (DNV GL, 2020b) 
and EMSA’s Tender Specifications (EMSA, 2020), the RBAT study consist of three parts:

Part 1: Develop a framework for a generic MASS risk assessment tool

Part 2: Test the risk assessment tool on specific cases and develop software tool prototype

Part 3: Re-iterate testing on more complex cases and finalize the software tool

The study is currently halfway into Part 2 which includes the following scope of work:

a) Identify and select specific MASS concepts and sub-functions for testing RBAT

b) Develop a risk evaluation technique appropriate to be applied to MASS concepts

c) Perform a gap analysis of RBAT and further develop the framework

d) Develop test cases for the identified MASS concepts and sub-functions, and test RBAT

e) Based on the results from the test cases, update RBAT and develop a first version of a functional 
software prototype

f) Draft and submit reports elaborating the tasks above, also by explaining the identified gaps, the 
changes made and providing appropriate graphic material.

Activities a) to c) are documented in this report, namely the first report of Part 2 and the third report of the 
RBAT study. 

Activities d) and e) will be documented in a separate report, namely the second report of Part 2 and the 
fourth report of the RBAT study.

Identify and select MASS concepts and sub-functions

A set of MASS concepts and sub-functions were identified and selected to be developed for testing the 
RBAT framework and methodology. The approach for how to do this consisted of the following four steps:

Define selection criteria

Identification and screening

Assessing relevant MASS concepts and sub-functions

Present proposed solution for EMSA and flag state representatives

The selection criteria were defined to ensure that the selected concepts are those with the (expected) 
broadest commercial usage, and that they allow RBAT to be tested using a variety of (expected) inputs. 

Concepts and sub-functions were identified and screened through interviews with subject matter experts 
internally in DNV, as well as external key industry actors and information available online. A total of 47 
different projects related to autonomous/remotely operated vessels and technologies were identified. A 
screening revealed that the following five concept categories where the most frequent: 

Suppliers (of assisted solutions and autonomy/automation related products) – 11;23%

Un-crewed surface vessels (USVs) – 8;17% (out of scope)
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Small passenger ferries – 7;15%

Short sea cargo – 6;13%

Research – 5;11%

An assessment against the selection criteria concluded that short-sea cargo vessels, small passenger ferries, 
and autonomy/automation related products were most suitable for being brought forward as test cases. A RO-
PAX was chosen to represent autonomy/automation related products.  

The concepts and sub-functions which will be developed into test cases are presented in sub-chapter 2.6, 
Table 2-2. This includes details about vessel characteristics, manning and other roles involved, operating 
areas, mission phases, operations, traffic density, and type of supervision. 

Although USVs are commercially strong, they were considered out of scope due to the USVs relatively small 
size and simpler configuration compared to conventional vessels being regulated by administrations and class 
societies. Concepts developed as part of research activities are diverse and it was difficult to see a trend in 
what would be brought forward commercially.

Develop a risk evaluation technique appropriate to be applied to MASS concepts

A technique suitable for evaluating risks associated with MASS concepts has been developed. Many of the 
risks identified for MASS are expected to be control related, with the failure causes stemming from software. 
Because the probability of such risks is inherently difficult to predict it was decided to abandon the classical
definition of risk as a function of probability and consequence. Other industries, such as automotive, have 
faced similar challenges as part of their work with safety assurance. The proposed approach draws on such 
experiences but tries to adopt them in such a way that they meet the specific needs in the maritime industry, 
and do not deviate from established industry practices and frameworks.

So instead of directly applying the classical definition of risk (probability*consequence), RBAT evaluates risk
as a combined function of: 

How severe is the worst-case outcome from an undesired event?

How effective are the concept’s mitigations to prevent losses?

Risk acceptance criteria (RAC) have been proposed to allow demonstrations of risks being made as low as 
reasonably practicable (ALARP). These have been compared and calibrated against other RAC commonly
found in other safety standards, also those applied by other industries. 

Perform a gap analysis of RBAT and further develop the framework

A gap analysis was performed to assess if there are any gaps between the RBAT framework developed in 
Part 1 and what is required to address the MASS concepts and sub-functions selected as test cases.

A standard format was used for the gap analysis. This included identifying any gaps in the current 
framework (“current state”), describing how the framework should look like (“desired future state”), and 
proposing recommendations for how to close the gaps. 

The analysis revealed sixteen gaps. Some gaps could be closed as part of the activities documented in this 
report (marked “Implemented”), while the remaining will be addressed as part of developing the test cases
(marked “Planned”). A complete list of gaps and recommendations is provided in sub-chapter 4.3, Table 4-1. 
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DEFINITIONS 
Terms Definitions

abnormal 
situation

A disturbance in the normal operation which can potentially result in an 
accident.  

accident An unintended event involving fatality, injury, ship loss or damage, other 
property loss or damage, or environmental damage (IMO, 2018).

accident category A designation of accidents reported in statistical tables according to their 
nature, e.g., fire, collision, grounding, etc. (IMO, 2018).

accident scenario A sequence of events from the initiating event to one of the final stages (IMO, 
2018).

agent Human or machine (computer) responsible for performing or supervising 
control actions.

annunciated 
failure

An annunciated failure condition is one which fails ‘actively’, i.e., in such a 
manner as to inform crew of the failure, either by virtue of indicators or via 
vessel behaviour obviously attributable to it (adapted from Kritzinger, 2016).

anticipated event Events which do not force the system outside the safe operating envelope 
(SOE), and which can be handled while also maintaining normal operations.

automation The execution by a ‘machine’ agent (usually a computer) of a function that was 
previously carried out by a human” (Parasuraman & Riley, 1997).

autonomy “Technology operates alone”. 

See sub-chapter 3.3.1 in Report 1oo2 for Part 1 of RBAT (DNV GL, 2020a).

causal factors The minimum combination of causes required to initiate the unsafe 
condition/mode. May comprise of a single initiating cause, a combination of 
multiple causes, or initiating causes in the presence of other enabling events.

common cause 
failures

Failures of multiple items, which would otherwise be considered independent 
of one another resulting from a single cause (IEC, 2018).

ConOps Document describing the characteristics of a proposed system from the 
viewpoint of an individual who will use that system (ISO/IEC/IEEE 
15288:2015). 

context External and internal environment in which the organization seeks to achieve 
its objectives (ISO, 2009).  

control Purposeful action on or in a process to meet specified objectives (IEC, 2013).  

control function Control actions performed by humans or machines for the accomplishment of a 
functional goal (adapted from IEC, 2000).

control action Acquisition of information, analysis of information, decision-making, or 
implementation of physical actions performed as part of a control function.
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Terms Definitions

direct cause Events which singly, or in few numbers, can cause an accident (and severe 
losses) if they occur in the presence of a hazard.

enabling event Occurrence of a failure or presence of a hazard which contributes to escalating 
an unsafe condition/mode into an accident. 

failure Loss of the ability of an item to perform the required (specified) function within 
the limits set for its intended use. This occurs when the margin (to failure) is 
negative (DNV, 2021b).  

failure cause Set of circumstances that leads to failure (IEC, 2018).

failure condition A condition with an effect on the vessel and its occupants (if present), both 
direct and consequential, caused or contributed to by one or more failures, 
considering relevant adverse operation or environmental conditions (SAE, 
1996).

failure effect A description of the operation of a system or an item as the result of a failure; 
i.e., the consequence(s) a failure mode has on the operation, function or status 
of a system or an item (SAE, 1996).

failure frequency The number of failures expressed in failures per unit of time (calendar or 
operational).

failure 
mechanism

Process that leads to failure (IEC, 2018).

The process may be physical, chemical, logical, psychological or a 
combination thereof.

failure mode The observed way in which the failure (of an item) occurs (adapted from SAE, 
1996 and DNV, 2021b).

function Specific purpose or objective to be accomplished, that can be specified or 
described without reference to the physical means of achieving it (IEC, 2020). 

In RBAT functions refer to how systems perform to successfully accomplish 
operations. Sub-functions are offspring (sub-goals) of higher-level, parent 
function.

functional 
allocation/ 
assignment

Distribution of functions between human and machine (ISO, 2000). Functional 
allocation can also be referred to functional assignment (IEC, 2000).

functional 
analysis

The examination of the functional goals of a system with respect to available 
manpower, technology, and other resources, to provide the basis for 
determining how the function may be assigned and executed (IEC, 2009).

functional goal The performance objectives that shall be satisfied to achieve a higher-level 
corresponding function (adapted from IEC, 2009).
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Terms Definitions

functional hazard 
analysis

A systematic, comprehensive examination of functions to identify and classify 
failure conditions according to their severity (SAE, 1996).

function tree Hierarchical breakdown of high-level key functions into a set of sub-functions.

hazard A potential to threaten human life, health, property or the environment (IMO, 
2018). 

For the purpose of RBAT, this is interpreted as the source of harm which, 
unless managed, has the potential to cause accidents involving harm or 
losses. In terms of safety, a hazard therefore often refers to conditions, 
situations, or states in which various sources of energy, biological or chemical 
agents are present.

hierarchical goal 
structure

Relationship between a goal and sub-goals structured in a hierarchical order 
(adapted from IEC, 2009).

human-
automation 
interaction

The way a human is affected by, controls and receives information from 
automation while performing a task (Sheridan & Parasuraman, 2006).

human error Discrepancy between the human action taken or omitted, and that intended or 
required to achieve a task goal (adapted from IEC, 2018).

incident Occurrence of any event, other than an accident, that is associated with a ship 
or its required infrastructure and affects or could affect its safety.

independent 
mitigation layer

Measures preventing unsafe conditions or modes from resulting in losses and 
which are independent of the causal factors which initiates the event.

initiating event The first of a sequence of events leading to a hazardous situation or accident 
(IMO, 2018).

internal mitigation 
layer

A control function’s internal capacity to withstand or self-recover from a failure
so that normal operations are not disrupted and can continue safely.

item Subject being considered (IEC, 2018).  

key function High level functional goal shared by a set of control functions. Navigation, 
manoeuvring, and communication are examples of key functions. In RBAT, key 
functions are the highest level of functions in the Function Tree.

loss A loss involves something of value to stakeholders. Losses may include a loss 
of human life or human injury, property damage, environmental pollution, loss 
of mission, loss of reputation, loss or leak of sensitive information, or any other 
loss that is unacceptable to the stakeholders (Leveson & Thomas, 2018). 

minimum risk 
condition

A temporary as-safe-as-possible state that the ship enters when it experiences 
situations which, if continued, involves operating outside the safe operating 
envelope.
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Terms Definitions

mission The commercial, political (e.g., defence) or public intentions which have 
contributed to and justifies the vessel concept development and operation.

mission model Hierarchical breakdown of a vessel mission into a set of mission phases and 
operations.

mission phase Subdivisions of the mission typically characterized by a recognizable shift in 
where the vessel is located in terms of geographical surroundings, or the start 
and end of one or more operations.

mitigation layer See “Independent mitigation layer” and “Internal mitigation layer”.

Measures capable of moving the ship into a minimum risk condition, or recover 
it from a degraded state and back to normal operations, are both examples of 
mitigation layers.  

node In RBAT a node is one operation for a mission phase under which a set of 
control functions and actions a grouped together for analysis.

operations Activities performed as part of a mission phase in order to achieve the mission 
goal. Sub-operations are offspring (sub-goals) of higher level, parent 
operations.

operational goals The ultimate purposes of a vessel (adapted from IEC, 2009). In RBAT 
operational goals are explained in terms of the mission, mission phases and 
operations.

performance The performance of a technology is its ability to provide its specified functions 
(DNV, 2021b).

These functions contribute to safety/reliability as well as the output or value 
generated by the system, equipment, or component when in operation.

performance 
margin

The difference between the achieved performance and the specified 
performance requirement (DNV, 2021b).

performance 
shaping factors

Human, workplace, or other contextual factors which have a significant effect 
on an operator’s or crew of operator’s performance.

process Set of interrelated or interacting activities that transforms inputs into outputs 
(IEC, 2018)

reliability The ability of an item to perform a required function under given conditions for 
a given time interval or at a specified condition (DNV, 2021b).

In quantitative terms, it is one (1) minus the failure probability.

recovery actions Actions taken to recover the system from a degraded, failed or unsafe state 
and back to a state which allow normal and safe operations to be continued.
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Terms Definitions

redundancy (of a 
system)

Having multiple capabilities for performing the same function, typically in 
parallel (DNV, 2021b). 

Alternatively,

Provision of more than one means for performing a function (IEC, 2018).

risk control 
measure

A means of controlling a single element of risk (IMO, 2018).

This may refer to […] measures taken to reduce the risks to the operation of 
the system, and to the health and safety of personnel associated with it or in its 
vicinity by (DNV, 2021b):

— reduction in the probability of failure

— mitigation of the consequences of failure

Guidance note:

The usual order of preference of risk control measures is:

a) inherent safety

b) prevention

c) detection

d) control

e) mitigation

f) emergency response.

risk control 
options

A combination of risk control measures (IMO, 2018).

safe operating 
envelope (SOE)

Conditions, both internal and external, in which a system can safely execute its 
normal and planned operations.

scenario Possible sequence of specified conditions under which the system, item or 
process functions are performed (IEC, 2018). See also “accident scenario”.

severity Relative ranking of potential or actual consequences of a failure or a fault (IEC, 
2018).

situational 
awareness

Situational awareness or situation awareness (SA) is the perception of 
environmental elements and events with respect to time or space, the 
comprehension of their meaning, and the projection of their future status 
(Endsley 1995).

supervision A role with an explicit responsibility to monitor system performance and detect 
abnormalities so that the desired outcome can be achieved through 
implementation of corrective responses.
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Terms Definitions

system Combination of interacting elements organized to achieve one or more stated 
purposes, i.e. goals (IEC, 2018).

task A set of [control] actions taken by humans to enable functions and perform 
operations. A task may involve interactions with several different functions, but 
also with humans. Task goals is the same as operations. 

undetected/ 
unannunciated 
failures

An unannunciated failure is potentially a latent or passive failure condition, or 
one that is misleading. A failure is latent until it is made known to the crew or 
maintenance personnel (adapted from Kritzinger, 2017).

unsafe condition/ 
mode

Incident where a system is operating outside its normal (and safe) operating 
envelope due to degraded performance (e.g., failures) or exceeded capabilities 
which, if left unmitigated, has the potential to directly cause an accident. 

worst-case 
outcomes

The most severe foreseeable outcome of an unsafe condition/mode when 
assuming there is no mitigation. 

In RBAT, worst-case outcomes assume the contextual presence of a hazard. 
For example, loss of steering (an unsafe condition) close to shore (a hazard) 
results in a grounding (a worst-case outcome). 
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1 INTRODUCTION

1.1 Background
EMSA has contracted DNV to perform a functional study for developing a Risk-Based Assessment Tool 
(RBAT) for maritime autonomous surface ships (MASS). As outlined in DNV’s proposal (DNV GL, 2020b) 
and EMSA’s Tender Specifications (EMSA, 2020), the RBAT study consist of three parts:

Part 1: Develop a framework for a generic MASS risk assessment tool

Part 2: Test the risk assessment tool on specific cases and develop software tool prototype

Part 3: Re-iterate testing on more complex cases and finalize the software tool

1.2 Objective
The objective of this report is to finalize and document a first version of RBAT and present an outline of
(fictive) MASS concepts to be developed as case studies for testing RBAT.

1.3 Scope of work
The study is currently halfway into Part 2 which includes the following scope of work:

a) Identify and select specific MASS concepts and sub-functions for testing RBAT

b) Develop a risk evaluation technique appropriate to be applied to MASS concepts

c) Perform a gap analysis of RBAT and further develop the framework

d) Develop test cases for the identified MASS concepts and sub-functions, and test RBAT

e) Based on the results from the test cases, update RBAT and develop a first version of a functional 
software prototype

f) Draft and submit a final report elaborating the tasks above, also by explaining the identified gaps, 
the changes made and providing appropriate graphic material.

Activities a) to c) are documented in this report, namely the first report of Part 2 and the third report of the 
RBAT study. 

Activities d) and e) will be documented in a separate report, namely the second report of Part 2 and the 
fourth report of the RBAT study.

1.4 Updates to the framework described in report 2/2 for Part 1
Updates to the framework described in report 2/2 for Part 1 (DNV, 2021a) have been documented as part of
the gap analysis in presented in this report’s Chapter 5.
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2 IDENTIFY AND SELECT MASS CONCEPTS AND SUB-FUNCTIONS

2.1 Purpose
The purpose of this activity is to identify MASS concepts and a set of selected sub-functions1 which provides
suitable input for testing the RBAT framework and methodology.

2.2 Approach
The concepts and sub-functions have been identified and selected following four steps:

1. Define selection criteria. The criteria for selecting the test cases were defined with the purpose of 
achieving two goals. One is (as per EMSA’s tender specification /2/) to select the concepts that are 
currently being planned or already implemented by the industry with the broadest commercial usage. 
The criteria’s second goal is (as per DNV’s proposal) to ensure that the selected cases allow RBAT 
to be sufficiently tested using a representative variety of expected input.

2. Identification and screening. MASS concepts and sub-functions were identified by interviewing 
experts internal in DNV as well as representatives from key industry actors. The interviews were used 
to obtain an overview of ongoing projects, but also to discuss challenges and motivations for these 
types of projects. Input from the interviews were further supplemented with information found on the 
internet and other available sources.

3. Assessing relevant MASS concepts and sub-functions. The compilation of MASS concepts and sub-
functions identified as part of the screening were then evaluated against the criteria developed to 
guide the selection. 

4. Present and decide on MASS concepts and sub-functions. A meeting with EMSA and 
representatives from EU flag states took place on the 15th of October. The goal of the meeting was
reaching a final decision about which MASS concepts and sub-functions should be further 
developed into suitable input for testing RBAT.

2.3 Defining selection criteria
In DNV’s proposal the rationale for autonomous concepts defined by the MUNIN-project (MUNIN, 2015) was 
suggested to serve as selection criteria for predicting broadest commercial usage. These are as follows:

Economical sustainability

Social sustainability

Legal barriers (and opportunities)

Ecological sustainability

Environmental sustainability

Environmental impact

Feasibility of technical solutions

The initial thought was to further specify the criteria and make them more measurable, so that a scoring 
system could be developed which allowed a direct comparison between the different concepts. 

It was early on decided to abandon this approach due to how the variation and uncertainties inherent in the 
available input data would not produce results which accurately enough reflected the scores. Furthermore, 
initial talks with in-house DNV experts gave the impression that the rationale behind realization of MASS 
concepts cannot be measured and ranked based on a set of single criteria. Instead, they result from complex 
interactions and synergies from a wide range of factors of different magnitude and importance, on a case-by-

1 The term “sub-function” here refers to a lower-level function of what is referred to a “key function” in the RBAT function tree, i.e. the highest function level.
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case basis. Thus, it was decided to use the proposed criteria as prompts and discussion topics during the 
interviews with industry representatives. The goal of identifying concepts with the broadest commercial usage 
was achieved through evaluating the following aspects:

Feedback from the interviewees about commercial and technical considerations/ enablers

The number of concepts identified as belonging to the same category

How far the various concepts have come in the development stage

As part of evaluating which concepts have the broadest commercial potential, aspects such as operational 
flexibility (e.g., offering several types of services) and scalability of a fleet was taken into consideration. The 
number of projects currently being worked on under each concept-category gives an indication of which 
concepts the market has the most interest in. 

To ensure that RBAT is tested based on a complete and representative set of cases, it was opted to not base 
the selection of concepts solely on the abovementioned criteria. In principle, this could result in selecting three 
concepts which would be too similar for RBAT to be tested against a representative variety of expected input. 
It was therefore decided that the combination of concepts and sub-functions should also be chosen based on 
the opportunity to cover the following system characteristics:

An unmanned vessel

A vessel with reduced manning

A vessel with passengers onboard

A vessel transporting cargo

Furthermore, the selection of sub-functions should include features such as:

Sub-function(s) performed in an iterative manner, e.g., navigation w/ collision avoidance

o One case where the sub-functions are remotely controlled

o One case where the sub-function is remotely monitored (supervised)

o One case where the sub-functions are unsupervised

Sub-function(s) performed in a sequential manner, e.g., cargo handling

Sub-function(s) which has a continuously demand/presence, e.g., integrated monitoring and control

Sub-function(s) required as a response to an abnormal and potentially unsafe event

2.4 Identification and screening
The main source of data about MASS concepts was obtained from interviews which was further 
supplemented with information gathered online.

2.4.1 Interviews
Table 2-1 lists the people who have been interviewed as part of the screening activity. Based on the outputs, 
DNV is of the impression that the interviewees represented a good mix of various insights, ranging from the 
specific concepts they were involved in, to technological trends and commercial foresights. Most of the people 
interviewed had extensive networks with various types of stakeholders, which gave the screening an extra 
reach beyond the organizations they represented.
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Table 2-1: Overview of interviewees
Name  Company  Role  

Ørnulf Jan Rødseth Sintef Senior Researcher

Päivi Haikkola One Sea Naval Architect

Pia Meling Massterly VP Sales & Marketing

Tom Eystø Massterly  CEO

Øyvind Smogeli Zeabus CTO

Henrik Stray Zeabus COO

Christian Cabos Wärtsilä Director Product Development Smart Vessel

Per Marius Berrefjord DNV Senior Vice President and Business Development Leader

Are Jørgensen DNV Senior Principal Engineer

Øystein Engelhardtsen DNV Senior Researcher

Arnstein Eknes DNV Business/Segment Director – Special Ships

Tom Arne Pedersen DNV Principal Researcher

Each interview lasted approximately 1 to 1,5 hours and were loosely structured around the following key 
questions:

Introduction

o Introduction of meeting participants

o Brief about the RBAT project 

o The purpose and structure of the interview

Which concepts or products do you know of?

Which 3-4 of the mentioned concepts and products do you predict will achieve the broadest 
commercial usage in the coming years? And why?

o What is the business case rationale? (Use selection criteria as prompts/discussion topics)

o What are the technological, commercial, or political enablers driving the development?

o What are the main challenges and obstacles?

Any tips about who else to talk to?

Any tips about information available online?
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2.4.2 Identified concepts
The screening identified 47 different projects related to autonomous vessels and technology. A complete list 
of all the concepts can be found in Appendix A. Figure 1 shows the distribution of different concept across 
generic categories. It includes a wide variety of projects ranging from those currently being designed and 
constructed, to those still being developed on a conceptual stage.

Figure 1: Distribution of concept types identified as part of the screening

As can be seen, when defining a lower cut-off limit of 10%, the five main categories are:

Suppliers (of assisted solutions and autonomy/automation related products) – 11;23%

Un-crewed surface vessels (USVs) – 8;17% (out of scope)

Small passenger ferries – 7;15%

Short sea cargo – 6;13%

Research – 5;11%

Due to the USVs relatively small size and simpler configuration compared to conventional vessels being 
regulated by administrations and class societies, these were considered out of scope for testing RBAT. While 
they may have been good in testing the concept of multi-vessel fleets, this can be covered by other vessel 
types such as the small passenger ferries. Based on the number of projects in development, the three top 

7; 15 %

6; 13 %

8; 17 %

2; 4 %1; 2 %

11; 23 %

4; 9 %

3; 6 %
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Projects

Small passenger ferry
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candidates for further assessment were autonomy/automation related products (functionality), small 
passenger ferries and short sea cargo vessels.

2.5 Assessing relevant MASS concepts and sub-functions
Data gathered through the interviews suggest that the drivers behind current MASS-related projects tend to 
be specific in terms of what they intend to achieve. In general, and as already indicated by others (MUNIN, 
2015), the goals tend to revolve around increased flexibility, scalability, improved safety, and operational 
performance, as well as environmental benefits. 

Several of the interviewees argued that concepts which include vessels that sail close to shore, with access 
to clean energy, will be some of the first concepts to be realised. Electrically (battery) powered vessels with 
reliable machinery which require less maintenance during operations are desirable for vessels with no or 
reduced manning. 

Operations that include repeated crossings and simple routes are easier to automate than those which require 
more complex navigation. They are also easier to remotely monitor which again allows increased scalability. 
The possibility to increase a fleet size relative to the required number of remote-control centres and/or vessel 
operators was also emphasized as essential for being able to develop a sustainable and good business case 
for several of the concept types.

The feedback also suggested that specific technological solutions (automated/autonomous functionality) can 
be equally important as the overall vessel and fleet concept, and that future developments may be driven 
forward equally much by technology suppliers, as by ship owners and/or stakeholders of infrastructures and 
supply chains. Again, scalability of the technology and products is important when considering the commercial 
potential. 

Although being the most frequently used “buzzwords”, autonomy/automation and remote operations (reducing 
operational expenditures by enabling reduced manning levels) may not be the only major mechanism driving 
the current developments. Improved supply chain logistics and fuel efficiency based on smarter data utilization 
may prove to become equally important. Many of the projects also try to solve a bigger challenge instead of 
just for example transporting goods from one port to another. A big part of the technological transformation 
we are seeing comes from the desire to take more control over the whole value chain and thus solving 
logistical challenges. As for smarter operations, an example can be made by how it is not necessary for a 
fishing vessel to have enough fuel for a trip around the globe. It’s better to have just the right amount of energy 
for the exact trip. This may be applicable for a lot of vessels around the world. 

The overall assessment of MASS concepts supported the notion to pursue autonomy/automation related 
products, small passenger ferries, and short sea cargo vessels as candidates for testing RBAT. The following 
sub-sections summarize the assessment done of each concept. The section structure follows the main 
questions asked during the interviews.

2.5.1 Short sea cargo vessels
2.5.1.1 What is the business case rationale?
This concept may not become the largest in terms of numbers but is predicted to have broad commercial 
impact in terms of being developed in full scale to accommodate the specific needs of larger companies, 
especially those owning the transported cargo. It can sail in territorial waters and consequently be under 
national laws and regulations. Much like the small passenger ferries, the ongoing projects involve using 
such vessels for relatively short distances and following a fixed route. This allows for concepts being electric 
with zero emission supported by a dedicated infrastructure, which is considered as commercially beneficial. 
Not having to conduct changes of crew shifts onboard, an unmanned vessel also has the possibility of 
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transporting goods more often and with a higher frequency compared to manned ships. Most of these 
concepts will be part of larger logistical chains and can replace/reduce use of trucks and transport on the 
road, making it an environmentally friendly alternative for transport. 

2.5.1.2 What are the technological, commercial, or political enablers?
Increased flexibility, safety and more environmentally friendly solutions. Cargo owners can get control over 
the whole value chain and to a greater extent utilize otherwise expensive assets (e.g., more accurate 
loading/unloading schedule for trucks, resulting in less waiting time). 

2.5.1.3 What are the main challenges and obstacles?
The key challenges to solve are navigation and efficient and reliable cargo handling systems. Another 
important aspect with unmanned vessels is solving the challenges with moving personnel from ship to shore, 
as part of a transitional phase. How this should be managed and how the new type of tasks will be dealt with 
is yet to be seen. The concepts also require a certain fleet size to be controlled from the remote-control centres, 
to justify the costs of having a remote instead of onboard vessel operator.

2.5.2 Small passenger ferry
2.5.2.1 What is the business case rationale?
This concept is socio-economical beneficial due to relative low-cost and high benefit of increasing transport 
efficiency. It also gives flexibility and a new tool for city planners, enabling new means of transport and opening 
new areas. By using the waterway, these ferries can help reduce traffic on the roads, and due to short and 
fixed routes, be fully electric, making it an environmentally friendly alternative. 

A fully autonomous unmanned passenger ferry also allows for on-demand transport and full availability for 
passengers. An interesting perspective with this concept is the fleet perspective. Operating on short distance 
routes, at low speed, and with relatively simple navigational requirements, the vessels can potentially be made 
with a high degree of automation. A human supervisor on shore may therefore be able to supervise a large 
number of ferries, only interfering in case of an alarm. In case the ferries can be safely operated unmanned, 
crew costs related to this concept can be kept relatively low.

Another aspect related to the business case rationale, is that the technology in the concept is scalable, making 
it possible for stakeholders/developers to expand the business to other geographical areas.

2.5.2.2 What are the technological, commercial, or political enablers?
There is potentially a big market as there are many canal-cities, especially in Europe. This is a concept which 
will sail short, fixed routes, while being in shallow and sheltered waters, thus, the small autonomous passenger 
ferry is a suitable concept of testing and developing solutions for automated navigation. The concept can also 
help reduce traffic on roads and bridges as well as improve collective transport. 

2.5.2.3 What are the main challenges and obstacles?
Passenger safety and legislation is the main challenge. Today, safety personnel are required onboard for 
passenger vessels. The success of small passenger ferries may (to a larger extent than other MASS 
concepts) rely on being allowed to operate crewless to keep the operational costs at a viable level, and so 
exemption from or changes to the existing rule set is likely to be needed.

2.5.3 Autonomous functions (assisted solutions)
2.5.3.1 What is the business case rationale?
Assisted solutions could potentially help reduce fuel and crew costs, and improve overall operation, making 
the vessels more reliable, flexible, and safer. By introducing increased automation for specific functions, like 
auto-crossing, auto-docking, cargo handling, or certain engineering functions, the technology can be 
gradually introduced and tested without having to significantly challenge the current regulations. The effects 
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are expected to be improved operator support, more efficient use of resources (fuel, battery power, 
winds/currents/waves), and reduced workload for the operators.

2.5.3.2 What are the technological, commercial, or political enablers?
The advent of technologies enabling real-time transfer of high-quality data, which makes it possible to 
monitor specific performances of several vessels in a fleet, are a big driver for autonomous/automated and 
remote solutions. A remote-control centre can help relieve certain tasks onboard and serve as experts for 
various purposes, such as planning and troubleshooting. The fleet perspective is also an interesting aspect
and involves that vessels can be in preparedness for each other and thereby increasing safety.

2.5.3.3 What are the main challenges and obstacles?
Much of the technology is not yet fully developed and is still subject to research. 

2.6 Proposed MASS concepts and sub-functions
Both EMSA’s tender specification and DNV’s proposals state that “concepts” and “sub-functions” shall be the 
starting point selecting and developing test cases. However, since these documents were authored, the RBAT 
framework has matured significantly, and in a way which influences this process. Specifically, Part 1 of the 
RBAT project developed a “Mission Model” and “Function Tree” which together forms a structure for how use 
of automation and remote control is assessed. The proposed test cases are therefore outlined according to 
the RBAT methodology, by also describing additional characteristics such as roles present in remote control 
centres, vessel manning, energy sources for propulsion, fleet size, geographical operating areas, traffic 
density, and a breakdown of the vessel mission into phases, operations, and functions.

The proposed MASS concepts are to be developed as RBAT test cases are described in Table 2-2. Note 
that a RO-Pax ferry has been included as a third Concept C, despite how there was only one case identified 
as being under development (see Figure 1 and Appendix A). This is because it is used to represent a vessel 
type which is likely to be adopting emerging technologies for assisted solutions, which was one of the three 
proposed concept categories.
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3 DEVELOPMENT OF A RISK EVALUATION TECHNIQUE FOR RBAT 

3.1 Updated scope of work for Activity 2b) 
One of the activities originally requested by EMSA (2020) was to assess ALARP limits that would be 
appropriate to apply to MASS. Furthermore, it was stated that the Formal Safety Assessment (FSA)
Guidelines (MSC-MEPC.2/Circ.12/Rev.2) should be used to develop an appropriate method of evaluating 
that the risk is within the ALARP limits. EMSA also expected that the contractor (i.e., DNV) develops risk 
levels that may be used for the assessment of the risk implied by the intended MASS concepts.

During the development of RBAT, as well as drawing on experience from research and other commercial
projects, it became increasingly evident that a traditional approach to risk evaluation, such as that described 
in the FSA guideline, has limitations when being applied to complex and software intensive systems (such 
as MASS). Reference is made to a meeting with EMSA on the 7th of October 2021, where the objective was 
to discuss various options for how to perform risk evaluation of software related events using RBAT. Much 
drawing on the experiences from other industries, the main conclusion from this meeting was that it is not
recommended to apply a probabilistic (quantitative) approach as part of evaluating risk associated with 
unwanted events which are software-related (e.g., failures). This is due to a complex nature of software-
related failures and associated uncertainty related to the likelihood of such failures.

Software-related failures may be introduced at a system design requirements level e.g., through overlooked 
dependencies among the technical, operational, human, and organisational components of systems, 
specifications that are based on inadequate understanding of physical processes and the environment a 
system is operated in (e.g., being outside of operational envelope), or unexpected inputs for which no 
specific response has been specified. 

Software-related failures may also be introduced at software design and implementation level, e.g., through 
unforeseen dependencies in the internal dataflow, or unsafe use of the programming language. In addition, 
failures that are caused by degraded but still operational hardware may in some cases manifest themselves 
as software-related failures.

Therefore, a system may fail to meet expectations in a substantial number of ways, and thus a practice of 
assigning likelihood to software-related failures come with an inherent uncertainty which makes confident 
decision-making difficult.

Due to the complexity of initiating events in which software-related failures are a significant contributor, and 
the uncertainty related to its likelihood, it is therefore proposed to direct the attention of RBAT towards event 
mitigation. Consequently, a qualitative approach is proposed to be developed, where the risk is evaluated as 
a function of how severe the potential consequences of an unwanted event/unsafe condition or mode are, 
combined with how effective mitigation measures are at recovering the system to a as safe-as-possible 
state or preventing losses. 

As action from the meeting held on the 7th of October, DNV was tasked with proposing a new way for how 
best to implement Activity 2b) of the RBAT project. The following approach was subsequently reviewed and 
accepted by EMSA:

DNV shall develop a (qualitative) technique suitable for evaluating the risk associated with scenarios 
identified when using the RBAT. Risk shall be evaluated as a function of consequences of the unwanted 
event and mitigating measures implemented to reduce consequences/recover a system to a safe-as-
possible-state. Two separate indexes shall be developed; one which defines levels of severity of 
consequence (e.g., from no effect to catastrophic), and another which defines levels of mitigation 
effectiveness (e.g., from fully recovered to a safe state to no recovery). Severity is understood as a degree 
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of impact on safety (e.g., human safety and system degradation leading to an accident), while mitigation 
refers to how successful a response is at reducing consequences of unwanted event by preventing the 
impact or losses. The two indexes shall be combined to form a risk matrix which can be used to define 
levels of risk by considering degree of severity against the degree of mitigation effectiveness. The risk 
matrix shall include criteria for what is considered acceptable and unacceptable risk levels.

3.2 Rationale for the proposed risk evaluation approach 
The proposed approach is to a large extent based on what is already done in Maritime today. However, 
since the existing maritime safety philosophy for control systems relies heavily on operators being present 
onboard and a part of the safety loop, some changes are required when autonomous control functions are
introduced. Thus, inspiration from other industries have been utilised in the proposed approach.  

To provide a rationale for the proposal this section contains a high-level description of management of 
control-related risk in other industries, a similar high-level description regarding management of control risk 
in maritime, and finally a proposed high-level risk assessment scheme for MASS. 

3.2.1 Management of control-related risks in other industries  
Table 3-1 below shows a typical example of a risk matrix, that also contains an example of risk acceptance 
criteria for combinations of Severity and Probability of dangerous failure per year.

Table 3-1: Example of classical risk matrix
Severity

Probability of failure per year Negligible Minor Significant Severe Catastrophic
Frequent >=1 Medium High High High High
Probable >=1/10 To <1 Low Medium High High High
Occasional >=1/100 To <1/10 Low Medium Medium High High
Remote >=1/1000 To <1/100 Low Low Medium Medium High
Very remote >=1/10000 To <1/1000 Low Low Low Medium Medium
Improbable      <1/10000 Low Low Low Low Medium

A problem with using this matrix in decision-making is that quantitative estimation of failure probabilities 
typically is not possible for systematic and systemic failures (see Annex D for an explanation of these failure 
types). The way this is dealt with when it comes to control functions in other industries like automotive, 
aviation, railway, machinery, process, oil & gas etc. can be summarised as follows: 

1. Other industries will allocate Safety Integrity Levels (SIL) (IEC, 2010), Development Assurance 
Levels (DAL) (SAE, 2010), Performance Levels (PL) (ISO, 2015) or similar to individual control 
functions. Each level reflects a certain range of probability for random hardware failure, e.g. 
“Remote” in Table 3-1 above, corresponds to what is required to claim SIL 2, DAL-C or PL=d 
performance. Demonstration of probability of dangerous random hardware failure will typically be 
performed through quantitative analysis utilising e.g. fault tree analysis.  

2. Many people associate the integrity levels with quantitative reliability analysis as described in pt. 1
above. However, the main topic in the various functional safety standards is the vast potential for 
systematic failures in control functions, in particular in software (see also Appendix B).
Consequently, the achievement of a specific integrity/assurance/performance level requires the 
demonstration of so-called systematic capabilities. See item 5 below for further details.  
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3. Control functions considered safety critical are often emergency shutdown functions that are 
separated from the main control functions used during normal operations. This is typical for oil &
gas, the process industry, machinery etc. These kinds of safety functions are typically capable of 
mitigating both random hardware and systematic/systemic failures in the main control functions, and 
consequently the main control functions are not considered safety critical at all. 

4. If an independent safety function needs to be equally advanced as the main control function to 
mitigate all forms of systematic/systemic faults, a separate emergency function is typically not 
implemented. In such cases the main control functions are considered safety critical and must be 
developed to a SIL or similar. Such functions are found e.g., in automotive, railway and aviation.
They typical contain a large number of mechanisms for Fault Detection Isolation and Recovery 
(FDIR) aimed at managing both hardware and software related faults. However, such functions will 
typically not be fault tolerant to all types for systematic/systemic failures. 

5. Requirements for systematic capabilities applies to processes and methodologies used in risk 
analysis, requirements specifications, system/software/hardware architecture, detailed design, 
implementation, various forms of verification and validation. The required level of rigour and 
methods applied in those overall processes varies with required integrity/assurance/performance
level. The goal is that the processes applied shall be so strong that the probability of dangerous 
systematic failure is small compared to the required probability of dangerous random hardware 
failure. Since, the probability of systematic failures is very difficult to quantify, it is also difficult to 
substantiate the claim that the probability really is that low, in particular for complex functions.
However, experience from various industries seems to indicate that the various schemes are
working quite well. This is further elaborated in 6 below.

6. Regarding what is achieved in the various industries, the standards alone do not provide all 
knowledge needed to achieve the required integrity. As an example, it is much more challenging to
demonstrating Automotive Safety Integrity Level C (ASILC), for an adaptive cruise control function in 
a car compared to demonstrating a SIL3 for a relatively simple separate emergency shutdown 
function used in oil & gas. More advanced methodologies will be needed in the automotive case, for 
example when it comes to types of risk analyses being applied. Thus, the organisations involved 
need to have competence, processes and methods in place that are fit for purpose. In practice, the 
safety community within each industry will reach a level on consensus of what is standard industry 
practice for different types of applications within that industry. Sometimes this goes beyond what is 
the minimum requirements in the standards. The safety communities within various industries are 
also influencing each other. This can be observed when new revisions of the various standards and 
guidelines are issued. What today is required at comparable integrity levels cross industries is in a 
high-level perspective similar, although there are quite a lot of variations when it comes to more
detailed requirements.

7. When performing allocation of SIL, DAL or similar, subfunctions or individual components may be 
allocated a lower target level than the overall function. Typically, such downgrading requires some 
level of independence between the various subfunctions and components.

8. Some safety standards e.g., the ones for machinery and automotive allows for reduction of required 
level based on exposure rate. E.g., ISO 26262 (ISO, 2011) used in automotive, allows for targeted 
Automotive Safety Integrity Level (ASIL) to be reduced by one level if the relevant hazards are 
estimated to be present less than 10% of the average operational time for the car, and two levels if it 
can be argued that the relevant hazards are present less than 1% of the average operational time.



DNV  –  Report No. 2021-1343, Rev. 0  –  www.dnv.com Page 23

9. The requirements in the functional safety standards do apply not only to top-level applications, but 
to all software and hardware components within a safety critical system, e.g. sensors, CPU boards, 
operating systems, communication protocols, network stacks, compiler libraries, low-level software 
packages proving support for a specific CPU board etc.  Such components are typically available
commercially of the shelf, and there is a huge market for components that are certified or qualified 
for use in safety critical applications. As an example, Wind River which is a supplier of the VxWorks
real time operating system extensively used in maritime, also provide versions qualified for use in 
safety critical systems in automotive, aviation, railway etc. Qualified versions of commercial off-the-
shelf software components may often have a somewhat more limited functionality than the standard 
versions and may also only work with specific hardware components for which a qualified board 
support package has been developed.

10. For separate safety systems used to provide emergency stop, the level of standardisation is 
particularly high, since vendors of safety controllers, e.g., Siemens, ABB HIMA etc., also will provide 
certified function blocks that are used to build quite simple cause & effect logic without programming 
from scratch. For such functions, use of the so called “de-energize to safe/trip” principle allows for 
system specific safety applications realising quite simple cause & effect logic. This combination of a 
very strong standardised platform and simple system specific safety applications limits the room for 
systematic/systemic faults, and allows for a simpler verification and validation process, which relies 
heavily on testing.  The IEC 61511 standard (IEC, 2016) used in oil & gas and in the process 
industry, anticipates that all components used has been qualified as SIL capable, so that this kind 
simplified process can be applied.  If that is not the case, IEC 61511 disqualifies itself and requires 
IEC 61508 (IEC, 2010) to be applied. 

11. Regarding probability of dangerous failure in a continuous or frequently used control function that 
has not been developed to a Safety Integrity Level or similar, the lowest claim regarding probability 
typically corresponds to Probable in the risk matrix above, see e.g., IEC 61511. The limit reflects the 
start of the SIL1 range for such functions, and to claim a lower probability, the control function would 
need to be developed to a SIL or similar.

12. When complying with the above-mentioned IEC standards, the highest risk reduction factor that can 
be claimed for an independent safety function that will be activated on-demand but has not been 
developed to a Safety Integrity level is 10. This means that such a function is assumed to work 9 out 
of 10 times and that probability of failure on demand is 0.1. The limit reflects the start of the SIL1 
range for on-demand safety functions, and to claim a lower probability the control function would 
need to be developed to a SIL or similar 

13. Many functional safety standards provide a route were control functions and/or component that was 
not originally developed to a SIL or similar can be approved based on field experience as “proven in 
use”. However, these approaches are challenging as it is difficult to know whether a software has 
been exposed to all relevant combinations and sequences of inputs, because software may have 
been updated during its service and because the required amount of high-quality field data may not 
be available.

3.2.2 Management of control related risks in maritime
The maritime industry is relying on prescriptive rules (e.g., class) and does not typically apply functional 
safety standards. The overall approach and differences to other industries can be summarised as follows:

1. When it comes to mitigation of random hardware faults, the maritime industry relies on redundancy
in the same way as other industries. Risk analyses, like failure mode effect and criticality analysis 
(FMECA), are performed to analyse threats to the redundancy concept. Such risks are evaluated 
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qualitatively only. It is not required to perform quantitative analysis in order to demonstrate that the 
probability of two dangerous random hardware failures, affecting both channels in a redundant 
system is below a specific target.

2. Regarding mitigation of systematic/systemic failures manifesting themselves in software, the 
maritime strategy has been to rely on a fallback chain activated automatically or by the operator. 
E.g., if autonomous operation of a DP system has been aborted due to systematic failure in 
software, the fall-back chain is as follows: “Independent Joystick” which means that the operator can 
manually control all thrusters; individual lever per thruster; and, local control levers in the engine 
rooms. DP represent a border case when it comes to applicability of the current maritime approach, 
since that fallback chain may not be effective for all types of operations where DP may be used.

3. When it comes to reducing the probability of systematic faults, there are relatively few mandatory 
requirements compared to other industries. Testing is required and very important when it comes to 
removal of systematic/systemic faults, but as described in Annex D, the number of possible input 
combinations and possible execution paths typically prevents exhaustive testing even when using a 
simulated environment. This means that testing typically can only demonstrate the presence of 
conditions that can lead to failures and not their absence. The lack of detailed requirements means 
that the various suppliers enjoy a considerable freedom regarding how much effort to put in and 
what methodologies to use in order to remove systematic and systemic failures.

4. The maritime industry does not require the use of hardware and software components that has been
qualified for use in safety critical systems as described in 3.2.1, item 9 and 10. However, even if it is 
not formally required, such components are used onboard ships, typically in separate safety 
functions providing various types of emergency stops.

5. As briefly discussed in 3.2.1, item 6, there is a big difference in demonstrating integrity for a 
complex main control function, such as one used for automated navigation, and a relatively simple 
emergency shutdown function. In maritime the differences between such safety critical systems will 
be handled through prescriptive class rules.

6. Maritime does not have the same type of scheme for approval based on “proven in use“, as 
described in 3.2.1, item 13. However, as in other industries, the suppliers benefit from having their 
systems onboard many operational units. This typical provides a continuous stream of feedback that 
is used to improve the systems. E.g., suppliers of DP systems benefit from decades of feedback 
from a large number of different vessels and types of operations. This is one of the reasons that DP 
systems today are much more reliable than earlier, which again has led to DP being used in some 
very critical operations. It is important to consider that the same level of maturity cannot be expected 
from novel autonomous functions. It is also important to considered that suppliers sometimes make 
major changes to system architecture and/or hardware/software execution platform for existing 
types of system. Such new generations may introduce a new set of systematic faults, that was not 
present in the previous generation. Maintenance releases issued more frequently also carries the 
risk of unwanted side-effects.

3.3 Proposed approach for risk evaluation of MASS
The following sub-chapters present the two indexes which together form the risk matrix to be used in RBAT. 
Criteria for what is considered acceptable and unacceptable risk levels are also suggested.
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3.3.1 Worst-case outcome severity index
An index for ranking the severity of worst-case outcomes is presented in Table 3-2 below. It adopts the four 
levels of severity described in the FSA guideline (IMO, 2018), with some slight changes to the choice of 
wording. “No effect” and “Negligible” has also been added as options to be used for events with no or less 
significant effects in terms of safety. 

Table 3-2: Severity index for worst-case outcomes
Severity Effects on human safety

No effect No injuries

Negligible Superficial injury 

Minor Single injury or multiple minor injures

Significant Single serious or multiple injuries

Severe Single fatality or multiple serious injuries

Catastrophic Multiple fatalities (more than one)

3.3.2 Mitigation effectiveness index 
Regarding initiating events that manifest themselves in control functions, it is not foreseen that the maritime 
industry will seek to reduce the likelihood of such failures by going in the direction of building high-integrity 
main control functions according to functional safety standards2.   

The occurrence of a failure where external intervention by human or another system is required, should be 
estimated as Probable, if a classical risk matrix of the type shown in Table 3-3 below is being used. This is 
in line with the classification that would have been made if a functional safety standard had been applied. 
Since control functions on a ship are complex, for which dangerous faults could occur in many ways, the 
top-level risks are aggregated. Thus, this assumption is not seen as very conservative.

A standard redundant control system used in maritime is considered to (stand-alone) have a moderate
strength when it comes to mitigate internal failures without any operator intervention. Such a system is 
expected to be tolerant to single random hardware failures, and there may also be mitigating measures that 
can prevent losses from some type of systematic faults, e.g., in software, but there will typically be types of 
systematic faults which the system itself will not be able to mitigate if they were to occur.

Table 3-3: Classical risk matrix based on probability estimation
Severity

Probability of failure per year Negligible Minor Significant Severe Catastrophic
Frequent                  >= 1 Medium High High High High
Probable                  >= 1/10      to  < 1 Low Medium High High High
Occasional               >= 1/100    to  < 1/10 Low Medium Medium High High
Remote                    >=1/1000   to  < 1/100         Low Low Medium Medium High
Very Remote          >=1/10000 to  < 1/1000       Low Low Low Medium Medium
Improbable                                        < 1/10000    Low Low Low Low Medium

Since the maritime industry does not require risk mitigating control functions to have a high integrity, it is 
suggested that maximum risk reduction factor that can be claimed for such functions is 10. This 

2 In a similar way to what is done e.g., in automotive, aviation, and railway, ref. 3.2.1. 
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classification is also in line with what is done in functional safety standards in that the maximum risk 
reduction factor that can be claimed for a risk mitigating control function not developed according to such a 
standard is 10 (see also 3.2.1 item 12 in 3.2.1). A risk reduction factor of 10 corresponds to one probability 
class lower in the probability-based risk matrix (Table 3-3). 

Drawing on these arguments it is therefore suggested to avoid the use of probability altogether and instead 
use a risk matrix that focus on available risk mitigation layers like one shown in Table 3-4. 

For control systems the thinking behind the mitigation scale is as follows:

For a control function that is not fully redundant, the effectiveness of internal risk mitigation is 
considered Low. There may be mitigation measures that can prevent losses from some types of 
random hardware failures, but the function being analyzed is not fully hardware fault tolerant nor 
fully tolerant to systematic/systemic faults.

As discussed in the introduction to this section, a standard critical control system used in maritime is 
expected to be redundant. This implies that there at is least one internal mitigation layer that can 
prevent losses from various types of random hardware failures. There may also be mitigation 
measures that can prevent losses from some types of systematic faults, but for such systems there 
will typically be types of systematic/systemic faults that cannot be mitigated without external 
intervention. Thus, the effectiveness of the internal mitigations in the system should be classified as 
Moderate. 

An independent mitigation layer will increase the strength of the mitigating measures by one level.  
For example, an independent emergency function that can mitigate a control failure in a standard 
control system will raise the strength from Moderate to Medium.  A further strengthening to High will 
require a second independent mitigation, and so on.

Table 3-4: Effectiveness of mitigation layers
Effectiveness Description

Very high At least three effective independent mitigation layers that for the assessed scenario can 
prevent losses regardless failure cause. 

High At least two effective independent mitigation layers that for the assessed scenario can 
prevent losses regardless failure cause.

Medium At least one effective independent mitigation layer that for the assessed scenario can 
prevent losses regardless failure cause.

Moderate At least one internal mitigation layer that can prevent losses from random hardware
failures.   

The control function has additional capacities for self-recovery from other types of 
failures, however, for the assessed scenario these are not effective regardless failure 
cause.

Low   The control function has some capacities for self-recovery, however for the assessed
scenario these are expected to have a limited effect.

Note: In case of a control function with low capacity for self-recovery is combined with one independent
mitigation layer capable of preventing losses regardless of failure cause, the total effectiveness should be 
considered on a case-by-case basis. 
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3.3.3 Risk matrix and acceptance criteria 
Table 3-5 combines the severity index (Table 3-2) and mitigation effectiveness index (Table 3-4) into what is 
proposed to be the risk matrix for RBAT, including risk acceptance criteria. As requested by EMSA, it is here 
recommended that the “as low as is reasonably practicable” (ALARP) principle is applied for risk evaluation3:

High (red region): Risk cannot be justified and must be reduced, irrespectively of costs.

Medium (yellow ALARP region): Risk is to be reduced to a level as low as is reasonably practicable. 

Low (green region): Risk is negligible, and no risk reduction is required.

The term reasonable is interpreted to mean cost-effective. Risk reduction measures should be technically 
practicable, and the associated costs should not be disproportionate to the benefits gained. How to perform 
cost-benefit assessments is extensively explained in the FSA guideline and therefore not repeated here.

Table 3-5: Risk matrix based on evaluation of available risk mitigating measures
Effectiveness of risk 
mitigation layers

Severity
No effect Negligible Minor Significant Severe Catastrophic

Low Low Medium High High High High
Moderate Low Low Medium High High High
Medium Low Low Medium Medium High High
High Low Low Low Medium Medium High
Very high Low Low Low Low Medium Medium
Extremely high Low Low Low Low Low Medium

An important part of RBAT will be to evaluate whether specific mitigation layers can be considered effective 
for specific types of failures, in a specific operational context. This mitigation analysis is further detailed in 
section 3.4 below.

When comparing the risk picture associated with a specific function and corresponding risk mitigation 
measures to relevant acceptance criteria, the following can subsequently be considered:

1. Operational restrictions such as speed limits may be used to reduce the Severity of operational 
scenarios.

2. It may be possible to follow, e.g., the automotive industry in evaluating exposure rate to the relevant 
hazard. If it can be argued that the Hazard is relevant less than 10% of the average operational time 
per year, the required level of mitigations may be reduced by one level. If the hazard is relevant less 
than 1% of the average operational time per year, the required level of mitigation may be reduced 
by two levels. 

3. If the causal factors behind the initiating event4 are not related to software, it may be possible to 
argue for a lower probability than what has been generally anticipated for control functions (ref. 
rationale made in sub-chapter 3.3.2). In that case fewer independent risk mitigation layers may be 
required to meet the acceptance criteria. For such events the classical type of risk matrix shown in
Table 3-1 can be used as a starting point to determine the initial risk picture before looking at 
relevant independent mitigation layers. 

4. It should be possible to argue that a single mitigation will increase the effectiveness of the mitigation 
by more than one level. One example may be that if it can be demonstrated than an emergency 

3 MSC-MEPC.2/Circ.12/Rev.2, chapter 4.
4 Causal factor(s) initiating the event which results in a unsafe condition/ mode
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stop function for machinery has a Performance Level (PL) = d performance according to the ISO 
13849 safety standard for machinery, this would be considered a two-level increase. 

5. It should also be possible to demonstrate that safety critical control functions performing more 
complex functionality than emergency stop has a better performance than what is anticipated in the 
scheme above. Such claims should be substantiated in an Assurance Case or similar. More 
advanced forms of risk analysis, carefully selected components and sharper development 
processes than what traditionally has been applied in the maritime may be required to substantiate 
such claims.

3.4 Mitigation analysis 
Following the re-defined scope and proposed approach for risk evaluation, the methodology recovery 
analysis presented in the RBAT project’s second report (DNV, 2021a) has been revised and updated to 
account for the implications associated with systematic/systemic failures. An outline of the method, now 
referred to as mitigation analysis, is provided below. The step-by-step guidance for the RBAT methodology
has also been updated (see chapter 5) to include the proposed changes.

Identify and describe mitigation layers

The first part of the mitigation analysis is to identify and describe the concept’s mitigation layers. This is
initially done as part of writing the ConOps, and a preliminary set of mitigation layers should be developed
prior to using RBAT. These can be identified by considering what the responses would be in case various 
loss of control or accident scenarios should occur. EMSAs accident categories can be used as a starting 
point (DNV, 2021a). 

Identified mitigation layers are defined by describing the following:

ID

Name

Short description  

Once defined, information necessary to evaluate the mitigation layers risk reducing effects must be 
gathered. This includes:

Applicability of the mitigation layer

o For which unsafe conditions/ modes the mitigation layer is a planned response

o For which mission phases the mitigation layer is applicable

o For which mission phases the mitigation layer is NOT applicable

System and human involvement in the mitigation layer

o Systems required for executing the mitigation layer

o How humans are involved in executing the mitigation layer (see sub-chapter 5.3.2.2 for 
further explanations)

Limitations to the mitigation layer

o Environmental and other external limitations in the mitigation layer (e.g., sea state, visibility, 
day/night, availability of external resources)
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o Resource limitations in the mitigation layer (e.g., time, fuel, energy reserves, manpower, 
etc.) 

o Limitations in the sequence mitigation layers can be introduced (e.g., a mitigation layer 
should only be activated after another has been exhausted)

Transitions between and from mitigation layers (including minimum risk conditions)

o How to re-enter a normal or as safe-as-possible operational mode (in case the mitigation 
layer involves entering a minimum risk condition (MRC)

o What the next mitigation(s) in the sequence is, and how to introduce it (“None” in case the 
mitigation is a last resort MRC) 

o Emergency response in case there are no other mitigation layers available

Nominate mitigation layers which can prevent losses

For each combination of unsafe condition/ mode and causal factor(s), nominate potential 1st, 2nd, 3rd

independent mitigation layers: 

Consider if any of the pre-defined mitigations layers are relevant. 

If new mitigation layers are identified, add these to the list, and then nominate them in the analysis. 

In addition to nominating mitigation layers, the analysis should also consider whether the control function 
includes any internal capacities for self-recovery from failures (internal mitigation layers). These are more 
difficult to pre-define and are therefore identified and described on a function-by-function basis.

Analyse the mitigation layers to qualify their effectiveness

The mitigation analysis itself is about assessing how effective the mitigation layers are at preventing the 
unsafe conditions or modes from resulting in losses. Given the technical, environmental, and operational 
conditions of the scenario, assess whether each of the mitigation layers fulfil the following performance 
criteria: 

Functional: The mitigation layer’s design and intended use makes it effective at preventing the 
unsafe condition or mode from resulting in (safety) losses.

Integrity: The mitigation layer is in place, its condition is intact, and it can be relied upon to function 
under the expected circumstances.   

Robustness: The mitigation layer will remain functional after the unsafe condition or mode has 
occurred, taking any disturbances and/or accidental loads into account. 

 Independence5 (see sub-chapter 3.4.1.1 for more details):  

o of the causal factors which initiated the unsafe condition/mode 

o of each other (in case a mitigation fails)

Human involvement: A final assessment is to consider whether the mitigation layer is designed and 
implemented in such a way that reliable human performance can be expected. This assumes that
operator actions are required. See sub-chapter 3.4.1.2 for more details. 

5 Only relevant for independent mitigation layers, and not self-recovery capacities (i.e., internal mitigation layers) 
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Make note of why nominated mitigations fail to qualify so that actions can be taken to qualify them at a later 
stage in case the risk turns out as unacceptable.

Rank mitigation effectiveness 

After having qualified the nominated mitigation layers, their effectiveness in preventing losses is ranked 
using the index provided in Table 3-4 above. 

3.4.1.1 Independence
When evaluating whether it is possible to take credit for an independent mitigation layer, it is important to 
evaluate whether the cause of the unsafe condition/mode may also negatively affect the mitigation layer and 
thereby represent a common cause failure.   

Correspondingly when evaluating whether it is possible to take credit for more than a single mitigation layer, 
it is important to evaluate whether a failure in one mitigation layer also could impact others.

To evaluate to what extent a mitigation layer is sufficiently independent, it is necessary to look at the 
system/functions involved in the operation from 4 different perspectives. These are: 

 Composition,  

Environment,  

Structure, and 

Mechanisms. 

The RBAT step-by-step method description has been updated to include specific guidance on how to 
evaluate independence using the four perspectives (see Table 5-4 in sub-chapter 5.3.2). 

3.4.1.2 Human involvement
Similar to how control functions as part of normal operations may require some control actions to be 
performed by human agents, mitigation layers may also rely on human involvement. Because this 
involvement is (by definition) characterized by being required on demand in case of abnormal situations
(e.g., an unsafe condition), they can be said to include the following information processing stages 
(Parasuraman, Sheridan, & Wickens, 2000; DNV GL, 2020a): 

Information acquisition: Perception of sensory information about the situation

Information analysis: Making sense of the situation and predicting future events

Decision-making: Selecting a course of action among several possible alternative options

Implementation of actions: Executing activities required to achieve desired outcome

For mitigation layers which depend on operator actions, part of the mitigation analysis is to consider whether 
the systems involved executing the mitigation layer is designed and implemented in such a way that reliable 
human performance can be expected. This is done through two steps:

Identify which of the information processing stages are required as part of the mitigation layer. 
Normally all the stages will be required, but to varying degree depending on how automation is 
solved.

Determine whether one or more of the hindrances are present and if their effect(s) on human 
performance is so negative that the required operator action(s) will fail. If this is the case, the
associated mitigation layer fails to qualify as being effective.



DNV  –  Report No. 2021-1343, Rev. 0  –  www.dnv.com Page 31

The RBAT step-by-step method description has been updated to include specific guidance on how to 
evaluate presence of potential hinderances against successful human involvement (see Table 5-5 in sub-
chapter 5.3.2.2).
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4 GAP ANALYSIS AND FURTHER DEVELOPMENT OF RBAT

4.1 Purpose
The main purpose of this activity is to assess if there are any significant gaps between the RBAT framework 
developed in Part 1 and what is required to address the MASS concepts and sub-functions selected as test 
cases.

The RBAT framework from Part 1 here refers to:

The multi-level function map, i.e., the RBAT Mission Model and Function Tree

Use of automation & remote control

RBAT accident model

RBAT risk model, including:

o Failure analysis (renamed to “Hazard analysis”)

o Recovery analysis (renamed to “Prevention analysis” and “Mitigation analysis”)

o Consequence analysis

o Risk control

4.2 Approach
A standard format was used for the gap analysis:

Focus areas: Areas for which gaps are to be identified (here: the various parts of the RBAT 
framework)

Current state: The state of what is in focus (and should be improved)

Desired future state: What the state should be after implementing improvement actions

Actions taken/ planned: Suggestions for how to close the gap between the current and desired state

In addition to identifying gaps by comparing the RBAT framework with the input required to develop the test 
cases, several gaps have been identified as part of preliminary tests performed by DNV as part of other 
projects outside of RBAT. This also includes discussions about RBAT with potential user groups external of 
DNV.

4.3 Results
Results from the gap analysis is documented in Table . 

A total of 16 gaps were identified. Gaps for which actions already have been taken to close are marked with 
the status “Implemented”, while those which will be addressed as part of developing the test cases are 
labelled as “Planned”.

Overall, most gaps are related to either Use of Automation (4) or Hazard Analysis (5), and fewer to the 
Mission Model (3), Function Tree (2), and Prevention Analysis (1).

It should be noted that because the gap analysis was requested to be performed and reported prior to 
developing the test cases, it is expected that additional gaps will be identified at a later stage. DNV will 
record and implement any gaps as they emerge.
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e 

co
m

m
er

ci
al

 
av

ia
tio

n 
in

du
st

ry
. T

hi
s 

te
ch

ni
qu

e 
us

es
 th

e 
te

rm
 “F

ai
lu

re
 c

on
di

tio
ns

/ 
m

od
es

”. 

Ef
fo

rts
 s

ho
ul

d 
be

 s
pe

nt
 o

n 
id

en
tif

yi
ng

 u
ns

af
e 

co
nd

iti
on

s 
or

 
op

er
at

in
g 

m
od

es
, r

at
he

r t
ha

n 
ex

am
in

in
g 

al
l k

in
ds

 o
f f

ai
lu

re
s 

w
hi

ch
 c

an
 o

cc
ur

 b
ut

 d
oe

s 
no

t 
ne

ce
ss

ar
ily

 h
av

e 
sa

fe
ty

 
im

pl
ic

at
io

ns
. S

uc
h 

a 
fo

cu
s 

sh
ou

ld
 

ho
w

ev
er

 n
ot

 b
e 

on
 th

e 
ex

pe
ns

e 
of

 
fa

ilin
g 

to
 s

cr
ut

in
iz

e 
th

e 
po

te
nt

ia
l 

ha
za

rd
s 

as
so

ci
at

ed
 w

ith
 a

 
sy

st
em

.

R
ep

la
ce

 th
e 

te
rm

 “F
ai

lu
re

 
co

nd
iti

on
s/

 m
od

es
” w

ith
 “U

ns
af

e 
co

nd
iti

on
s/

 m
od

es
”. 

Th
is

 is
 

be
lie

ve
d 

to
 p

ro
vi

de
 th

e 
fo

llo
w

in
g 

be
ne

fit
s:

 

(1
) I

t w
ill 

tri
gg

er
 a

nd
 e

nc
ou

ra
ge

 
th

e 
R

BA
T 

us
er

 to
 c

on
si

de
r h

ow
 

th
e 

co
nt

ro
l a

ct
io

ns
 p

ot
en

tia
lly

 c
an

 
be

co
m

e 
un

sa
fe

, i
ns

te
ad

 o
f m

er
el

y 
de

sc
rib

in
g 

fa
ilu

re
 s

ta
te

s.

Im
pl

em
en

te
d



D
N

V 
 –

  R
ep

or
t N

o.
20

21
-1

34
3,

 R
ev

. 0
  –

  w
w

w
.d

nv
.c

om
Pa

ge
 3

8

ID
Fo

cu
s 

ar
ea

s
C

ur
re

nt
 s

ta
te

6
D

es
ire

d 
fu

tu
re

 s
ta

te
A

ct
io

ns
 ta

ke
n/

 p
la

nn
ed

St
at

us

(2
) I

t w
ill 

al
so

 p
ro

m
ot

e 
th

e 
ne

ed
 

fo
r d

ef
in

in
g 

th
e 

bo
un

da
rie

s 
an

d 
lim

its
 o

f w
ha

t i
s 

co
ns

id
er

ed
 s

af
e.

(3
) I

t w
ill 

be
tte

r d
is

tin
gu

is
h 

R
BA

T 
fro

m
 tr

ad
iti

on
al

 F
M

EA
/F

M
EC

A.

G
-1

1
H

az
ar

d 
an

al
ys

is
Th

e 
R

BA
T 

m
et

ho
do

lo
gy

 a
do

pt
s 

th
e 

gu
id

ew
or

ds
 fo

r u
ns

af
e 

co
nt

ro
l 

ac
tio

ns
 in

 S
TP

A 
 a

nd
 fo

r F
ai

lu
re

 
C

on
di

tio
ns

/ M
od

es
 in

 F
un

ct
io

na
l 

H
az

ar
d 

An
al

ys
is

 (F
H

A)
(S

AE
, 

20
10

). 
Th

es
e 

ar
e 

ho
w

ev
er

 o
nl

y 
in

cl
ud

ed
 in

 th
e 

R
BA

T 
m

et
ho

d 
de

sc
rip

tio
n,

 a
nd

 n
ot

 in
 th

e 
R

BA
T 

Ex
ce

l t
em

pl
at

e.

D
es

cr
ip

tio
ns

 o
f u

ns
af

e 
co

nd
iti

on
s/

 
m

od
es

 s
ho

ul
d 

de
sc

rib
e 

ho
w

th
e 

co
nt

ro
l a

ct
io

n 
ca

n 
be

co
m

e 
un

sa
fe

, a
nd

 n
ot

 w
hy

. T
he

 re
as

on
 

w
hy

 (i
.e

. c
au

se
) s

ho
ul

d 
be

 
de

sc
rib

ed
 in

 th
e 

co
lu

m
n 

de
di

ca
te

d 
fo

r “
C

au
sa

l f
ac

to
rs

”. 
R

BA
T 

us
er

s 
sh

ou
ld

 a
ls

o 
be

 g
ui

de
d 

to
 c

on
si

de
r

al
l p

os
si

bl
e 

co
nd

iti
on

s 
an

d 
m

od
es

, s
o 

th
at

 th
e 

on
es

 th
at

 a
re

 
po

te
nt

ia
lly

 u
ns

af
e 

ca
n 

be
 

id
en

tif
ie

d 
an

d 
fu

rth
er

 a
na

ly
se

d.

Th
e 

gu
id

ew
or

ds
 fo

r p
ro

m
pt

in
g 

un
sa

fe
 c

on
di

tio
ns

/ m
od

es
 h

av
e 

be
en

 m
ad

e 
av

ai
la

bl
e 

us
in

g 
a 

dr
op

do
w

n 
lis

t i
n 

a 
de

di
ca

te
d 

co
lu

m
n 

in
 R

BA
T.

Im
pl

em
en

te
d

G
-1

2
H

az
ar

d 
an

al
ys

is
Se

e 
ID

 G
-1

1
ab

ov
e.

 

In
 a

dd
iti

on
, R

BA
T 

co
ns

id
er

s 
un

sa
fe

 c
on

di
tio

ns
/ m

od
es

 p
er

 
op

er
at

io
n.

 O
ne

 o
f t

he
 g

ui
de

w
or

ds
 

is
 “p

ro
vi

de
d 

w
he

n 
no

t r
eq

ui
re

d”
 –

 
w

he
n 

“…
no

t r
eq

ui
re

d”
 is

 e
xa

ct
ly

 
ca

n 
be

 a
 w

id
e 

va
rie

ty
 o

f s
itu

at
io

ns
 

an
d

w
ill 

be
 d

iff
ic

ul
t t

o 
pi

np
oi

nt
.

R
BA

T 
sh

ou
ld

 in
co

rp
or

at
e 

fit
-fo

r-
pu

rp
os

e 
gu

id
ew

or
ds

 fr
om

 b
ot

h 
ST

PA
 a

nd
 F

H
A 

(a
nd

 o
th

er
 

re
le

va
nt

 s
ou

rc
es

), 
bu

t w
ith

ou
t 

un
ne

ce
ss

ar
y 

ov
er

la
p.

Te
st

 g
ui

de
w

or
ds

 a
s 

pa
rt 

of
 c

as
e 

st
ud

ie
s 

an
d 

re
fin

e 
lis

t.
Pl

an
ne

d



D
N

V 
 –

  R
ep

or
t N

o.
20

21
-1

34
3,

 R
ev

. 0
  –

  w
w

w
.d

nv
.c

om
Pa

ge
 3

9

ID
Fo

cu
s 

ar
ea

s
C

ur
re

nt
 s

ta
te

6
D

es
ire

d 
fu

tu
re

 s
ta

te
A

ct
io

ns
 ta

ke
n/

 p
la

nn
ed

St
at

us

G
-1

3
H

az
ar

d 
an

al
ys

is
Th

er
e 

is
 n

o 
de

di
ca

te
d 

co
lu

m
n 

in
 

R
BA

T 
fo

r d
es

cr
ib

in
g 

ca
us

es
. T

he
 

ar
gu

m
en

t f
or

 w
hy

 is
 th

at
 R

BA
T 

is
 

to
 b

e 
us

ed
 a

t a
n 

ea
rly

 s
ta

ge
 o

f t
he

 
co

nc
ep

t d
ev

el
op

m
en

t a
nd

 b
ef

or
e 

de
ta

ils
 a

bo
ut

 th
e 

sy
st

em
 

ar
ch

ite
ct

ur
e 

ha
s 

be
en

 d
ec

id
ed

. 
In

st
ea

d,
 th

e 
an

al
ys

t c
an

 c
ho

os
e 

to
 

in
cl

ud
e 

de
sc

rip
tio

n 
of

 th
e 

ca
us

al
 

fa
ct

or
s 

as
 p

ar
t o

f t
he

 fa
ilu

re
 

co
nd

iti
on

/ m
od

e,
 if

 th
is

 k
no

w
le

dg
e 

is
 a

va
ila

bl
e 

at
 th

e 
tim

e 
of

 th
e 

an
al

ys
is

.

Kn
ow

in
g 

w
ha

t c
au

se
s 

th
e 

fa
ilu

re
 

co
nd

iti
on

s/
 m

od
es

 (n
ow

 re
fe

rre
d 

to
 a

s 
un

sa
fe

 c
on

di
tio

ns
/ m

od
es

) i
s 

ne
ce

ss
ar

y 
fo

r i
de

nt
ify

in
g

an
d 

ev
al

ua
tin

g 
w

hi
ch

 m
iti

ga
tio

ns
 a

re
 

ef
fe

ct
iv

e.
 E

.g
., 

un
sa

fe
 

m
an

oe
uv

rin
g 

ca
us

ed
 b

y 
fa

ilu
re

s 
in

 
th

e 
co

nt
ro

l s
ys

te
m

 m
ay

 re
qu

ire
 a

 
di

ffe
re

nt
 re

sp
on

se
 th

an
 if

 th
e 

ca
us

e 
is

 a
 fa

ilu
re

 in
 th

e 
m

ec
ha

ni
ca

l p
ro

pu
ls

io
n 

sy
st

em
.  

A 
se

pa
ra

te
 c

ol
um

n 
fo

r d
es

cr
ib

in
g 

“C
au

sa
l f

ac
to

rs
” h

av
e 

be
en

 
in

cl
ud

ed
 in

 R
BA

T.
 T

hi
s 

sh
ou

ld
 

de
sc

rib
e 

a 
si

ng
le

 c
au

se
 o

r a
 

co
m

bi
na

tio
n 

of
 c

au
se

s 
w

hi
ch

 c
an

 
in

iti
at

e 
th

e 
un

sa
fe

 c
on

di
tio

n/
 

m
od

e.

Th
is

 w
as

 a
ls

o 
a 

re
co

m
m

en
da

tio
n 

fro
m

 P
ar

t 1
 (s

ec
on

d 
re

po
rt)

.

Im
pl

em
en

te
d

G
-1

4
H

az
ar

d 
an

al
ys

is
Th

e 
R

BA
T 

lo
g

sh
ee

t f
ro

m
 P

ar
t 1

 
in

cl
ud

es
 a

 c
ol

um
n 

fo
r r

ec
or

di
ng

 
Fa

ilu
re

 E
ffe

ct
s 

an
d 

W
or

st
-C

as
e 

ou
tc

om
es

. W
he

n 
as

se
ss

in
g 

fa
ilu

re
s 

on
 a

 fu
nc

tio
na

l (
in

st
ea

d 
of

 
co

m
po

ne
nt

 le
ve

l) 
it 

ca
n 

be
 d

iff
ic

ul
t 

to
 d

is
tin

gu
is

h 
th

es
e 

tw
o 

ou
tc

om
es

, a
nd

 th
ey

 m
ay

 a
pp

ea
r 

ov
er

la
pp

in
g.

 A
ls

o,
 b

y 
in

tro
du

ci
ng

 
th

e 
co

nc
ep

t o
f C

au
sa

l F
ac

to
rs

 
an

d 
U

ns
af

e 
C

on
di

tio
ns

, t
hi

s 
al

so
 

ca
pt

ur
es

 w
ha

t w
ou

ld
 b

e 
th

e 
Fa

ilu
re

 E
ffe

ct
.

Th
e 

ac
ci

de
nt

 m
od

el
 in

 R
BA

T 
ne

ed
s 

to
 h

av
e 

a 
se

t o
f d

ef
in

iti
on

s 
w

hi
ch

 lo
gi

ca
lly

 c
an

 b
e 

us
ed

 to
 

ex
pl

ai
n 

an
 e

ve
nt

 s
eq

ue
nc

e 
to

w
ar

ds
 a

n 
ac

ci
de

nt
.

Th
e 

Fa
ilu

re
 E

ffe
ct

 C
ol

um
n 

ha
s 

be
en

 re
m

ov
ed

. N
ow

 th
e 

sc
en

ar
io

s 
ar

e 
de

fin
ed

 a
s:

C
au

sa
l f

ac
to

r(s
) i

ni
tia

te
s 

an
 

un
sa

fe
 c

on
di

tio
n/

m
od

e-
> 

m
iti

ga
tio

ns
 a

re
 s

uc
ce

ss
fu

l o
r f

ai
l->

 
w

or
st

 c
as

e 
ou

tc
om

e 
oc

cu
rs

.

Im
pl

em
en

te
d



D
N

V 
 –

  R
ep

or
t N

o.
20

21
-1

34
3,

 R
ev

. 0
  –

  w
w

w
.d

nv
.c

om
Pa

ge
 4

0

ID
Fo

cu
s 

ar
ea

s
C

ur
re

nt
 s

ta
te

6
D

es
ire

d 
fu

tu
re

 s
ta

te
A

ct
io

ns
 ta

ke
n/

 p
la

nn
ed

St
at

us

G
-1

5
Pr

ev
en

tio
n

an
al

ys
is

Pr
ev

en
tiv

e 
sa

fe
gu

ar
ds

 a
re

 n
ot

 
do

cu
m

en
te

d 
as

 p
ar

t o
f t

he
 

ex
is

tin
g 

R
BA

T 
st

ru
ct

ur
e 

or
 

m
et

ho
do

lo
gy

.

It 
ca

n 
be

 u
se

fu
l t

o 
in

cl
ud

e 
a 

co
lu

m
n 

fo
r d

es
cr

ib
in

g 
ex

is
tin

g 
pr

ev
en

tiv
e

sa
fe

gu
ar

ds
. T

hi
s 

w
ill 

pr
ov

id
e 

m
or

e 
in

si
gh

t a
nd

 
un

de
rs

ta
nd

in
g 

of
 th

e 
in

te
gr

ity
 o

f 
th

e 
co

nt
ro

l f
un

ct
io

ns
. I

t w
ill 

al
so

 
al

lo
w

 s
ys

te
m

 d
ev

el
op

er
s 

to
 

de
m

on
st

ra
te

 s
af

et
y 

m
ea

su
re

s 
ot

he
r t

ha
n 

m
iti

ga
tio

ns
 s

uc
h 

as
 

M
R

C
s 

an
d 

ot
he

r r
ec

ov
er

ie
s.

A 
co

lu
m

n 
w

ith
 th

e 
tit

le
 “P

re
ve

nt
io

n 
an

al
ys

is
” h

as
 b

ee
n 

in
cl

ud
ed

 to
 

ca
pt

ur
e 

pe
rfo

rm
an

ce
 

re
qu

ire
m

en
ts

 a
ss

oc
ia

te
d 

w
ith

 th
e 

co
nt

ro
l a

ct
io

n 
be

in
g 

an
al

ys
ed

. 
Th

is
 w

ill 
he

lp
 th

e 
an

al
ys

t d
ef

in
e 

th
e 

bo
un

da
rie

s,
 li

m
its

, a
nd

 c
rit

er
ia

 
fo

r w
ha

t i
s 

co
ns

id
er

ed
 s

af
e 

an
d 

un
sa

fe
 o

pe
ra

tio
ns

 (i
.e

., 
it 

w
ill 

in
di

ca
te

 a
 s

af
e 

op
er

at
in

g 
en

ve
lo

pe
). 

Th
es

e 
pe

rfo
rm

an
ce

 
re

qu
ire

m
en

ts
, a

nd
 th

e 
sy

st
em

s 
pe

rfo
rm

in
g 

th
e 

as
so

ci
at

ed
 c

on
tro

l 
fu

nc
tio

ns
, w

ill 
ac

t a
s 

pr
ev

en
tiv

e 
sa

fe
gu

ar
ds

.

Im
pl

em
en

te
d

G
-1

6
M

iti
ga

tio
n 

an
al

ys
is

Th
e 

R
BA

T 
de

ve
lo

pe
d 

in
 P

ar
t 1

 
in

cl
ud

es
 a

 “R
ec

ov
er

y 
an

al
ys

is
” t

o 
ca

pt
ur

e 
w

hi
ch

 re
sp

on
se

s 
ar

e 
av

ai
la

bl
e 

in
 c

as
e 

of
 u

ns
af

e 
co

nd
iti

on
s 

an
d 

m
od

es
, a

nd
to

ev
al

ua
te

 th
ei

r s
uc

ce
ss

 p
ro

ba
bi

lit
y.

 

Th
e 

in
de

x 
us

ed
 fo

r d
et

er
m

in
in

g 
le

ve
l o

f r
ec

ov
er

y 
ne

ed
s 

to
 b

e 
in

co
rp

or
at

ed
 w

ith
 th

e 
ris

k 
ev

al
ua

tio
n 

te
ch

ni
qu

e 
de

ve
lo

pe
d 

fo
rR

BA
T.

Th
e 

“R
ec

ov
er

y 
an

al
ys

is
” h

av
e 

be
en

 fu
rth

er
 d

ev
el

op
ed

 a
nd

 re
-

tit
le

d 
to

 “M
iti

ga
tio

n 
an

al
ys

is
”. 

Se
e 

su
b-

ch
ap

te
rs

 3
.3

, 3
.4

, 5
.3

, a
nd

 
5.

4.
  

Im
pl

em
en

te
d



DNV  –  Report No. 2021-1343, Rev. 0  –  www.dnv.com Page 41

5 STEP-BY-STEP GUIDEANCE TO THE RBAT METHODOLOGY
The current RBAT methodology consists of five main parts:

1. Describe use of automation (and remote control)

2. Perform hazard analysis

3. Perform mitigation analysis

4. Perform risk evaluation

5. Address risk control

The following sub-chapters presents these four main parts as consisting of 15 steps.

5.1 Part 1: Describe use of automation (and remote control)
The purpose of describing the use of automation (UoA) and remote control is to:

Identify which functions are affected by automation or remote-control

Understand how these functions are allocated to different agents (human or machine)

Know where the different agents are located (locally on vessel/site or remote)

Check how the affected functions are supervised, and by which agents

This process should preferably be done as an integrated part of developing and documenting the Concept 
of Operations (ConOps). It is therefore an advantage if the ConOps adopts the terminology and principle of 
modelling functions using hierarchical goal structures, as explained in Step 1 and 2 below.

The UoA’s context (e.g., geography, environmental conditions, infrastructure etc.) is expected to be 
described in the ConOps.

Figure 2: Use of Automation module in RBAT

5.1.1 Step 1: Describe the vessel's mission (operational goals)
The first step of the process is to describe the vessel or fleet of vessels mission. The term mission refers to 
a set of mission phases, operations and functions the vessels perform to achieve their operational goal(s).

A mission can be described as consisting of three levels:

The overall mission goal(s), i.e., the commercial, political (e.g., defence) or public intentions which 
have contributed to and justifies the vessel concept development and operation. An (simplified) 
example can be “Safe and timely transport of cargo from one Port X to Port Y”. 
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The mission phases, i.e., subdivisions of the mission typically characterized by a recognizable shift 
in where the vessel is located in terms of geographical surroundings, or the start and end of one or 
more operations. An example can be “Arrival in port”. 

The operations, i.e., Activities performed as part of a mission phase in order to achieve the mission 
goal. An example can be “Perform docking”.

These three levels shall be considered in terms of a hierarchical goal structure, e.g.: 

Mission: Safe and timely transport of cargo from Port X to Port Y

Mission phase: Arrival in port

  Operation: Perform docking

The mission phases and operations are the study nodes under which the functions to be analysed are listed. 
Together with the details provided in the ConOps, they form the operational context (circumstances) under 
which the functions are required to perform.

The generic RBAT mission model (Appendix C) can be used as a starting point. Re-phrase and/or add 
descriptions if needed. Emergency responses should be included as separate Operations.

Figure 2 shows how mission phase (grey row) and operations (golden row) are included as nodes in RBAT.

5.1.2 Step 2: Describe the automated and/or remotely controlled functions 
(functional goals) 

The second step of the process is to describe the functions which are subject to or affected by automation 
and remote control. This includes identifying: 

the control functions required to successfully carry out the operations in each mission phase, and 

the control actions allocated to various (human or system) agents involved in performing the control 
function

Control functions and actions make up the functional goals of the hierarchical goal structure:

Mission: Safe and timely transport of cargo from Port X to Port Y

Mission phase: Arrival in port

  Operation: Perform docking

   Control function: Perform manoeuvring

    Control action Y: Adjust speed

    Control action Z: Adjust heading

The generic RBAT Function Tree (see Appendix D) can be used as a starting point for this process. For 
each operation described in Step 1, review and identify which of the (highest level) key functions7 are 
required to achieve a successful outcome. Then, for each relevant key function, drill down the tree branches 
to a sub-function level which matches the current maturity of the concept. As a minimum, the functional 
goals shall be broken down to the level where automation can be made sense of, i.e., it shall be possible 
distinguish which parts of the function are allocated to different (human or system) agents. The lowest level 
makes up the control actions, and the parent level makes up the control functions.

7 In RBAT, key functions are the highest layer of functions in the Function Tree. 
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The lower-level functions in the RBAT Function Tree should primarily be considered as suggestions. 
Functions can be re-phrased and/or added on a need-to basis. The list of verbs provided in Appendix E can 
be useful for this purpose.

When identifying and describing functions it is important to not only include those exerting direct control. 
Care should be taken to also consider including functions which serve more supportive purposes (often 
across several other functions), such as auxiliary functions and functions required for system monitoring. If 
such functions are present across several mission phases and operations, they can be grouped under a 
separate study node to avoid unnecessary duplication of the assessment.

Functions which involve exchange and interaction with external agents or systems should also be 
considered for inclusion, such as those provided by surrounding infrastructures, e.g., navigational aids.

Figure 2 shows the columns in RBAT used to describe control functions and actions (i.e., functional goals).

It is helpful if the ConOps includes functional block diagrams (Figure 3) illustrating the relationships and 
dependencies between the affected control actions (both internal and external).

Figure 3: Example of control actions illustrated in a functional block diagram format

5.1.3 Step 3: Describe how control functions are allocated to agents
The third step of the process is to describe how control functions are allocated to different agents by 
indicating who is responsible for performing the various required control actions. 

Agents can be a computerized system or a human operator and only one agent can be listed as responsible 
for performing a control action under normal operations. However, depending on which level of detail control 
actions are described, cases may come up where more than one agent is involved. In principle, this calls for 
further decomposing the control action until it can be distinguished which agent is the performing agent. If 
this appears as being too detailed, the agent making the decision should be nominated. Other agents can 
then be described in the column titled “Other systems and roles involved”.

The geographical location of the agent shall also be indicated either by using nomenclature pre-fixes, such 
as “R” for Remote and “O” for onboard (vessel), or by including the actual location of the agent as part of the 
title. Alternatively, the location can be explained elsewhere, e.g., in the ConOps. This, however, is less
preferable as it assumes that the analyst(s) and reviewers are familiar with this content.

Figure 2 shows how the control action “approach dock at low speed” is allocated to the performing agent 
“Onboard autonomy system”.

5.1.4 Step 4: Assign responsibility for supervision of control actions
The fourth step of the process is to indicate if and how control actions are supervised, and by which agent.
Supervision is a role with an explicit responsibility to monitor system performance and detect anomalies so 
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that the desired outcome can be achieved through implementation of corrective responses. Examples of 
anomalies can be system failures and malfunction, or external conditions which exceed pre-defined criteria 
for what are considered operational limits (e.g., weather conditions). In case a control system does not have
the capacity to self-recover from a failure, the designated supervisory agent is responsible for ensuring that
independent mitigation layers are effective, as described in sub-chapter 5.3 (Steps 8-10). An important 
principle is that the supervisory agent cannot be the same as the agent performing the control action(s) 
being supervised. The supervisor has an overriding authority of the control action performance and is 
responsible for its outcome. 

Supervision can be performed by either a machine or human agent. It is important to consider the strengths 
and weaknesses of both agents before assigning supervision responsibilities. In cases where humans are 
the supervising agent of a control action they will often rely on a system for monitoring and detection, while 
analysis, decision-making and implementation of actions are performed manually. A machine agent will 
perform all actions. As such, the supervisor is the agent responsible for making decisions about 
interventions.

Three different categories of supervision are defined in RBAT: 

Active (human) supervision: A human agent is responsible for continuously8 monitoring the 
performance of a control action with the purpose of being able to successfully intervene at any stage
based on judgements about how to best act upon the situation. Because active supervision provides 
an opportunity for the human agent to continuously create situational awareness, it can be beneficial 
in cases where there is limited time available to intervene.   

Passive (human) supervision: A human agent is responsible for being available9 to monitor the 
performance of a control action and successfully intervene upon requests (e.g., an alarm) generated 
by the system according to pre-defined parameters. Because passive supervision (often) requires 
the human agent to obtain situational awareness about the events preceding the request, it is best 
suited for cases where there is sufficient time available to intervene.

Machine supervision: A machine agent is responsible for continuously monitoring the performance 
of a control action with the purpose of being able to successfully intervene on demand, without 
involvement of a human agent, for example if pre-defined parameters are exceeded, or there is 
disagreement in voting between separate functions/components.  

No supervision: No agent is responsible for monitoring the performance of a control action.

It is important to emphasize that the supervision categories represent a specific operational responsibility. 
This means that if an operator is responsible for actively supervising a control action, this must be reflected 
in job descriptions, procedures, routines, etc. Selection of supervision categories should therefore be based 
on the overall philosophy about monitoring and control described in the ConOps, which also include a more 
detailed description of the supervisory roles. Such descriptions should consider the influence from factors 
such as fleet size, manning level, competencies, human-machine interfaces (e.g., visual display units) when 
assigning supervision responsibilities to human agents. A preliminary solution for supervision should
therefore be decided upon and described before commencing with the hazard and mitigation analysis (Step 
5).

Figure 2 shows how the “Onboard safety operator” is responsible for actively supervising the control action 
“approach dock at low speed”.

8 ‘Continuously’ implies that the agent is responsible for, and expected to, direct his/her/its attention to a function for as long as it is being executed.
9 ‘Available’ implies that the agent is responsible for, and expected to, be in close enough proximity to intervene upon a demand from the system.
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5.2 Part 2: Perform hazard analysis
The purpose of the hazard analysis is to:

Identify unsafe conditions/modes associated with control actions (Step 5)

Identify causal factors which may initiate the unsafe conditions/modes (Step 6) 

Describe the worst-case outcomes from (unmitigated) unsafe conditions/modes (Step 7)

Rank the worst-case outcomes severity (Step 8)

Figure 4: Hazard analysis module in RBAT

5.2.1 Step 5: Identify unsafe conditions/ modes associated with control actions
The fifth step of the process is to identify and describe unsafe conditions/ modes associated with the various
control actions identified in Step 2. Unsafe conditions/ modes manifest themselves as incidents where a 
system is operating outside its normal (and safe) operating envelope due degraded performance (e.g., 
failures) or exceeding its capabilities which, if left unmitigated, has the potential to cause an accident (i.e., 
losses). 

Identification of unsafe conditions/modes can be assisted by using the guidewords provided in Table 5-1 as 
prompts. The actual descriptions of unsafe conditions/ modes are user-defined and specific for each control 
action. However, consistent use of terms and expressions will help with the RBAT compilation and review. 

All credible and relevant unsafe conditions/modes should be considered. What characterizes a condition or 
mode as unsafe depends on the severity of worst-case outcomes (see Step 8). If it is evident that the worst-
case outcome from a potential unsafe condition/mode is negligible it does not require mitigation layers to be 
acceptable (see Step 13). The user can opt to not record such items, as a way of improving the readability 
and overview of the analysis. On the other hand, recording all items will provide (e.g., reviewers) with 
transparency and trust that as many as possible unsafe conditions/modes have been addressed. In such a 
case, the user can save time by not having to include them as part of the mitigation analysis.
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Table 5-1: Unsafe condition/mode guidewords
Unsafe conditions/modes Guidewords

Not providing the control action leads to a 
hazardous event

Not provided

Providing the control action leads to a 
hazardous event

Provided when not required

Incapable/not fit for purpose

Incorrectly provided control actions leads 
to a hazardous event

Control parameters out of range

Control parameters are within 
range but incorrect

Too early/late or in wrong of order

Stops too soon

Applied too long

Control action not being followed leads to 
a hazardous event

Not followed/Rejected

5.2.2 Step 6: Identify causal factors which can trigger unsafe conditions/ modes
The sixth step of the process is to identify causal factors which can trigger the unsafe condition/ mode. 
These can be internal failures in the vessel’s or RCC’s systems (e.g., a software issue) or insufficient 
capabilities when it comes to handling external hazards (e.g., unfamiliar objects or strong currents). Hazards 
external to the vessel, relevant for the operation in question, should therefore always be considered when 
identifying failures which represents insufficient capabilities. 

The following failure categories should be considered when identifying causal factors:

random (hardware) failures, 

systematic failures,

systemic failures, 

operator failures, 

failures due to environmental conditions, 

failures due to deliberate actions.

Note that these categories overlap to some extent, yet they are useful as a guide to identify a wide range of 
failures that may pose risk. See Appendix B for an explanation of these failure categories. 

If an unsafe condition/ mode can be initiated by several different causal factors, these should be treated as 
separate scenarios, as indicated below. 

Scenario 1: Causal factors A and B unsafe condition/ mode Z outcome X 

Scenario 2: Causal factors C and D unsafe condition/ mode Z outcome X
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The reason is that different causal factors may require different mitigations. For example, an incorrect 
heading (unsafe mode) caused by a mechanical failure may require a different response than if the cause is 
software related. Mixing these will therefore make the mitigation analysis difficult.

As a principle, the causal factors descriptions should be made as concise and specific as possible, so that it 
is possible to make sense of how they can initiate the unsafe condition/mode. This, however, depends on 
how much information is available about the system, including its planned operations and operating 
conditions. It is important that the causal factors do not describe the same thing as the unsafe condition/ 
mode, but with different words. The unsafe condition/mode shall describe why the system is unsafe, while 
the causal factors shall describe how the system became unsafe.

5.2.3 Step 7: Describe the worst-case outcomes from (unmitigated) unsafe 
conditions/ modes

The seventh step of the process is to determine the worst foreseeable outcome of an unsafe condition/mode 
in case there is no mitigation available (this includes internal mitigation). In RBAT, worst-case outcomes 
assume the contextual presence of a credible hazard. For example, loss of steering (an unsafe condition) 
close to shore (a hazard) results in a grounding (a worst-case outcome).  

The description should include the hazard itself as well as the location, and not just the type of accident. For 
example, instead of only stating “grounding”, it should also be specified which surface the vessel is 
grounding onto, such as a reef or sandbank (hazard and location). Or, instead of only stating “fire”, it should 
be specified what is burning and where, such as diesel fire (hazard) in the machinery (location). This will 
help deciding (and auditing) which level of severity should be selected (see Step 8).

In case an argument is made that a hazard is not present, e.g., through operational restrictions, this must be 
clearly stated either as part of the prevention analysis (Step 12) or in the comments for addressing risk 
control (Step 15).

Finally, an accident category is assigned to each worst-case outcome, using the taxonomy in the list below
(Table 5-2). 
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Table 5-2: Accident categories

General

No effect on safety

Injuries/loss of life (general)

Loss of control

Loss of directional control

Loss of propulsion power

Loss of electrical power

Loss of communication link

Loss of containment

Loss of stability

Loss of control (other)

Collision

Collision with other ship

Collision with multiple ships

Contact

Contact with floating object

Contact with flying object

Contact with shore object

Damage to/ loss of ship equipment

Hull failure

Fire/explosion

Fire

Explosion

Grounding/stranding

Grounding

Stranding

Capsize/listing

Capsize

Listing

Flooding/foundering

Massive flooding

Progressive flooding

Foundering

Non-accidental event

Acts of war

Criminal acts

Illegal discharge

Other

Missing vessel

The accident categories are mutually exclusive and only one shall be assigned to each worst-case outcome. 
To help with this, the following principles apply:

Injuries/loss of life shall only be used when this happens outside any of the other accident 
categories. For example, in the case of the crew being exposed to a disease.

Loss of control shall only be used when there are no hazards present which are required to cause 
an accident.

Damage to/ loss of ship equipment shall only be used when this occurs in absence of the other 
accident categories.

Hull failure shall only be used in case this occurs without being the direct cause of other accident 
categories (e.g. capsize or foundering).
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5.2.4 Step 8: Rank the worst-case outcome severity 
The eight step of the process is to rank the worst-outcome severity. This is done by assigning a degree of 
severity using the index in Table 5-3. 

Table 5-3: Severity index for worst-case outcomes
Severity Effects on human safety

No effect No injuries

Negligible Superficial injury 

Minor Single injury or multiple minor injures

Significant Single serious or multiple injuries

Severe Single fatality or multiple serious injuries

Catastrophic Multiple fatalities (more than one)
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5.3 Part 3: Perform mitigation analysis
The purpose of the mitigation analysis is to:

Identify which mitigations are in place to prevent the unsafe condition or mode from resulting in 
losses (Step 9).

Assess and determine whether mitigations can be qualified as effective in achieving their intended 
purpose (Step 10 and 11).

Identify measures which are in place to prevent the direct cause of an unsafe condition or mode 
from occurring (Step 12, optional)

In this context mitigations can involve the following types of responses:

Withstanding or recovering from a failure before it turns into an unsafe condition/ mode

Re-entering to a normal (safe) operating envelope by regaining control of an unsafe condition/ mode

Enter a state of emergency response and abort further operations to prevent escalation

In RBAT mitigations are considered in terms of a system’s capacity to self-recover from a failure, here 
referred so as internal mitigation layers, and independent mitigation layers implemented to prevent losses in 
case such self-recoveries should fail. Mitigation layers may involve entering a minimum risk condition (MRC)
as a measure to stay as safe as possible while attempting to regain the desired level of control.

The role of mitigation layers is illustrated in the RBAT accident model (Appendix F).

Figure 5: Mitigation analysis module in RBAT

5.3.1 Step 9: Nominate mitigation layers which can prevent losses
The ninth step of the process is to identify which internal (self-recovery capacities) and independent
mitigation layers are in place to prevent the unsafe condition or mode from resulting in an accident (and 
losses). This is done by nominating self-recovery capacities10 and potential 1st, 2nd, and 3rd independent 
mitigation layer(s) for each combination of unsafe condition/ mode and causal factor(s) (see Figure 5).
Preferably, a preliminary set of mitigation layers have already been described prior to using RBAT, e.g., as 
part of drafting the first version of a ConOps. If new mitigation layers are identified as part of the process, 
these are added to the list of existing ones, and then nominated in the analysis. Self-recovery capacities are
expected to be more specific to each function and are more likely to be identified and described as part of 
the mitigation analysis.

Creating a list of mitigation layers. The mitigation layers can be initially identified by considering what the 
responses would be in case various failures, loss of control or accident scenarios should occur. The generic 

10 Also referred to as internal mitigation layers
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accident categories presented in Table 5-2 can be used as a starting point for such considerations. 
Alternatively, this work is done after performing the hazard analysis as part of RBAT.

Each mitigation layer should be listed with an: 

ID

Name

Short description 

Furthermore, information necessary to evaluate the mitigation layers risk reducing effectiveness (Step 10) 
must be gathered. This includes:

Applicability of the mitigation layer

o For which incidents the mitigation layer is a planned response

o For which mission phases the mitigation layer is applicable

o For which mission phases the mitigation layer is NOT applicable, e.g., due to:

 Being potentially unsafe

Restricting use of other mitigation layers

Not being relevant (i.e., effective)

System and human involvement in the mitigation layer

o Systems which must function and be available for executing the mitigation layer

o Human-automation interactions required as part of the mitigation layer (see sub-chapter 
5.3.2.2 for further explanations)

Limitations to the mitigation layer

o External/ environmental limitations in the mitigation layer (e.g., sea state, visibility, 
day/night, availability of external resources)

o Resource limitations in the mitigation layer (e.g., time, fuel, energy reserves, manpower, 
etc.) 

o Limitations in the sequence mitigation layers can be introduced (e.g., a mitigation layer 
should only be activated after another has been exhausted)

Transitions between and from mitigation layers (including minimum risk conditions)

o How to re-enter a normal or as safe-as-possible operational mode (in case the mitigation 
layer involves entering a minimum risk condition (MRC)

o What the next mitigation(s) in the sequence is, and how to introduce it (“None” in case the 
mitigation is a last resort MRC)

o Emergency response in case there are no other mitigation layers available

5.3.2 Step 10: Qualify the nominated mitigation layers 
The tenth step of the process is to assess and qualify the nominated mitigation layers against a set of 
performance criteria which characterises them as effective in accident prevention. This includes:
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Functionality: The mitigation layer’s design and intended use makes it effective at preventing the unsafe 
condition or mode from resulting in (safety) losses.

Integrity: The mitigation layer is available, its condition is intact, and it can be relied upon to work under the 
expected circumstances. 

Robustness: The mitigation layer will remain functional after the unsafe condition or mode has occurred, 
taking any disturbances and/or accidental loads into account.

Independence: 

of the causal factors which initiated the unsafe condition/mode

of each other (in case a mitigation fails)

Note that independence is only relevant for independent mitigation layers.

Human involvement: A final criterion is that the mitigation layers are designed and implemented in such a 
way that it ensures successful human-automation interaction.

Additional guidance for assessing independence and human involvement is provided below. 

The qualification itself is qualitative and based on the knowledge available at the time RBAT is used. The 
conclusions are binary – a mitigation layer is either qualified or disqualified based on the user(s)11

judgement.  

In principle, a mitigation layer can be considered qualified when the user(s) feels confident that all the 
above-mentioned criteria are fulfilled. If knowledge is available which indicates that one or more of the 
criteria cannot be met, the mitigation layer is disqualified and shall be removed from the RBAT mitigation 
analysis (i.e., it shall not be taken credit as part of risk evaluations, Step 11).  

It is acknowledged that limited information may be available about the mitigation layers, particularly in the 
preliminary design stage. In cases where assumptions must be made about the mitigation layers’ 
performance and pre-requisites, these should be noted down so that they can be used to update the 
concept and included as part of verification and validation (V&V) efforts at a later stage.

In case a mitigation layer disqualifies, a comment should be made about why. If a risk is found unacceptable
(see Step 13), disqualified mitigation layers can then be re-visited as the design matures and more 
knowledge is obtained (Step 15). The approach therefore benefits from being conservative in the early 
stages, to avoid having to disqualify mitigation layers at a later stage which potentially may result in 
unacceptable risks.

5.3.2.1 Additional guidance on independence
Additional guidance about how to assess mitigation layer independence is provided in Table 5-4 below.

11 Users here also includes potential reviewers and approvers.
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5.3.2.2 Additional guidance on human involvement
For a mitigation layer to be qualified as effective, it must be designed and implemented in such a way that 
reliable human-automation interactions can be expected, assuming that operator actions are required. 

This is assessed by asking whether it is possible for the operator(s) to: 

 Detect and observe (perceive) the situation (information acquisition)? 

Make sense of the situation and predict future outcomes (information analysis)?

Select a course of action among several alternative options (decision making)?

Execute activities required to achieve the desired outcome (implementation of actions)?

Answers to these questions are found by determining whether one or more hindrances are present (see
Table 5-5) and if their effect(s) on human-automation interaction is so negative that the required operator 
action(s) can be argued to fail.

During the design process the hindrances will concern technical performance shaping factors (PSFs) such 
as alarms, control panels and other human-machine interfaces (HMI), communication systems, automation 
design, equipment performance and tolerances, and more.  

Particular attention should be devoted to examining dependencies between the system failures which 
initiates the unsafe condition/ mode, and the systems operators rely on to perform actions required for 
mitigation layers to be successful. For example, in case a software-related error causes an un-annunciated 
failure, the chances for an operator to act diminishes significantly.  

Towards and during the operational phase the influence from other non-technical PSFs will emerge, such as 
procedures, training, and supervision. Although such factors can have a positive effect on human 
performance, they should not be an excuse to allow sub-optimal solutions at the earlier design stages. 

Table 5-5: Hindrances for successful human-automation interaction
Information processing stages Hindrances

Information acquisition

Perception of sensory information 
about the situation

There is no information available

There is too much information available

Information can easily be missed

Information can easily be misperceived (e.g., misheard, 
misread)

Information is misleading (e.g., expected but incorrect)

Information analysis

Making sense of the situation and 
predicting future events

Information analysis requires large amounts of 
information to be interpreted and memorized/recalled

Information analysis requires significant interpretations of 
uncertainties in parameters (incl. future events)

Information analysis requires understanding complex 
dependencies between different parameters

Information analysis requires factoring in the impact of 
unpredictable events (e.g., environment)
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Information processing stages Hindrances

Decision-making

Selecting a course of action among 
several possible alternative options

The decision basis is insufficient and/or unclear

There are too many paths, options, goals and/or they are 
contradicting, conflicting, or competing

How to prioritize paths, options, goals is unclear

The plan (e.g., a procedure) does not match the situation

Outcomes from decisions are uncertain

Implementation of action(s)

Executing activities required to 
achieve desired outcome

Opportunities for successfully exerting control is limited, 
e.g., due to being remotely located

There is insufficient time (or other required resources) 
available to successfully perform the required actions

Expected amount of training and experience is not likely 
to raise and maintain required skills at an adequate level

There are few or no feasible opportunities to recover and 
correct an erroneous action. 

5.3.3 Step 11: Rank the mitigation layers effectiveness 
The eleventh step of the process is to rank how effective the mitigation layer(s) is/are at preventing losses,
using the index provided in Table 5-6. For control systems the thinking behind the index is as follows:

For control systems the thinking behind the mitigation scale is as follows:

For a control function that is not fully redundant, the effectiveness of internal risk mitigation is 
considered Low. There may mitigation measures that can prevent losses from some types of 
random hardware failures, but the function being analyzed is not fully hardware fault tolerant nor 
fully tolerant to systematic/systemic faults.

As discussed in the introduction to this section, a standard critical control system used in maritime is 
expected to be redundant. This implies that there is least one internal mitigation layer that can 
prevent losses from various types of random hardware failures. There may also be mitigation 
measures that can prevent losses from some types of systematic faults, but for such systems there 
will typical be types of systematic/systemic faults that cannot be mitigated without external 
intervention. Thus, the effectiveness of the internal mitigations in the system should be classified as 
Moderate. 

An independent mitigation layer will increase the strength of the mitigating measures by one level.  
For example, an independent emergency function that can mitigate a control failure in a standard 
control system will raise the strength from Moderate to Medium.  A further strengthening to High will 
require a second independent mitigation, and so on.

Note: In case of a control function with low capacity for self-recovery is combined with one independent 
mitigation layer capable of preventing losses regardless of failure cause, the total effectiveness should be 
considered on a case-by-case basis. 
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Table 5-6: Effectiveness of Mitigations
Effectiveness Description

Very high At least three effective independent mitigation layers that for the assessed scenario can 
prevent losses regardless failure cause. 

High At least two effective independent mitigation layers that for the assessed scenario can 
prevent losses regardless failure cause.

Medium At least one effective independent mitigation layer that for the assessed scenario can 
prevent losses regardless failure cause.

Moderate At least one effective internal mitigation layer that for the assessed scenario can prevent 
losses from random hardware failures.   

The control function has additional capacities for self-recovery from other types of 
failures, however, for the assessed scenario these are not effective regardless failure 
cause.

Low   The control function has some capacities for self-recovery, however for the assessed
scenario these are expected to have a limited effect.

5.3.4 Step 12: Perform prevention analysis (optional)
An (optional) twelfth step of the process is to identify any measures which exist to prevent the occurrence of 
unsafe conditions/ modes. This includes statements about technical and operational performance 
requirements (limits, boundaries etc.) as well as the activities which provide assurance that the required 
performance can be expected. This can include maintenance, testing and inspection for technical 
equipment, or rules about operational restrictions. 

As with mitigation layers, only measures which already have been documented prior to the assessment 
should be included. 
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5.4 Part 4: Perform risk evaluation 
The purpose of performing risk evaluation is to compare the risk level for each assessed scenario against a 
set of risk acceptance criteria to determine the need for risk control.

5.4.1 Step 13: Determine risk level for each assessed scenario
Step thirteen of RBAT is to determine the risk level for each assessed scenario, i.e., each combination of:

Causal factor-> unsafe condition/ mode-> mitigation layers -> worst-case outcome

As shown in Table 5-7, in RBAT the level of risk is a function of how severe the worst-case outcome of an 
undesired event is combined with how effective the mitigation layers are at preventing accidental (safety) 
losses. At this stage in the process, worst-case outcome severity has already been ranked in Step 8 and 
mitigation layer effectiveness has been ranked in Step 11. 

As requested by EMSA, it is here recommended that the “as low as is reasonably practicable” (ALARP) 
principle is applied for risk evaluation13: 

High (red region): Risk cannot be justified and must be reduced, irrespectively of costs.

Medium (yellow ALARP region): Risk is to be reduced to a level as low as is reasonably practicable. 

Low (green region): Risk is negligible, and no risk reduction is required.

The term reasonable is interpreted to mean cost-effective. Risk reduction measures should be technically 
practicable, and the associated costs should not be disproportionate to the benefits gained. How to perform 
cost-benefit assessments is extensively explained in the FSA guideline and therefore not repeated here.

Table 5-7: Risk matrix based on evaluation of available risk mitigating measures
Effectiveness of risk 
mitigation layers

Severity
No effect Negligible Minor Significant Severe Catastrophic

Low Low Medium High High High High
Moderate Low Low Medium High High High
Medium Low Low Medium Medium High High
High Low Low Low Medium Medium High
Very high Low Low Low Low Medium Medium
Extremely high Low Low Low Low Low Medium

5.4.2 Step 14: Alternative justifications for determining risk levels
The fourteenth step of the process is to explore alternative justifications for determining risk levels. While 
this is not expected to be a standard part of using RBAT, cases may arise where arguments for lowering the 
risk level appears to be justifiable.

When comparing the risk picture associated with a specific function and corresponding risk mitigation layers
to relevant acceptance criteria, the following alternatives for risk evaluation can be considered:

1. Operational restrictions such as speed limits and weather restrictions may be used to reduce the 
Severity of operational scenarios. Use of such measures must be clearly stated as an assumption in 
RBAT and documented in relevant reports (e.g., safety philosophy). 

2. It may be possible to follow, e.g., the automotive industry in evaluating exposure rate to the relevant 
hazard. If it can be argued that the Hazard is relevant less than 10% of the average operational time 

13 MSC-MEPC.2/Circ.12/Rev.2, chapter 4.
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per year, the required level of mitigations may be reduced by one level. If the hazard is relevant less 
than 1% of the average operational time per year, the required level of mitigation may be reduced 
by two levels. 

3. If the initiating event14 is not related to software, it may be possible to argue for a lower probability 
than what has been generally anticipated for control functions. In that case fewer independent risk 
mitigation measures may be required to meet the acceptance criteria. For such events the classical 
type of risk matrix shown in Table 5-8 can be used as a starting point to determine the initial risk 
picture before looking at available mitigation layers.

4. It should be possible to argue that a single mitigation will increase the effectiveness of the mitigation 
by more than one level. One example may be that if it can be demonstrated than an emergency 
stop function for machinery has a Performance Level (PL) = d performance according to the ISO 
13849 safety standard for machinery, this would be considered a two-level increase.

5. It should also be possible to demonstrate that safety critical control functions performing more 
complex functionality than emergency stop has a better performance than what is anticipated in the 
scheme above. Such claims should be substantiated in an Assurance Case or similar. More 
advanced forms of risk analysis, carefully selected components and sharper development 
processes than what traditionally has been applied in the maritime may be required to substantiate 
such claims.

The pursuit of any such alternative approaches needs to be thoroughly argued for and carefully 
documented. As it is not within the scope of RBAT to suggest how this is done in practice, each user must
determine what is the best possible approach to meet the expectations of approvers and other stakeholders.

Table 5-8: Example of classical risk matrix
Severity

Probability of failure per year Negligible Minor Significant Severe Catastrophic
Frequent >=1 Medium High High High High
Probable >=1/10 To <1 Low Medium High High High
Occasional >=1/100 To <1/10 Low Medium Medium High High
Remote >=1/1000 To <1/100 Low Low Medium Medium High
Very remote >=1/10000 To <1/1000 Low Low Low Medium Medium
Improbable      <1/10000 Low Low Low Low Medium

14 Causal factor(s) initiating the event which results in an unsafe condition/ mode
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5.5 Part 5: Address risk control
The purpose of risk control is to ensure that unacceptable (high) and tolerable (medium) risks are ALARP.

Figure 6: ALARP principle (IMO, 2018)

5.5.1 Step 15: Identify and document risk control measures
The fifteenth and final step of the process is to identify risk and document control measures (RCM). This is 
done by recording actions and any necessary comments in a column dedicated for this purpose (Figure 7) 
In the case of RBAT, risk can be reduced by:

Updating the design so that disqualified internal and/or independent mitigation layers qualifies as 
effective and can be taken credit as part of the risk evaluation.

Removing or reducing the hazard associated with the control function, e.g., the fewer or less 
flammable hazards onboard, the less severe accident outcomes.

Introduce operational restrictions which reduces the hazards potential impact, e.g., not allowed to 
sail close to shore in certain weather conditions or in high speed through traffic dense areas.

Improving the control functions integrity (and thus reducing its failure frequency) through design, 
component manufacturing and maintenance processes backed up by thorough assurance cases.

An elaborate description of generic RCM attributes (categories) can be found in the FSA guideline’s 
Appendix 6 and is therefore not described in any more detail here.

Figure 7: Comments and actions addressing risk control 
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APPENDIX B 
Failure categories
A modern system may be subject to many different types of failures. Failures can be classified as:  

 Random (hardware) failures, 

 Systematic failures, 

 Systemic failures, 

 Operator failures, 

 Failures due to environmental causes

 Failures due to deliberate actions. 

Note that these categories overlap to some extent, yet they are useful as a guide to identify a wide range of 
failures that may pose risk.   

Random hardware failures are linked to the physical properties of components. The term random is used 
because the exact moment a specific component will fail is unknown and does not imply that the failure 
happens arbitrarily. Typical failure rates for a large group of the same component can be predicted through 
analysis of statistics from field experience, and this makes it possible to perform Quantitative Risk Analysis 
(QRA) that takes into account the probability of failure for the different components in a system. 

The degradation mechanisms that lead to random failures can to some extent be controlled by adjusting 
how components are designed produced, transported, installed, operated, and maintained. Thus, the failure 
rates for specific components will partly depend on the quality, operational and maintenance regimes 
applied. In this regard, it is important to be aware that generic failure rates for specific type of components 
consider all employed quality regimes equal, which is a simplification that represents an uncertainty in the 
calculations. Furthermore, it should be noted that the failure rates used in QRA typically excludes the run-in 
and wear-out periods, and therefore failures experienced in usage inside of these periods may be 
considered systematic failure events rather than random. 

Systematic failure events are the consequence of inadequate work processes and may be introduced at 
all stages in the system lifecycle. Some examples are incomplete risk analysis, inadequate development of 
barrier strategies, incomplete requirement specifications, weaknesses in software design, programming 
errors, quality problems in hardware production, and inadequate planning of maintenance. It is difficult to 
quantify the probability of systematic failure events as they typically will be present in a system from day 
one, or introduced through modification, but be hidden until specific circumstances occur. This makes it 
difficult to compare the risks associated with different systems quantitatively, and necessitates broader risk 
descriptions if a comparison is to be made 

A systemic failure is an event which occurs even if no individual component in the system has failed. This 
may be caused e.g., by overlooked dependencies among the technical, operational, human, and 
organisational elements of systems, specifications that are based on inadequate understanding of physical 
processes, or unexpected inputs for which no specific response has been specified. Increasing system 
complexity may increase the risk of systemic failures, and this is particularly relevant for systems containing 
software functions. It can be related to intricate dependencies and feed-back mechanisms among system 
components leading to nonlinear and unpredictable system behaviour. Lack of knowledge and 
understanding of interactions in a system increase the risk of systemic failures as it makes it difficult to 
implement robust barrier strategies to prevent them. Choice of simple solutions with few interacting or 
interdependent elements may reduce the risk of systemic failures and make systems more robust. 
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Operator failures occur when an operator fails to perform appropriate actions or performs an inappropriate 
action. The ability of an operator to perform appropriate actions and avoid inappropriate actions depends on 
the availability and quality of information to act on, the availability of sufficient time to act, and possession of 
knowledge of how to act. Therefore, the underlying causes of an operator failure may be systematic or 
systemic failures that involve technical, operational and organisational elements. In particular, operator 
failures may be dependent on system designs, operational procedures, training of the operator, and 
assumptions made in the risk treatment strategy. The latter includes availability of measures that realistically 
can be used to mitigate the risk under relevant operational conditions. 

Failures due to environmental causes are caused by physical processes having negative influence on the 
control system. Some examples are:  Lightning strike, water ingress, fire, electrostatic discharge from 
personnel, sensors covered by salt, and electromagnetic interference affecting communications. What is 
considered the environment depends on the boundaries of the system being analysed. E.g., loss of cooling 
in a control room may in some risk analyses be seen as an environmental cause, but not if the cooling 
system is a part of the system being analysed.

Failures due to deliberate actions may be caused for example by hacking, data viruses, physical 
sabotage, deliberate jamming of radio signals, GPS spoofing (false signals).

Regarding evaluation of possible mitigations, it should be considered that a systemic failure reflects 
inadequate identification of relevant requirements. Thus, systemic failure may be seen as a form of 
systematic failure introduced in the requirement specification phase. Mitigation of a failure scenario caused 
by inadequate requirements typically requires some level of functional diversity between the control 
functions affected by the failure and the mitigating measure. 

In general, all software failures are systematic or systemic in nature, although the occurrence of the input 
conditions revealing the weakness in the software may in some cases may be perceived as being random-
like in nature. Local detection mechanisms, e.g., range checking and plausibility checks may be used to 
detect some of these. Other failures can only be detected at higher levels in the system that have a broader 
overview of the system state and the current operational mode, e.g., by comparing output from different 
controllers in functionally diverse subsystems, or through operator observation of system behaviour. 

It will not always be possible to test a system under all relevant use scenarios, and it may even be that the 
test scenarios that are feasible to check are not realistic. In addition, for software functions within a system, 
the number of possible input combinations and possible execution paths typically prevents exhaustive 
testing even when using a simulated environment. This means that testing typically can only demonstrate 
the presence of conditions that can lead to failures and not their absence. A cautionary approach is 
therefore warranted to make systems robust to unforeseen conditions that it may experience. This may 
include fall-back solutions and use of safety margins considering worst-case scenarios. 

It will in many cases not be possible to implement detection for all types of systematic/systemic failures. 
E.g., incomplete analysis of systems, operations, interfaces, and risks may lead to omissions in 
specifications evading all detection mechanisms. For safety-critical systems, there must either be an 
efficient fallback chain, or it must be possible to argue that activities associated with analyses, development, 
verification, and validation have reduced the likelihood of systematic and systemic failures to a tolerable 
level. 

The latter approach may be challenging, e.g., the number of possible combinations of inputs to the system, 
and the number of possible sequences of input combinations can make it difficult to know whether 
specifications are complete. Thus, in practice, one often uses a combination where both a fallback chain 
and a rigorous development process are used to reduce residual risk to a tolerable level. 
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Since the effectiveness of mitigation measures varies with the type of cause, it is important to consider all 
failure categories mentioned at the start of this section when performing risk analysis and developing risk 
treatment strategies. For example, hardware redundancy in combination with voting may be an efficient 
mitigation against random hardware failures, but it will not be efficient if the cause is systematic or systemic. 
Furthermore, the use of functional diverse supporting functions may reduce risks related to systematic 
failures in those functions, but it may not be efficient against systematic failures in the top-level function. 
Operator intervention through independent means may be efficient against systematic failures in the top-
level function, but additional measures may be necessary if the cause is an operator failure, fire and 
flooding, or deliberate actions like hacking or sabotage.
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APPENDIX C 
Mission Model
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APPENDIX D 
Function Tree 
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APPENDIX E 
List of verbs 

Information acquisition Information analysis Decision making Action implementation

Access
Detect
Hear
Observe
Read
Receive
Record
Registrate
Review
Scan 
Sense

Calculate
Classify
Compare
Consider
Define
Identify
Integrate
Interpret
Organize
Predict 
Prioritize 
Trend
Verify

Command
Conclude
Determine
Generate
Plan 
Select

Acknowledge
Activate
Alert 
Align
Announce
Approve
Attach
Attain
Brief 
Close
Communicate
Compute
Configure

Action implementation cont.

Continue
Control
Coordinate
Cycle
Deactivate
Debrief
Decelerate
Decrease
Depressurize
Detach
Deviate
Discharge
Eliminate
Enter
Evacuate
Exit 
Extend

Extinguish
Fasten
Fill
Follow
Guard
Illuminate
Increase
Initialize
Initiate
Inspect
Intercept
Interrogation
Isolate
Load
Maintain
Manoeuvre
Modify

Monitor
Open
Operate
Order
Perform 
Position
Prepare 
Pressurize 
Prevent 
Proceed 
Program 
Provide 
Recover
Remove
Repeat
Report
Request

Reset
Respond
Secure 
Stabilize
Start 
Steer
Stop 
Stow 
Test
Transmit
Trim 
Tune
Turn 
Unfasten
Unload
Unsecure
Update
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About DNV
DNV is the independent expert in risk management and assurance, operating in more than 100 countries. Through its 
broad experience and deep expertise DNV advances safety and sustainable performance, sets industry benchmarks, 
and inspires and invents solutions.

Whether assessing a new ship design, optimizing the performance of a wind farm, analyzing sensor data from a gas 
pipeline or certifying a food company’s supply chain, DNV enables its customers and their stakeholders to make critical 
decisions with confidence.

Driven by its purpose, to safeguard life, property, and the environment, DNV helps tackle the challenges and global 
transformations facing its customers and the world today and is a trusted voice for many of the world’s most successful 
and forward-thinking companies.




