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Specific profiles for IMS
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Identity and Access Management -

specific profiles for IMS 

➢ Maritime Authority: this generic profile grant access 

to the T-AIS, S-AIS, SSN voyage information 

including MRSs, correlation, the possibility to 

access ABMs (to see the ABMs, the user will have to 

be in addition associated to a distribution list), SEG 

etc.

➢ Maritime Authority LRIT Flag Shared:  same 

resource as Maritime Authority, plus LRIT Flag 

position for those sharing LRIT Flag. Profile for IMS 

national Admin of the Member States sharing LRIT 

only.
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Identity and Access Management -

specific profiles for IMS 

➢ SAR MRCC: this profile grant access mainly to SAR 

SURPIC, SSN voyages and SEG. If the user need 

also T-AIS, S-AIS etc.. the profile Maritime Authority 

or Maritime Authority LRIT Shared should be also 

given. Profiles can be added cumulatively.

➢ Port: this profile shall be given to Port Authorities. 

From an IMS perspective if will grant access to the 

same resource as Maritime Authority, but for SSN 

perspective the access rights are different for ports 

and Maritime authorities
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Identity and Access Management -

specific profiles for IMS 

➢ Port LRIT Flag Shared: same as Port above but grant in 

addition access to LRIT Flag for those Member States 

sharing LRIT Flag.

➢ Access IMS Mobile App: this profile needs to be granted for 

giving to a user access to IMS Mobile App.
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Identity and Access Management 

General rules

➢ The IdM user manual for National Service 

Administrators is published on EMSA’s website at:

http://emsa.europa.eu/ssn-main/documents/item/3395-

identity-management-user-manual-for-national-

serviceadministrators.html

➢ General presentation “hands-on”: 

• Searching users ( a must before creating a user)

• Creating/updating users

• Exporting users list
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Identity and Access Management –

Action UCM 12/07:

EMSA to provide feedback on feasibility to integrate 

new functionalities in EMSA IdM:

➢ To visualise and being able to export all their users 

EMSA: it is possible in EMSA IdM to extract a list of all 

users from your country. 

o To clone users

Only available for EMSA admin.
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Identity and Access Management –

Action UCM 12/07:

EMSA to provide feedback on feasibility to integrate 

new functionalities in EMSA IdM:

➢ To be able to monitor their users who have not 

connected for 5 months and those for which accounts 

are disabled.

EMSA: IMS admin can search for their disabled users 

The functionality for the 5 months is not available ( only 

EMSA internal for audit).
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Identity and Access Management –

Action UCM 12/07:

EMSA to provide feedback on feasibility to integrate 

new functionalities in EMSA IdM:

o To have accessible on-line to the profiles/roles and 

explanation on the resource they grant access to when 

selecting a profile.

EMSA: the IMS national admin will have access, in IdM, to 

the profiles they can grant access to and the roles 

associated. The explanation on the resources (roles) these 

profiles are granting access to will be made via a dedicated 

document.
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twitter.com/emsa_lisbon

facebook.com/emsa.lisbon



Roles and Profiles: 

Screenshot Identity Management tool ( V2)
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