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User Management W EMSA

» Common Management Console (CMC) and new
Identity Access Management System (IAM)

» User management: rules for disabling users
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Applies harmonised configuration of user accounts for
all EMSA applications

User credentials

User information: names, contact details

User’s country (from CCD)

User’s organisation (from COD, replace SSN Authorities)

One or several Profiles (May cover one of several
applications)



Roles and Profiles WNEMSA

» The current access rights will be maintained

» IMS PoC and IMS National Administrator will access in IAM to
IMS profiles for creating/managing IMS users at MS level (for all
national authorities/organisations).

» An IMS user will have several profiles to access the information
as today: see example in next slide.



Roles and Profiles:
a MS user from MRCC+ belonging to MS agreeing

to Share LRIT Flag + ABM manager

. Maritime SAR LRIT Hag LRIT A|.3M
Role (rows) / Profile (columns) . . Shared National
Authority MRCC View .
Hag View | Manager
View T-AIS provided by EU MS X

View T-AIS own

View T-AIS Atlantic

View T-AIS Mediterranean
View S-AIS All X
View S-AIS Mediterranean
View S-AIS Atlantic

View LRIT Flag all MS agreed sharing X
View LRIT FLAG national

View VMS Flag own

View VMS Flag sent by country

View MRS EU MS X

View Correlation results X

Run VDS reprocessing X

View Geographical Areas X

Manage Operational Vessel Registry

View ABM Reports X

View ABM Alerts X

Manage ABM X
View IMDATE WUP X

View SSN data WUP X

View enhanced SAR SURPIC X




/' E M s Identity Manager

Home  Search Users x| TRAINING_22

4 Training 22

4 Modify Enable User (g Disable User 3 Delete User “_;, View Roles I—E) Reset Password Successful @ 2013-08-30 18:48:23

Attributes = Statuses  Accounis

4 Basic Information

Type Human First Mame Training

Middle Mame
Status Active

Initials T22 Last Mame 22

A Contact Information

E-mail imsEemsa.europa.eu Fax
Address Alert E-mail
Contact Phone 0 Alert Phone

A Country / Institution! Organization Information

Category Type [INSTITUTION
Country [ Institution European Union (EU}
Organization M3 Traming (EWWORG_EWG0017T)

A Services [ Profiles
Service Profile
IBAS - Integrated... Access to IMDaiE WUP

IS - Integrated... Access to 55N information on reguest
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New IAM release 18 October
» Replicates current users’ configurations
» No impact apart from users’ organisations

STAR TRACKING access rights managed by roles
and profiles from IAM

» Planned for November 2018 ( STAR TRACKING 1.1)

» All features related to user accounts and authorities
configuration will be removed from STAR TRACKING
and managed by IAM

Opening IAM to IMS PoC/Nat Admin
» TBD
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Any questions
» Trainings?

» Webinar?

» Skyppe?

» Guidelines?

» Other?



Users’ management: The procedure to be WEMSA

Implemented in IAM

1. User accounts not used for 5 months (i.e. without
any login)

» the system will send a warning to the user’s emaiil,
requesting to log-in if the account is still needed.
2. User accounts not used for 6 months

» will be disabled automatically. Disabled accounts may be
enabled by EMSA ( IMS PoCs in the future) directly in
the IAM

3. After 6 additional months (after 2 above),

» disabled user accounts will be deleted

» Deleted user accounts cannot be reinstated (remain in the
system for traceability)

» Consequence: user ID of deleted accounts cannot be reused.
Q7?: does the group agree on these rules?

IMS Group 12th User Consultation Meeting - UCM#12, 24 October 2018, EMSA, Lisbon 9



2 twitter.com/emsa_lisbon /' E MSA

n facebOOk_Com/emsa_liSbon European Maritime Safety Agency



