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Live Cyber Attack Threat Map

Cyber attacks are socially or politically motivated attacks carried out primarily through the
spread of malicious programs, unauthorized web access and manipulation of electronic
devices or computer systems causing far-reaching damage.
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EMSA maritime integrated ecosystem/2
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EMSA what we do 2018.wmv

EMSA maritime integrated ecosystem/3
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EMSA Layered IT security/1

A layered Security approach

Enterprise Architecture protection:

v Identity & Access Management

v 2-way SSL with internal Certification Authority for maritime services

Perimeter protection:
v IPS Intrusion Prevention System
v WAF Web Application Firewall
v Firewall Threat Prevention + Antibot + Application & URL filtering

End-point protection:

v Windows Defender ATP — Advanced Threat Prevention

v AppLocker files execution administration
v BitLocker Drive Encryption
Security processes:
v' Security Information and Event Management (Splunk) => CERT-EU
v"Incident response support & forensics => CERT-EU

v Penetration testing => CERT-EU 8



EMSA Layered IT security/2

Firewall

Afirewall is a security device that monitors network traffic and allows or blocks it based on a defined set
of security rules.

Attack Types by Blades

Security Incidents {by Logs)

®tHigh @ Critical % 67 IPS g 4 Anti-Bot @ Threat

Emulation
g 32 Anti-Virus % 0 DDoS Protector h-_' Threat
Extraction
@-" N i B ’ ’ Infected hosts
- 5 Infected Hosts - ‘I Infected Hosts on WIFI
— With bots — With bots
T T T T
Jan 24, 2019 Jan 31, 2019 Feb 7, 2019 Feb 14, 2019

Top Attacks Top Sources Top Destinations
Protection Name Severity Blade Logs Source Severity Elade Logs Destination Severity Blade
SQL Injection m— Critical € rs 40K ) . 130.193.52.69 m— Critical € s 1.6K - EMEMSA_PI91.231.2.. e Critical Tl Multiple Blades 7.0K
LDAP Injection I Critical @ IPS 1.2K _~1185.183.104.139 — Critical & IPS 607 _#|no-mansdand.m2.. s Critical 89
Mon Compliant HTTP I Critical 454 0 N host87-120-40-35.... s Critical @ IPS 561 B EMSA_PI 91.231.2.. oo Critical 71
MNon Compliant DNS I Critical 333 BE  55.232.187.35.bc.... . Critical & IPS 224 EMe2.102.17.242 I Critical 44
Command Injection I Critical @ IPS 114 B 42.113.30.35 I Critical @ IPS 220 B EMSA_PI 91.231.2.. oo Critical [} Multiple Blades 39
Microsoft IS WebDAV ScSto..  mmmmmm Critical € rs 48 /| H_DMZ-1_LTM_VI... s Critical € s 179 ENFW _EXT_2(91.231.. memmmm Critical Tl Multiple Blades 37
Havij Automated SQL Injecti..  mmmm— Critical @ IPS 37 ~110.120.0.157 I Critical Firewall 171 BN Fw_EXT_1(91.231.. oo Critical [} Multiple Blades 37
Cross-5ite Scripting I Critical @ IPS 33 [l 128.96.151.27.bro... e Critical & IPS 149 _~ |lvpn-gw-prod-001... s Critical 36
China Chopper Web Shell Re... mmmmm Critical @ IPS 22 5 209.79.231.35.bc...  m— Critical @ IPS 148 _~lvpn-gw-prod-002.. s Critical 36
Suspicious Executable Mail ...  mmmm— Critical @ IPS 16 o= 94-237-60-17.uk-l.. Em— Critical & IPS 145 _~|H_DMZ-2_PWGT1 .. e Critical 31
S50L Servers UNION Query-b...  mmmmmm Critical & IPS 15 mm 178-37-18-205.3d... o Critical @ IPS 148 < |H_DMZ-1_QVLAN_.. memm Critical 29
MNS Nara Overflow — ritical & 1P 13 EI2 05403087 skvbro — Crifical & ps 148 [EW FMSA PG 2317 e Critical m Milrinle Rlares 7R




EMSA IT security measures/3

Web Application Firewall (WAF)

A WAF is a security device that monitors and filters
HTTP traffic to and from an WEB application. To D attacks:

Coccurences
Top stiacks in lst week [y | Dovicadsy | - Seif LA WY
1 M Abuse of Functionality 18382
2 [ Buffer Overflow 9513
Oceurances par Arthck Type sver tima
a0k - 3 [ Forceful Browsing 5570
BOk o Tatal Artacks count for all requeses: B0, 486 ] 4 . Mon-browser Client 5131
70k - Cross Site Seqffting (X55): 40,958 | 5 M sol-njection 3212
60k - 26,092 | 6 M Detection Evasion 2712
liey: 8,380
S0k i 7 B HTTP Parser Attack 1701
owsing: 1,218 |
20k o 2 B Fredictable Resource Location 327

30k 4 erability Scan: 528 |

P Parser Artack: 443 | Top VlOIatlonS:

Man-brovwser Client: 650 |

20k

Hok 1 ;llmurct Location: 263 F____ # |"|.|"i.u|£lti.|:|n |Onm.l'ennes

7 Feb 10  Feb 11 1 M 1llegal meta character in URL 14178
2 [ Atacksignature detected 9325
2 [ 1iegal request length 8872
4 M@ 1egal file type BETZ
e W lllegal meta character in parameter name 2210
7 M HTTP protocol compliance failed 1701 10
: N Illegal guery string length 1033



EMSA IT security measures/6

Security information and event management (SIEM)
EMSA adopted Splunk SIEM and built an integrated dashboard

splunk App: Alert Manager ~

Incident Posture Reports + Pivot + Alerts Settings

Incident Posture Edit || ot v | [

Todays number of incidents, compared to yesterday

Timerange:

Last 30 days v Hide Filters

94 it

-1

Critical

Informational

Recent Incidents

Owner: Alert. Category: Subcategory: Tags: Status: Incident ID:
All Q‘. Al m|. Al Q‘v All Q|- [ i || untaggeq = | | allopen =
Title Impact. Urgency: Priority. Freeform Filter:
(IEE: R | | A \
i _time owner status_description title app category subcategory tags priority

> a + 2 2018070181002 unassigned New OWAMalicious User-Agent =T [Untagged]
> Q L+ [ 201807-1018:00:06 2 ramovse Assigned Windows Security: Failed Authentication to Non-existing Accounts certeu_app unknown unknown [Untagged]
> a &+ 2 2018070180005 unassigned New OWAMalicious User-Agent GMV [Untagged]
> a $ 3 2018070175002 unassigned New OWAMalicious User-Agent GMV [Untagged]

Edit Incident

Incident  7bBff041-23a3-4106-9879-4a6026b1¢6CH

Urgency: low
Incident Workflow - mEdi L

Owner: | unassigned i high
0 Q)

Status: .
snassinen M critical

Comment: admin a
balbosi
certeu
Cancel couribr - - - -

eggerso . 11
gmv Fri Jul & Sun Jul 8 Tue Jul 10
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Terminology - Exploit & Vulnerabilities

A vulnerability is a weakness an adversary could take advantage of to

compromise the confidentiality, availability, or integrity of a resource.

An exploitation technique is a technique used by the adversary to use victim’s

resources unfairly for its own advantage.

An exploit can be a piece of software or a sequence of commands that takes
advantage of a software vulnerability to cause unintended behavior on

computer software, hardware, or electronic devices.

This unintended behavior can be gaining control of a system, allow privilege

escalation, or compromise a resource/service.

13



Terminology — JAMMING

Radio jamming is the deliberate jamming, disrupt, interference or blocking of

radio signal with authorized wireless communications.

Radio jamming devices are called "jammers"”.

d)ay §Qt‘;5§ryyv Search for anything ¢

€ | Back to search results | Listed in category: Computers/Tablets & Networking > Other Computers & Networking

X
NOW YOU CAN FILE A CLAIMFOR ~ With MONEY BACK GUARANTEE
UPTO 30 DAYS AFTER DELIVERY  Ypurpurchase is protected 5

JAMMER INHIBITOR 16 PORTABLE 50 meter MOST POWERFULL GSM
*@tE Multi use portable Jammer P16 i)

® 2 watched in last 24 hours

Condition: New

Quantity ‘ 1 ‘ Lastone / 1 sold

price EUR 749.00 Buy It Now

Best Offer: Make Offer

© Add to watch list

More than 49% Last item Zero
Sold Available Customs charges

Shipping: EUR 29.00 La Poste - Colissimo International | See details
ftem location: Rueil Malmaison, France
Ships to: Worldwide

Delivery: Estimated between Mon. Mar. 4 and Mon. Mar. 18
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Terminology — SPOOFING

Spoofing is the act of camouflage so that an unknown source appears to be a trusted source.

A Spoofing attack is a situation in which a person or program successfully masquerades as another

by falsifying data.

A GPS spoofing attack attempts to deceive a GPS receiver by broadcasting incorrect GPS signals,
structured to resemble a set of normal GPS signals or genuine signals captured elsewhere or at a

different time.

These spoofed signals may be modified in such a way as to cause the receiver to estimate its

position to be somewhere other than where it actually is..

15




Terminology - SPEAR PHISHING

Phishing attacks persuade potential victims to divulge sensitive information (credentials, credit card details).

They take the form of SPAM mail, malicious Web sites, email messages appearing to be from a legitimate

source.

Spear phishing is a more sophisticated version of phishing in which the attack is personalised to the

PIRRNER Spear Phishing email .
specific victim., D d With Spoofed sender
Ml ¥ 9 o % |5 Maritime Support Services (EMSA) Payrnent 03009 - Message (Plain Text) (Rea — O =
m Message = e

EMSA receives on a daily |
emails quite often imperson| .
service provides (workshops i &) oumu sorm
operators, freight forwarders

Dear

Samples of SPAM massages entering in foo Receipt for your payment to Maritime Support Services (EMSA).
( JEmsa)

©® You forwarded this message on 12/11/2018 10:53,
Sent: Wed O7/11/20180%232 (|

" ICT Security (EMSA) Maritime Support Services (EMSA)
-] Message =] Issue Updated - Sea Sentinels Joins as a Spon MaritimeSupportServices@emsa.europa.eu

|- Issue Updated - ALERT: Email with executable
|1 Issue Updated - ALERT: Email with executable

Thank you for your business - we appreciate it very much.

Privileged and/or confidential information may be contained in this message. If you are not the addressee indicated
in this message (or are not responsible for delivery of this message to that person) , you may not copy or deliver this
message to anyone. In such case, you should destroy this message and notify the sender by reply e-mail.
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Terminology - Malware

Malware is derived from the term 'Malicious Software’.

Any piece of software that performs undesirable operations such as Trojans,
Viruses, Worms, and Spyware.

17



Malware families

Variants of malware
families

Adylkuzz

Foss

DarkSky

DoubleDoor

DeltaCharlie Fast Flux

Botnet
JenX Variants

Magnitude

DNSChanger
Bizarro
Sundown Flokl Bot

: cryp

Kelihos Methbot Exploit Kit
Variants
PyCryptoMiner YuxllRCTelnet \Sathurbot Bad Rabbit BTCWware
Reaper TheM DetoxCrypto Black Shad:
Novidade
VPNFilter

GandCrab
Sweet Orange

Cerber
DynA-Crypt CTB-Locker @
Ransomwa@

lobelmposter Variants HDDCryptor
NanoLocke

NoobCrypt

AZORuit

Citadel BLACKHEART VenusLocker ZCryptor

Cannon Cardinal DanaBot

China Chopper Coldroot RAT

Scarab

TrueCrypter

CrytoCurrency
Malware

MassMiner MulDrop

° @ m“ -
%%

Prowli / Xbooster




Patch Management/1

ZERTEU

Meltdown and Spectre

Reference: CITAR-Flash-2018-001 - Date: 05/01/2018 — Version: 1.0

ASSESSMENT
THREAT TARGETS / VICTIMS THREAT ACTOR
Type: Vulnerability Domains: All Profile: none
Level: Medium Sectors: All Motive: none
Information-Confidence: A1 | Victims: None reported Historical activity: none
COURSE OF ACTIONS
ACTOR ACTIONS
CERT-EU v Monitor reporting about the vulnerahilities and alert customers as needed
EU institutions, bodies and | v Apply software patches as they become available
agencies v Implement Microsoft recommended configuration changes as described here:
https://support.microsoft.com/en-us/help/4072698/windows-server-guidance-to-protect-against-the-speculative-
execution-s

v' |dentify and consider replacing any systems that cannot be updated

Software Patch

A software patch is a set of changes to the software designed to add new features or resolve
functionality and security issues.



Patch Management/2

Vulnerability Lifecycle

Patching delay, Patching deployment process....a real life scenario

RELEASE CVE DATE PATCH ATTACK
11/07/2013 21/06/2017 10/2017 14/12/2017
» O » »
t=0 t=4 months t=6 months

CVE-2017-10271  common Vulnerabilities and Exposures (CVE) Published

Description

Vulnerability in the Oracle WeblLogic Server component of Oracle Fusion Middleware (subcomponent:
WLS Security). Supported versions that are affected are 10.3.6.0.0, 12.1.3.0.0, 12.2.1.1.0 and
12.2.1.2.0 Easily exploitable vulnerability allows unauthenticated attacker with network access via T3
to compromise Oracle WebLogic Server. Successful attacks of this vulnerability can result in takeover of
uracie webLogic server. CVSS 3.0 Base Score 7.5 (Availability impacts). CVSS Vector: (CVSS:3.0/AV:N

JAC. L rransuL iy o.u7 e N/TIN/ACH).




Patch Management/3 — Is patching enough?

Maersk case show us the need of a multilayer,
Integrated approach to security

that includes all actors in the supply chain:assets,
people, processes and technology

21



Terminology - SUPPLY CHAIN ATTACK

A supply chain attack is a cyber-attack that seeks to
damage an organization by targeting less-secure
elements Iin the supply network (suppliers of

components, software, telco services, contractors etc..).

A chain is as strong as its weakest link!

Have you assessed what is the strength of your contractors
and suppliers in term of IT security?

22
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MaKCs Learning Portal

https://portal.emsa.europa.eu

_ ®
E M A Welcome Serena RAMOVECCHI m 2 OC
g My Pages Portals Reset Logout

MaKCs RuleCheck SEG i
. : - ?
D € )IL g, D | .
~ -

Wup | MaKCs Home RuleCheck Home SEG HomePage Homepage
—~——— —ear
ﬁ MY TASKS MY DOCUMENTS w o USERS
EMSA - EU

My courses

Title

Eg/a @ Awareness in Maritime Cybersecurity

EMSA © 2014 Personal data prolection clause
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MaKCs Learning Portal

https://portal.emsa.europa.eu

Awareness in Maritime Cybersecurity

Info Details
This course has been designed to raise awareness in maritime cybersecurity.
Description The course will be divided into six sections, covering from basic concepts in cybersecurity, to International and European legal aspects applying to the maritime
world. Also, we will introduce the latest International Maritime Organization (IMO) recommendations and guidelines on cyber risk management for shipping.
At the end of the course, there will be a test of ten graded guestions just to check if you understood the topic.
Availability From: 7/30/2018
Duration (Min) 120

Learning Materials

—
s o Welcome and Introduction

iy o Basic Concepts in Maritime Cybersecurity

i o International legal framework applicable to the maritime domain
—

RN o European legal framework applicable to the maritime domain
i o Challenges

—

s o Final Test

®

Tobe
started

|

'n- Incompletel ¥ Results

C

® © ©

To be
started

Tobe
started

Tobe
started

To be
started

|

|

|

|

l ¥ Results ] l ¥ Info

] l ¥ Info
l ¥ Results ] l ¥ Info
l ¥ Results ] l ¥ Info
l ¥ Results ] l ¥ Info
l ¥ Results ] l ¥ Info

|
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MaKCs Learning Portal

https://portal.emsa.europa.eu

Attachments | Glossary | Audio text

= Menu
= Menu Attachments | Glossary = Audio text

e EECI—

Basic concepts in maritime cybersecurity
Terms used in cybersecurity — Malware

Click on each term to see the definition.

Scareware

Malware Ransomware

A computer worm is a standalone piece of malware that replicates itself without the need for any host in order to
spread. Worms often propagate over networks by exploiting security vulnerabilities on target computers and networks.
Because they normally consume network bandwidth, worms can inflict harm even without modifying systems or stealing
data.

Basic concepts in maritime cybersecurity

o » O | ¢ PREV NEXT »

Attachments | Glossary | Audio text

MEMSA

Basic concepts in maritime cybersecurity
Examples of maritime assets

Jamming

Faking the sending address of a transmission to gain illegal entry into a secure system (for example, a computer) is
Because some parts of these systems are usually known as spoofing. Impersonating, masquerading, piggybacking, and mimicking are forms of spoofing. For example, if
found on the bridge of a ship, theyarealso computer A sends a message to server B, and somehow computer C sends a message to server B saying that itis
commonly referred to as “bridge systems”. In this

group, we would include the systems designed to computer A.
help the ship navigate (in broad terms), like Global

Positioning System (or GPS) receivers; Automatic

Identification System (or AIS), Electronic Chart

Display and Information System (or ECDIS),

systems which help to keep the course of the ship

(like autopilots), RADAR, non-magnetic compass

(or gyro compass), dynamic positioning system (or

DP) and Voyage Data Recorder (or VDR).

Please, click on the active areas of the ship to see examples of maritime assets.

Bridge systems:

o > fe} € PREV NEXT > 26
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Password Vulnerabilities/1

Stealing Login Credentials is Key to Cyber criminals!

Brute Force attack

[http-brute 127.0

] Trying admin/<empty> against 1

[http-brute 127.0
0

Keyloggmg [http-brute 127.

[http-brute 127.0

] Trying admin/123456 against 12
] Trying admin/12345 against 127

[http-brute 127.0.

a [http-brute 127.0
(http-brute 127.0

‘ Dictionary attacks
Keyloggerm

T !

? Password Reuse

nternal Network IS a Significant
Risk Factor for Security Breaches!

] Trying admin/password against
] Trying admin/iloveyou against
j Trying admin/princess against

.
.
.
.
.
.

0.1:80
0.1:80
0.1:80
0.1:80] Trying admin/123456789 against
0.1:80
0.1:80
0.1:80

28



Helpful Tip \

\|I/

Website which checks if your email account has
been compromised.

https://haveibeenpwned.com/

'*--have i been pwned?

Check if you have an account that has been compromised in a data breach

email address or username pwned?
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