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AGENDA
Maritime Cybersecurity Table Top Exercise



First thoughts ….
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▪ Why is cybersecurity important to ships? 

▪ Are we as maritime community prepared?

▪ What initiatives have already been taken?

▪ How is the maritime community reacting?

▪ How can we, as EMSA help?
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Objectives

1. Raise awareness

2. Familiarisation of the participants with different 

legal/regulatory frameworks applicable to cybersecurity 

in the maritime domain

3. Encourage the development of a cyber culture in EU 

maritime security

Maritime Cybersecurity Table Top Exercise
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Automation and digitization on board …

…. Increasingly dependent 

… network-based systems … 



Critical Ship Infrastructure 
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Image: http://shipcs.com/eng/ocean/combine_vps.aspx

On Board System Shore System

http://shipcs.com/eng/ocean/combine_vps.aspx


Cyber Risks in Maritime Community …

For each of these critical information assets there are 
cyber risks involved which may lead to:

• Losing information;

• Disruption of communication, traffic and navigational 
systems;

• Distortion of (e-)navigational data

• Concealing ship movements or cargo;

• Distortion of critical infrastructure architecture
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Hacker profile …
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States & Terrorist Organisations…

Anonymous…

Activists…

Criminals…

Opportunists…



Cyber News …
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https://www.bbc.com/news/39655415

https://motherboard.vice.com/en_us/article/bmjgk8/how-traffickers-hack-shipping-
containers-to-move-drugs

https://www.bbc.com/news/39655415
https://motherboard.vice.com/en_us/article/bmjgk8/how-traffickers-hack-shipping-containers-to-move-drugs


https://mymodernmet.com/wp/wp-
content/uploads/archive/zUz6jZgkq3lNoX1AtBz9_1082049083.jpeg

The increase of open “doors”…
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The use of digital equipment by the crew …

The use of equipment in open public spaces using wi-fi…

The use of social media …
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Regulatory framework
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Regulatory framework 
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Regulatory framework

▪ 17 Recital

▪ 15 Articles

▪ Annex I – SOLAS 74, as amended, Chapter XI-2

▪ Annex II – ISPS Code, Part A , mandatory

▪ Annex III – ISPS Code, Part B, mandatory for

paragraphs listed in Article 3.5

• Regulation (EU) No. 725/2004 on enhancing ship and port facility 

security, March 2004
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Are cyber risks taken into account in the existing 
management systems ?

Regulatory framework 
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Regulatory framework

Part A of the ISPS Code - Risk Assessment

Ships…

Port Facilities…
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Regulatory framework

Part B of the ISPS Code - Risk Assessment

Ships…

Port Facilities…
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Regulatory framework

Part A – Implementation

1.2 Objectives

1.2.2 Safety management objectives of the Company should, inter alia: (…)

1.2.2.2 “ assess all identified risk to its ships personnel and the 

environment and establish appropriate safeguards; (…)”
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What is the answer of IMO to the question?

Regulatory framework
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Now …

What should I do?



twitter.com/emsa_lisbon

facebook.com/emsa.lisbon


