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Live Cyber Attack Threat Map

Cyber attacks are socially or politically motivated attacks carried out primarily through the 

spread of malicious programs, unauthorized web access and manipulation of electronic 

devices or computer systems causing far-reaching damage.
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EMSA maritime integrated ecosystem/1
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Allows users to move easily between information services



EMSA maritime integrated ecosystem/2
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EMSA what we do 2018.wmv


User communities
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EMSA maritime integrated ecosystem/3



EMSA Layered IT security/1

Enterprise Architecture protection:

✓ Identity & Access Management

✓ 2-way SSL with internal Certification Authority for maritime services 
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Perimeter protection:

✓ IPS Intrusion Prevention System

✓ WAF Web Application Firewall

✓ Firewall Threat Prevention + Antibot + Application & URL filtering

End-point protection:

✓ Windows Defender ATP – Advanced Threat Prevention

✓ AppLocker files execution administration

✓ BitLocker Drive Encryption

Security processes:

✓ Security Information and Event Management (Splunk) => CERT-EU

✓ Incident response support & forensics => CERT-EU

✓ Penetration testing => CERT-EU

A layered Security approach
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EMSA Layered IT security/2

Firewall

A firewall is a security device that monitors network traffic and allows or blocks it based on a defined set 

of security rules.



10

Top attacks:

Top violations:

EMSA IT security measures/3

Web Application Firewall (WAF)

A WAF is a security device that monitors and filters 

HTTP traffic to and from an WEB application.
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EMSA IT security measures/6

Security information and event management (SIEM)

EMSA adopted Splunk SIEM and built an integrated dashboard
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Terminology - Exploit & Vulnerabilities

A vulnerability is a weakness an adversary could take advantage of to

compromise the confidentiality, availability, or integrity of a resource.
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An exploitation technique is a technique used by the adversary to use victim’s

resources unfairly for its own advantage.

An exploit can be a piece of software or a sequence of commands that takes

advantage of a software vulnerability to cause unintended behavior on

computer software, hardware, or electronic devices.

This unintended behavior can be gaining control of a system, allow privilege

escalation, or compromise a resource/service.



Terminology – JAMMING

Radio jamming is the deliberate jamming, disrupt, interference or blocking of

radio signal with authorized wireless communications.

Radio jamming devices are called "jammers“.
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Terminology – SPOOFING

Spoofing is the act of camouflage so that an unknown source appears to be a trusted source.

A Spoofing attack is a situation in which a person or program successfully masquerades as another

by falsifying data.

A GPS spoofing attack attempts to deceive a GPS receiver by broadcasting incorrect GPS signals,

structured to resemble a set of normal GPS signals or genuine signals captured elsewhere or at a

different time.

These spoofed signals may be modified in such a way as to cause the receiver to estimate its

position to be somewhere other than where it actually is..
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Terminology - SPEAR PHISHING

Phishing attacks persuade potential victims to divulge sensitive information (credentials, credit card details). 

They take the form of SPAM mail, malicious Web sites, email messages appearing to be from a legitimate 

source.

Spear phishing is a more sophisticated version of phishing in which the attack is personalised to the 

specific victim.
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EMSA receives on a daily basis phishing 

emails quite often impersonating maritime 

service provides (workshops, agents, cargo 

operators, freight forwarders etc).

With Spoofed sender
Spear Phishing email
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Terminology - Malware

Malware is derived from the term 'Malicious Software’. 

Any piece of software that performs undesirable operations such as Trojans, 

Viruses, Worms, and Spyware.
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Malware families

Variants of malware 

families



19

Patch Management/1

Software Patch
A software patch is a set of changes to the software designed to add new features or resolve 

functionality and security issues.



Patch Management/2

Vulnerability Lifecycle

Patching delay, Patching deployment process….a real life scenario
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RELEASE

11/07/2013

PATCH

10/2017

ATTACK

14/12/2017

t=4 months t=6 months

CVE DATE

21/06/2017

t=0

Common Vulnerabilities and Exposures (CVE) Published 
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Maersk case show us the need of a multilayer, 

integrated approach to security 

that includes all actors in the supply chain:assets, 

people, processes and technology

Patch Management/3 – Is patching enough?



Terminology - SUPPLY CHAIN ATTACK 

A supply chain attack is a cyber-attack that seeks to

damage an organization by targeting less-secure

elements in the supply network (suppliers of

components, software, telco services, contractors etc..).
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A chain is as strong as its weakest link!

Have you assessed what is the strength of your contractors 

and suppliers in term of IT security?
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MaKCs Learning Portal
https://portal.emsa.europa.eu
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MaKCs Learning Portal
https://portal.emsa.europa.eu
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MaKCs Learning Portal
https://portal.emsa.europa.eu
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Password Vulnerabilities/1

Stealing Login Credentials is Key to Cyber criminals!

Brute Force attack

Keylogging

Dictionary attacks

Password Reuse

is a Significant 

Risk Factor for Security Breaches!
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Helpful Tip

Website which checks if your email account has 

been compromised.

https://haveibeenpwned.com/



twitter.com/emsa_lisbon

facebook.com/emsa.lisbon


