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POSITIONING ENISA’S ACTIVITIES
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THE MARITIME SECTOR IS UNDER 
ATTACK!
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…AND VULNERABLE
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• Cybersecurity gaining more attention but still relatively low 

awareness and focus on maritime cyber security

• Emerging standards/guidelines from IMO, industry etc.

• Complexity of the maritime ICT environment including SCADA 

and emerging IoT usage 

• Fragmented maritime governance context 

• No holistic approach to maritime cyber risks and diversity 

between different actors in maritime

• Overall lack of direct economic incentives to implement good 

cyber security in maritime sector 

CYBER SECURITY IN THE MARITIME 
SECTOR – SITUATIONAL ANALYSIS
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THE NETWORK AND INFORMATION 
SECURITY DIRECTIVE
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Chapter 1

• Identification of operators of essential services

• Minimum security measures to ensure a level of 
security appropriate to the risks

• Incident notification to prevent and minimize the impact 
of incidents on the IT systems that provide services

• Make sure authorities have the powers and means to 
assess security and check evidence of compliance for 
OES

OBLIGATIONS FOR MS ON OES
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MS shall define the criteria for the identification of OES 
and identify the OES among the following:

• Inland, sea and coastal passenger and freight water transport companies 

(Annex I to Regulation (EC) No 725/2004)

• Managing bodies of ports (point (1) of Article 3 of Directive 2005/65/EC), 

including their port facilities (point (11) of Article 2 of Regulation (EC) No 

725/2004), and entities operating works and equipment contained within 

ports.

• Operators of vessel traffic services (point (o) of Article 3 of Directive 

2002/59/EC)

IDENTIFICATION OF OES IN THE 
WATER TRANSPORT SECTOR
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WORKING GROUPS UNDER THE NIS 
DIRECTIVE
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NIS DIRECTIVE - TIMELINE
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2019 Study: Port Cybersecurity

• Port CISOs/CIOs

• Input from competent authorities

NIS Directive Transposition

• National Approaches

• OES identification, Security Measures, Incident 

Reporting

ENISA TRANSSEC Group

• Looking for maritime cybersecurity experts!

ENISA’S WORK – HOW YOU CAN HELP!
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