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Summary
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e Monitoring Tools and procedures to explain how
Help Desk works

e Incident/Problem management y
e ICT Security
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Management of incidents, now at
EMSA
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INCIDENT MANAGEMENT PROCEDURE FLOW CHART (1)

i

EMSA onntion e Restore the normal
Incident (MsS)

Management service operation as

v I I
Process quickly as possible
(adapted from ITIL v3) Categorization & Using NUMARA
Prioritization
(MSS)

— Triggers y .

Hand-over responsibility to GMV (CC: A.3 &
Application Team) for diagnosis & resolution.
If no GMV confirmation within 30 min then
immediately escalate to A.3 Standby Duty
Officer. MSS must be always in the loop.
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 Logging and
classifying the
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INCIDENT MANAGEMENT PROCEDURE FLOW CHART (2)

Inform A.3 and
Application Team
{for notification only)

What MSS does
N . .
Functional Y Ational Escalatio\n\ L ASSIgnIng personnel

Escalation

e T s charged with restoring

service, if needed
scalation needed?

Management
Escalation
(A.3 / Application
Team)

Y

e Resolution and

A.3 and/or application team inform Recove ry
management responsible for
application depending on priority A3orth licati H H

and resolution time guidelines, team will ac s Love ' « Close the incident
keeping always MSS in the loop 3 keeping always MSS Further Functional
in the loop | Escalation 3 Level

(GMV to A.3 or
Application Team)
Outputs
A 4 A 4
Resolution & Investigation & - -
e S  Resolved incidents
(MSS /GMV /A3 & | © (GMV /A3 &

Application Team) Application Team)

! e Updated incidents

Using NUMARA Incident Closure Using existing tools & documentation
(MSS) (e.g. Application’s Known Error DB,
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Feedback on incidents
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Incidents Jan-Sept 2012

« 11 relevant incidents
= Power Outage: 1
= User Web interface not available: 7
= Network issue: 2
= SSO: 5
= Database:3

= Several other incidents without impact on the QoS ( i.e. external
system is down)
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Problem management

Process Flow Chart
|— Recol -
| Alm

= « To identify the root cause
and fix it once and forever.

W Triggers

m— « The identification of a y
e behavioural pattern of a
repeated incident.

Outputs

» Resolved problems;

e Updated problems records;
e RFCs;

e Incident workarounds;

e Known error records;

Request For
Change

v

Change
- Implemented
Resolution

and Closure
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ICT Security

« Harmonized Security measures in all EMSA projects

 Currently almost all EMSA applications have Security Profile
document used for:

e |In case of an attack, it contains all information needed to
perform necessary investigation -

 To identify possible vulnerabilities on system

« In 2011, a web penetration test was performed on EU LRIT DC

 The result was positive but some vulnerabilities were
identified (i.e. change the session id, when user logs into

application)
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Questions?

European Maritime Safety Agency
EMSA LRIT Team

Irit@emsa.europa.eu

Maritime Support Services

MaritimeSupportServices@emsa.europa.eu
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