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	Executive summary 
	The paper outlines actions already undertaken by EMSA for establishing and testing a business continuity facility for SSN at Porto as well as the issues/pending actions.


	Action to be taken
	As per paragraph 4

	Related documents
	


Background
The SSN infrastructure is highly redundant given that the most critical components of the SSN infrastructure and middleware (firewalls, switches / network, virtual infrastructure, Storage Arrays, etc.) are fully clustered (in line with EMSA policy to all maritime applications). An infrastructure help-desk has been already contracted for monitoring the infrastructure and for incident management (24/7 service).
Nevertheless during 2010/11 EMSA took actions to set-up a state-of the art BCF facility for all its critical maritime applications, including SSN, in the area of Porto (a city that belongs to a different earthquake zone) and at a location 30 km inlands.
The switch-over of all EMSA maritime applications, including SSN, to Porto was tested in December 2011. Minor problems were encountered from SSN central system (request/response and e-mail communications) which were all addressed. 
The majority of the MS were connected without problems to the BCF. However a number of observations were made that could require action from the side of the concerned MS (refer to section 2.2). 
This paper outlines the current situation of the SSN BCF project and summarises the issues that have to be taken into account by EMSA and the MS.
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Current Status
S-Testa network
At the moment there is no direct connection of the BCF’s facility data centre to the s-Testa network. A connection of the BCF to s-Testa would require an annual subscription not covered by EMSA’s current budget (as it is the case for the connection of the Lisbon’s primary data centre).
EMSA is currently investigating the possibilities for failing over the s-Testa traffic to BCF’s facility.
Member States configuration issues
The results of the BCF tests carried out in December and the IP switching tests carried out end March revealed that following the switch, there was loss of connectivity with one MS and one regional server. Moreover, during IP switching tests on 29 March there were connectivity problems with 10 MS. These 10 MS were contacted by phone, e-mail and a letter was sent to each NCA (10 April 2012), highlighting the issue faced.
The connectivity loss when changing the IPs is an issue also affecting the BCF. A second set of tests was performed on 19-20 April. The results are being analysed both by EMSA and MS.
The assessment made on the reasons that caused the loss of connectivity are: 
a) Certain MS have not adopted a solution that supports the Fully Qualified Domain Names (FQDNs) utilised by EMSA and thus have to configure the IPs of the BCF facility, upon a fail-over, to their firewalls manually. This would mean that in case of a contingency at EMSA’s Lisbon centre (requiring emergency switch-over or fail-over to Porto facility), EMSA staff would have to notify the MS concerned and these MS would have to take immediate action for pointing their system to Porto.
b) Certain MS are adopting FQDNs but presumably their implementation needs to be further optimised to mitigate the risk of loss of connectivity. Some MS are able to send only part of the mandatory notifications to central SSN system and the request/response is also affected. EMSA IT experts remain at the disposal of these MS to provide advice on the way their system configuration could be adapted to avoid loss of connectivity. 
Procedural issues
The following action is currently pending:
a) Completion of the existing Business continuity plan of EMSA with all the essential procedures concerning the switch-over or fail-over of SSN central system to Porto. 
b) There is a need to include, in the SSN handbook, guidelines on the actions to be taken by EMSA and the Member States in case of fail-over of:
· the SSN central system to BCF;
· a national SSN system or a national/ regional AIS server.
action PLAN for the MS & emsa
In light of the aforementioned and with the objective SSN to be BCF-compliant by 2nd semester 2012, the table below proposes a set of actions and a road map for MS and EMSA:
	
	Action
	Who
	Deadline

	1
	Complete the switch-over to the new EMSA IPs and implement FQDN
	MS
	End of May 2012

	2
	Complete EMSA’s BCP with the procedures concerning SSN central switch-over/fail-over to Porto
	EMSA
	June 2012

	3
	Draft and disseminate for comments procedures to be included in the SSN handbook concerning:
a) Actions anticipated by MS/ EMSA  in case of a fail-over of the SSN central system to BCF
b) Actions anticipated by MS/ EMSA  in case of a fail-over of a national SSN system or a national/ regional AIS server

	EMSA
	June 2012

	4
	Provide comments on the amended SSN handbook including the BCF related procedures
	MS
	July 2012

	5
	Conduct a final fail-over test of SSN central to BCF in line with the procedures drawn in the SSN handbook
	EMSA
	September 2012



Actions Proposed
The Member States are invited to:
a) Provide their comments on the action plan included in the table of paragraph 3. 
b) Given the issues / risks / procedural overhead in case of contingencies, the manual switching of IPs should be avoided. The MS currently adopting manual switching of IPs are requested to notify EMSA on their intention and timeframe to adopt an FQDN compliant solution.
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