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	Executive summary 
	This document describes the technical solution in order to identify both the Sender (dispatcher) and the From (originator) in any transaction of information within SafeSeaNet. 



	Action to be taken
	As per paragraph 5

	Related documents
	a. SSN XmlMRG V 1.65
b. NSRG V1.14 

c. SSN 7.4.1 (Message identification)

d. SSN 9.4.6 (Sender and From attributes)


1. INTRODUCTION

The security enforcements in SafeSeaNet require that every user must be authenticated. The authentication ensures that data access is granted only to those whose identification is documented. SafeSeaNet define the user as a Member State‘s authority located at a given location code and playing a single SSN role (POR, CST, PSC, NCA, etc…).

The SafeSeaNet specifications request that all users must be identified and all messages exchanged within the system must clearly indicate who the generator is. Therefore, the From attribute of the XML message must refer to the UserID of the responsible authority (hereinafter the originator) that generated the message.
However, the practice today reveals that in most cases the From attribute defines the authority that dispatches the XML message to the system and not the originator. 

2. Definition and scope of the ‘Sender’ attribute
The primary scope of the Sender attribute is to identify the dispatcher of the MS2SSN XML message. The requirement for the Sender attribute originates from the need to distinguish the dispatcher from the actual originator of the XML message. Distinguishing the two will enable to identify and authenticate the message generator and guarantee that the access of the data is granted to an authorised body. 

The dispatcher just like the originator must be identified by the UserId of the corresponding authority. The UserId is the one defined in SafeSeaNet using the Management Console. Both the dispatcher and the originator are recognised authorities with Provider and Requester URLs and permissions giving them the access rights to transmit XML messages to the system.
While the dispatcher and the originator could be the same authority, by definition the two entities play a distinctive role: 

· The dispatcher is the authority posting the MS2SSN XML message to SSN central on behalf of the originator;
· The originator is the actual authority that generated the XML message.

Following there are two examples that demonstrate the use of the Sender and From attributes.

An example of a notification message sent by the data provider incorporating the new Sender attribute is demonstrated in the following diagram. The demonstration shows how the values of the Sender and From attributes must be defined: 

· MS2SSN_<Tx_Type>_Not: Sender = NCAESMAD1 & From(Originator) = PORESBCN01
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An example of a request – response dialog incorporating the new Sender attribute is demonstrated in the following diagram. The demonstration shows how the values of the Sender and From attributes must be defined per case: 

· MS2SSN_<Tx_Type>_Req: Sender = NCAESMAD1 & From(Originator) = CSTESTR02

· SSN2MS_<Tx_Type>_Req: Sender = SSN & From(Originator) = CSTESTR02

· MS2SSN_<Tx_Type>_Res: Sender = NCADEBON1 & From(Originator) = PORDEHAM01
· MS2SSN_<Tx_Type>_Res: Sender = SSN & From(Originator) = PORDEHAM01
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In a single point of contact environment all the MS2SSN XML messages are posted by the NCA authority (dispatcher). The originator of the message could be:

a) the same NCA authority itself, thus dispatcher = originator; or
b) an LCA (either POR, PSC, CST or OTH) authority, thus dispatcher ( originator. 

Through the web interface both “sender” and “originator” are the same and any request or notification could also be identified by the UserId.

3. MS2SSN XML message specification

Introducing Sender as a new attribute requires that the specifications of the MS2SSN XML message Header for the SSN XML Notification, Request and Response messages would be updated based on the following table:

	Item
	Occ
	Type
	Len
	Description

	Header
	1
	
	
	Header Node

	Version
	1
	Text
	3
	SafeSeaNet request current version (‘1.6’)

	TestId
	0-1
	Text
	1-8
	Test Case identification. Only useful for testing.

	MSRefId
	1
	Text
	1-36
	Reference number given by the caller in the MS2TCN_xxx_Res.xml response.

	Item
	Occ
	Type
	Len
	Description

	SSNRefId
	1
	Uuid
	1-36
	Reference number given by the SafeSeaNet in the TCN2MS_xxx_Res.xml response.

	SentAt
	1
	DT
	19
	Message creation date and time (ISO 8601 UTC format)

	Sender
	1
	Text
	3-15
	The name of the dispatcher of the message (as defined in SafeSeaNet).

	To
	1
	Text
	3-15
	The name of the recipient of the message (as defined in SafeSeaNet)

	StatusCode
	1
	Enum
	
	Global status code. See p... for possible values.

	StatusMessage
	0-1
	Text
	0-255
	Global status message string. This is a dynamic message and can a such contain NCA contact details retrieved from the SSN Database.

	Body
	1
	
	
	Body node

	OriginatorDetails
	1
	
	
	OriginatorDetails attribute node

	From
	1
	Text
	3-15
	The name of the originator of the message (as defined in SafeSeaNet).

	…
	
	
	
	


In the header section the new attribute Sender is introduced to define the dispatcher.
The From attribute (originator of the message: request, notification or response) is moved under the body of the message. 
4. Impact analysis

Member States must upgrade their system:

· To incorporate the new attribute in the Body attribute (From) and 

· Substitute in the Header the current From by Sender. 

Member States that need to authenticate the originator of a message must be able to distinguish the users and identify the authority the From attribute is corresponding to. For that the definition of the Users and Authorities in SSN must be provided to the Member states that in turn must incorporate into their systems. 
SSN-EIS requires several upgrades to accommodate the Sender attribute:

1. XML Interface: upgrade the system to process the Sender attribute in addition to From that moves under the Body node.

· Authentication of the originator will be performed based on the value of the From attribute as in the current version of SSN. An additional validation is required to check that the Sender can dispatch the message on behalf of the originator. That can be accomplished by checking the parental relationship of the two based on the hierarchical definition of authorities. 

· Notification messages will be stored together with both the Sender and From attributes.

· The processing of the request messages and the servicing of the response messages will be based on the originator specified in the From attribute:

· SSN2MS request messages will be posted to the Provider URL of the notification originator; 

· SSN2MS response messages will be posted to the Requester URL of the request originator. 

In a single point of contact environment the NCAs and LCAs have the same provider and requester URLs.

The Web Application does not require any upgrade. Users of the Web application are individual persons acting on their own behalf and thus the distinction of the dispatcher from the originator is not necessary.

The Management Console does not require any upgrade since both the dispatcher and the originator are authorities defined in the system with Provider and Requester URLs and permissions.

5. ACTION REQUIRED

Participants to the WGT are invited to consider the proposal. Further amendments, comments or counter-proposals made by participants should be taken into account. 

On the basis of the work of the WGT, a final proposal for amending the current XML RFG v1.65 will be drawn up to be forwarded to the 11th SSN Group meeting for adoption.
1/5
European Maritime Safety Agency (EMSA)
Av. Dom João II, Lote 1.06.2.5, 1998-001 Lisbon, Portugal

Tel: +351 21 1209 415, Fax: +351 21 1209 217
2/5

