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                                                                           INTRODUCTION

2.1 Background
The “MAREΣ server” has been developed to be the main system for collection, distribution, storage and display of AIS data acquired from the individual Mediterranean AIS National systems.

The main service that a Regional AIS server provides is the collection and distribution of AIS data in real time and their storage into databases. To achieve this, a Regional AIS server requires permanent connections with all the National AIS servers to exchange data among the systems involved. 

This connection is performed by a component named National Proxy. The National Proxy will take care of the management of all the issues related with physical connection, exchange and down-sampling of the messages sent from each AIS National system to the MAREΣ server.


2.2 Purpose of this document

This document is the installation guide and user’s manual for NAISP (National AIS Proxy), which serves as a National Proxy defined in the “MAREΣ server” project.

2.3 What is new

The changes which have been introduced since the first edition of this manual are listed in the following paragraphs.

2.4 Edition 1 - Revision B

This revision of the NAISP user manual has been updated to reflect the changes introduced in the version 2.0 of the NAISP_Core and NAISP_GUI applications.

The new versions of the applications feature the following improvements:

A Linux OS version of the NAISP_Core application is provided supporting the Intel x86 (32 bit) version of the Debian 4.0 distribution. The installation procedure is described in the appropriate section of this manual.

The NAISP applications support an optional backup address for the National AIS Server (NAS) connection in order to take advantage of possible redundated National Systems.

The format of the configuration files used by the NAISP_Core application has been changed. The files are now provided in XML format in order to provide better flexibility and portability. Notice that, because of the change of format, when upgrading the NAISP_Core application from version 1.x to 2.0 you need to reconfigure the NAISP_Core settings.

2.5 Edition 1 - Revision C
A chapter describing the configuration files provided with the NAISP_Core application has been included in the manual.

2.6 Edition 1 - Revision D

The chapters describing how to install and run the Linux version of the NAISP_Core have been updated.

2.7 Edition 2 - Revision A

The document has been updated in order to match with the new features of NAISP version 3, that substitute both NAISP Core and NAISP GUI.
2.8 Description of the NAISP

The NAISP is a multithreaded application to which takes care of establishing, managing and terminating the connections required for the exchange of AIS data between a National AIS System (data provider), the MAREΣ Server and the Subscriber Applications. The NAISP is installed at National level and is mainly monitored and configured remotely by the MAREΣ administrator; however the NAISP embeds a web server which provides a graphical interface for the user intended to locally monitor and configure the NAISP. Accessing the web interface, the national administrator can configure the relevant IP addresses and ports which the NAISP uses for its connections.

Usually, the NAISP would be installed in a DMZ to account for the security policies of the administrations. The NAISP uses a secured 1-way SSL TCP/IP connection towards MAREΣ and unencrypted TCP/IP connections towards the national data provider and data subscribers. The data format of the AIS data complies with the IEC 61162 standard (VDM sentences). The comment blocks extension, as defined in the IEC 62320-1 standard is supported to enable time-stamping the AIS messages.

2.9 Requirements

NAISP_Core versions earlier than 2.0 are available for the following Operating Systems:

· Microsoft Windows XP, Server 2003;

NAISP_Core version 2.0 is also available for the following Operating Systems:

· Debian 4.0 – 32 bit version (Linux OS, Kernel 2.6).

NAISP_Core version 2.5 is available for the following Operating Systems:

· Microsoft Windows XP, Server 2003; the Windows version requires the installation of Microsoft Visual C++ 2008 Redistributable package.

· Linux Redhat 5.x/Centos 5.x, Ubuntu(8.04 & 9.04); the Linux version can be installed as a system service.

The new NAISP version 3.x is available for the following Operating Systems:

· Microsoft Windows XP, Server 2003; the Windows version requires the installation of Microsoft Visual C++ 2008 Redistributable package.
· Red Hat Enterprise Linux 5, Centos Linux 5, Ubuntu Linux (8.04 & 9.04) ; the Linux version can be installed as a system service.
The minimum Hardware requirements are listed in the following table:

	Item
	Description

	Processor
	2.66 GHz Dual core

	RAM memory
	1 GB 

	Multimedia driver
	CD-RW/DVD ROM 24x

	Storage
	80 GB

	Network card
	Gigabit network adapter

	Other
	Video Card, monitor, keyboard and mouse, USB ports


                                                                         INSTALLING NAISP

3.1  
Installing the NAISP on Microsoft Windows 
Follow these steps to install the NAISP:

1. Start the setup.exe executable file located in the NAISP folder in the install CD. A wizard will guide the user during the installation as shown below.
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2. Click on Next to proceed with the installation.
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3. The installer will ask for the installation path as displayed above. You can change the default installation path by clicking on the Browse... button and selecting the destination directory. Click on Next to proceed.
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4. The NAISP is now ready to install. Click on Next to proceed; click on Back to change the installation settings.
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5. Click on Close when the installation completes. The program has now been installed.

It is possible to install multiple instances of the NAISP on the same system. In this case, after the first installation following the above described steps, the installation folder may be copied multiple times in different locations in order to create additional NAISP instances. Once the installation of the multiple instances of the NAISP is completed, please consider to edit the “connection_settings.xml” file to assign different TCP ports to each NAISP instance. This is particularly important for the WebServer TCP port which must be uniquely assigned to each NAISP instance. All the other settings can be configured through the web interface as described in CHAPTER 3.

3.2  Installing the NAISP on linux

All the necessary files for the installation of the NAISP are contained into the archive file NAISP_setup_linux.tar.gz. The most important file is “install.sh”, that is the bash file to be launched in order to install the NAISP and to add it to the system services.

First of all the content of the file NAISP_setup_linux.tar.gz gz has to be extracted into a user specified directory that we can call TEMP_DIR.

After this step, open a shell and launch the bash file “install.sh” with root privileges:

# cd $TEMP_DIR/NAISP_setup_linux

# ./install.sh [INST_PATH [SRV_NAME]]

As shown above, while launching the file install.sh, two optional parameters can be specified:

INST_PATH: the installation path of the NAISP. The content of the folder $TEMP_DIR/NAISP_setup_linux/bin will be copied into this path. If not specified the default INST_PATH will be /usr/local/bin/ELMAN/NAISP. INST_PATH must be an absolute path.
SRV_NAME: the name of the system service to be created. If not specified the default SRV_NAME will be NAISP_Service.

If the operation completes successfully, the following message will appear:

NAISP installed into $INST_PATH
At this point the installation will ask for installing the NAISP as a system_service:
Add the SRV_NAME to the system services? (y/n)? [ENTER]:

Typing “y” the following messages will appear:

debian/ubuntu distribution! (if the Linux distribution is debian or ubuntu)

or

redhat/centos distribution! (if the Linux distribution is redhat or centos)
$SRV_NAME created into /etc/init.d/

$SRV_NAME correctly added to the system services
Installation completed!
Finally, if the NAISP was installed as a system service, the following message will appear:

Start the $SRV_NAME now? (y/n)? [ENTER]:

Typing “y” the NAISP service $SRV_NAME will be started immediately, otherwise the user can start the service manually as described in CHAPTER 3.

It is possible to install multiple instances of the NAISP on the same system. In this case, care should be taken to install each instance to a different installation path (INST_PATH) and with different service name (SRV_NAME). Once the installation of the multiple instances of the NAISP is completed, please consider to edit the “connection_settings.xml” file to assign different TCP ports to each NAISP instance. This is particularly important for the WebServer TCP port which must be uniquely assigned to each NAISP instance. All the other settings can be configured through the web interface as described in CHAPTER 3. 
                                                                                        USAGE

3.1 General
The NAISP is an application for the exchange of AIS data in the IEC standard format. 
The NAISP manages the following connections:

· 1 connection towards the MAREΣ Server. This is a secure TCP/IP SSL one-way handshake connection.

· 1 connection towards the national AIS national system (data provider). This is an unencrypted TCP/IP connection.  AIS data must be provided in compliance with the IEC 61162 standard (VDM sentences). The comment blocks extensions as defined in the IEC 62320-1 standard are supported.

· Up to 3 simultaneous connections towards national subscriber applications (data subscriber) receiving the AIS data coming from the MAREΣ. These are unencrypted TCP/IP connections. AIS data is delivered in compliance with the IEC 61162 standard (VDM sentences). The comment blocks extensions as defined in the IEC 62320-1 standard are used to attach a timestamp to VDM sentences.

· Multiple connections from operators and administrators accessing the NAISP embedded web server. These are unencrypted HTTP connections.
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For the Microsoft Windows version, start the application by clicking on the NAISP.exe in the folder C:\Programmi\ELMAN\NAISP\NAISP. If you experience problems with error messages when trying to run the NAISP verify that the Microsoft Visual C++ 2008 Redistributable package is installed on the machine.
For the Linux version, if the NAISP has been installed as a system service (see 2.2), the NAISP will be launched at system startup. In order to manually start/stop/restart the NAISP service the user must follow the following procedure:

open a shell and type with root privileges:

# /etc/init.d/$SRV_NAME start

or
# /etc/init.d/$SRV_NAME stop

or
# /etc/init.d/$SRV_NAME restart
If the user wants to start the NAISP application directly from the installation directory, the following procedure must be performed:

open a shell and type with root privileges:

# cd $INST_PATH
# chmod +x NAISP

(*)
# ./NAISP

(*) The “$ chmod +x NAISP” command is required only the first time the NAISP application is launched in order to grant the execution permission to the root user.

When the NAISP is running, a console window similar to the one in figure is shown. Closing this window terminates the application.
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The NAISP can be locally controlled and monitored accessing the embedded web server, which provides a graphical interface for the user. A partial and quick monitoring of the NAISP application can be also performed observing the messages shown on the NAISP console window, as in the figure above.

When the NAISP is executed, it will use the settings in the most recently saved configuration.

3.2 The NAISP web interface

The NAISP features an embedded web server which can be used by national administrators to monitor and configure the NAISP. The web server can be accessed from any machine inside the national network provided that the network is properly configured. To access the NAISP web server common internet browsers like Firefox 3 and Internet Explorer 8 should be used. Javascript support is required. 

The web server by default is open using the port 10800. The port used on the web server is logged on the console window for the user convenience. The default port may be changed editing the <WEBSERVER> tag in the connection_settings.xml file. In particular the attribute Port of the child tag <ADDRESS> specifies the TCP port to be used. If the selected port is not available and if the attribute Range of child tag <ADDRESS> is configured with a value greater than zero, next ports will be used until Port + Range.  In the following we will considered that the default port 10800 is used.

To access the NAISP web server, launch the browser and enter the IP address of the NAISP machine and the port of the web server in the address bar. If, for instance, you are running the browser on the same machine of the NAISP, the address should be http://127.0.0.1:10800.

The “About” page will be displayed showing the version information of the NAISP, as in the following picture.
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The NAISP web pages feature a navigation menu on the right to allow agile navigation between the different pages. All the pages but the “About” page have restricted access.

The NAISP supports two groups of users and one user for each group: the administrator can access all the pages and perform monitoring and configuration of the NAISP; the operator can only perform monitoring of the NAISP. Whenever a NAISP user is trying to access a restricted web page for the first time in the browser session, it is asked to authenticate himself by providing username and password. The web page is displayed only if the authentication is successful and the user has enough privileges to access the page.

When the NAISP is installed for the first time, the default administrator and operator are defined by default as shown in the following table.

	Default user name
	Default password
	Group

	admin
	admin
	administrators

	operator
	operator
	operators


The administrator is allowed to change the default credentials for both the users using the “Access control” web page.

3.3 Configuring the MAREΣ connection

The parameters which define the connection to MAREΣ can be configured accessing the “MARES Connection” web page.

The NAISP administrator should fill the form with the information provided by EMSA:

· ADDRESS OF MARES SERVER

Server Address and TCP Port: The IP address and TCP port of the MAREΣ Server. The IP address can be a Fully Qualified Domain Name (FQDN) or a numeric host address string (a dotted-decimal IPv4 address). These fields should always be filled with valid values in order to identify the MAREΣ server on the Internet.
· AUTHENTICATION ON  MARES SERVER

User Name and Password: The login data that NAISP uses to authenticate to the MAREΣ Server. These are configured by the administrator of MAREΣ Server and must be communicated to the administrator of the NAISP.
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After filling the form, click on the “Save” button to apply the new settings and save them on the configuration file. Click on “Use” to apply the new settings without saving them (new settings are lost if/when the NAISP is restarted). Click on “Cancel” to not apply the new settings. 

Allow some time when applying the new settings, as possible existing connections need to be terminated. The user will be notified whether the new settings were accepted or not by a confirmation web page. If any of the connection settings were wrongly inserted in the form, the web server will highlight them in yellow.

3.4 1-way SSL configuration

In addition to the connection settings, SSL digital certificate for the CA of the MAREΣ certificate should be installed in the root directory of the NAISP installation in order for the 1-way SSL connection to be established. 

The NAISP software directly manages the 1-way SSL tunnel with the MAREΣ Server using the OpenSSL library (http://www.openssl.org/), so any file used to implement the SSL tunnel (e.g. private keys and public certificates) should be generated using the OpenSSL library or should be compatible with it.

The SSL settings should be modified manually by the NAISP administrator when the NAISP service is not running editing the “connection_settings.xml” file.
The SSL parameters are located into the “connection_settings.xml” file under the nodes  <RAS> and <SSL>.

The <SERVER_AUTHENTICATION /> tag is used to set the MAREΣ public CA certificate and it is mandatory. That CA certificate is provided by the administrator of MAREΣ and it is already installed in the NAISP folder. The path of the certificate file for the CAs which signed the MAREΣ certificate is provided in the <RAS> tag in the “connection_settings.xml” file, using the “CA_CRL_filename” attribute in the <SERVER_AUTHENTICATION> tag.

An example of SSL configuration settings is the following:

<RAS>

  <CONNECTION_MODE>Client</CONNECTION_MODE>

  <CONNECTION>

       <ADDRESS IP="89.97.128.227" Port="7050" />

  </CONNECTION>

  <AUTO_RECONNECT Reconnection_interval="5000" />

  <AUTHENTICATION Username="xxxxxxx" Password="YYYYYYYYYYYY” />

<SSL>

 <SERVER_AUTHENTICATION CA_CRL_filename="cacert.pem" />
</SSL>

<AUTO_CONNECT />

</RAS>
3.5 Configuring the Provider connection

The parameters which define the connection to the AIS data provider can be configured accessing the “Provider Connection” web page.

The NAISP administrator should fill the form with proper information to enable the transmission of AIS data from the National system to MAREΣ. The NAISP supports two modes of connections: in client mode the NAISP starts the connection towards the data provider server at a specified IP address and port; in server mode the NAISP listens on a specified TCP port waiting for connections from the data provider. The NAISP administrator should choose the connection mode which best fits the national system by selecting the desired option on the web page.

3.6 Client mode

When client mode is selected, the web page will be displayed as in the below picture. The NAISP administrator should fill the form with the information related to the National server which should act as an AIS data provider for MAREΣ.

· ADDRESS OF PROVIDER SERVER

Server Address 1 and TCP Port: The first IP address and TCP port of the data provider Server. The IP address can be a Fully Qualified Domain Name (FQDN) or host (node) name or a numeric host address string (a dotted-decimal IPv4 address). These fields should always be filled with valid values in order to identify the data provider server.
Server Address 2 and TCP Port: The second IP address and TCP port of the data provider Server. The IP address can be a Fully Qualified Domain Name (FQDN) or host (node) name or a numeric host address string (a dotted-decimal IPv4 address). When filled, these fields identify a second address for the data provider server enabling redundancy for the provider connection.
· AUTHENTICATION ON PROVIDER SERVER

Authentication required: This must be checked if the data provider server requires authentication. 
User Name and Password: The login data that NAISP will use to authenticate to the data provider Server, if authentication is enabled. These must be chosen by the administrator of the National Server and must be known to the administrator of the NAISP. The format that NAISP uses to send the authentication data is defined in the file authentication_settings.xml located in the NAISP installation directory. The format of this file is defined in appendix A. The default format consists of the username and password preceded, separated and followed by single non-printable ASCII characters of value, respectively, 1, 0 and 0. For example, if the username is user and the password is MARES, the following sequence of bytes would be sent to the National Server:

<1>user<0>MARES<0>



where <x> stands for the non-printable ASCII character of value x.
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After filling the form, click on the “Save” button to apply the new settings and save them on the configuration file. Click on “Use” to apply the new settings without saving them (new settings are lost if/when the NAISP is restarted). Click on “Cancel” to not apply the new settings. 

Allow some time when applying the new settings, as possible existing connections need to be terminated. The user will be notified whether the new settings were accepted or not by a confirmation web page. If any of the connection settings were wrongly inserted in the form, the web server will highlight them in yellow.

3.7 Server mode

When server mode is selected, the web page will be displayed as in the below picture. The NAISP administrator should fill the form with the information related to the National client which should act as an AIS data provider for MAREΣ.

· PORT OF PROXY SERVER

TCP Port: The TCP port on which the NAISP listens for connections from the data provider.
· AUTHENTICATION ON PROXY

Authentication required: When this checkbox is selected, the NAISP requires the data provider to authenticate.
User Name and Password: The login data that the data provider needs to send to authenticate. The format that NAISP expects for the authentication data is defined in the file authentication_settings.xml located in the NAISP installation directory. The format of this file is defined in appendix A. The default format consists of the username and password preceded, separated and followed by single non-printable ASCII characters of value, respectively, 1, 0 and 0. For example, if the username is user and the password is MARES, the following sequence of bytes needs to be sent by the data provider application:

<1>user<0>MARES<0>



where <x> stands for the non-printable ASCII character of value x.

· IP ADDRESS FILTER
IP filter enabled: If checked, the NAISP will only accept connection requests from the IP addresses included in the “Allowed IP addresses” listbox. Addresses may be added to or removed from the list using the Add IP and Remove buttons. To remove an address, select it and press Remove. To add an address, fill the “New IP address” with a numeric host address string (a dotted-decimal IPv4 address) and press the Add IP button.
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After filling the form, click on the “Save” button to apply the new settings and save them on the configuration file. Click on “Use” to apply the new settings without saving them (new settings are lost if/when the NAISP is restarted). Click on “Cancel” to not apply the new settings. 

Allow some time when applying the new settings, as possible existing connections need to be terminated. The user will be notified whether the new settings were accepted or not by a confirmation web page. If any of the connection settings were wrongly inserted in the form, the web server will highlight them in yellow.

3.8 Configuring the SUBSCRIBer connection
The parameters which define the connection to AIS data subscriber applications can be configured accessing the “Subscriber Connection” web page. A data subscriber is any application which may connect to the NAISP and receive, manage, visualize and/or store the AIS data being received from MAREΣ. The NAISP embeds TCP/IP server which listens on a specified TCP port waiting for connections from data subscriber applications; up to 3 data subscribers may be connected at the same time.

The NAISP administrator should fill the form with proper information to enable the forwarding of AIS data received from the MAREΣ. 
· PORT OF SUBSCRIBER SERVER

TCP port: The TCP port on which NAISP listens for connection requests from subscriber applications.

· AUTHENTICATION ON PROXY

Authentication Required: When this checkbox is selected, subscriber applications connecting to the NAISP are required to authenticate to be granted access to AIS data.

Username and Password: The login data that the subscriber application needs to send to authenticate. The format that NAISP expects for the authentication data is defined in the file authentication_settings.xml located in the NAISP installation directory. The format of this file is defined in appendix A. The default format consists of the username and password preceded, separated and followed by single non-printable ASCII characters of value, respectively, 1, 0 and 0. For example, if the username is user and the password is MARES, the following sequence of bytes needs to be sent by the subscriber application:

<1>user<0>MARES<0>



where <x> stands for the non-printable ASCII character of value x.

· IP ADDRESS FILTER

IP filter enabled: If checked, the NAISP will only accept connection requests from the IP addresses included in the “Allowed IP addresses” listbox. Addresses may be added to or removed from the list using the Add IP and Remove buttons. To remove an address, select it and press Remove. To add an address, fill the “New IP address” with a numeric host address string (a dotted-decimal IPv4 address) and press the Add IP button.
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After filling the form, click on the “Save” button to apply the new settings and save them on the configuration file. Click on “Use” to apply the new settings without saving them (new settings are lost if/when the NAISP is restarted). Click on “Cancel” to not apply the new settings. 

Allow some time when applying the new settings, as possible existing connections need to be terminated. The user will be notified whether the new settings were accepted or not by a confirmation web page. If any of the connection settings were wrongly inserted in the form, the web server will highlight them in yellow.
3.9 Access control
The administrator is allowed to change the default credentials for both the users using the “Access control” web page.

To change the credentials of the administrator fill the respective username and password in the form and click on the “Update Administrator” button.

To change the credentials of the operator fill the respective username and password in the form and click on the “Update Operator” button. 
The user will be notified whether the new settings were accepted or not by a confirmation web page. If any of the credential settings were wrongly inserted in the form, the web server will highlight them in yellow.
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3.10 Monitoring the status
The administrators and the operators of the NAISP are allowed to monitor the status of the NAISP connections by accessing the “Status” web page.
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The CONNECTION TO MARES table displays the status of the connection to the MAREΣ server. The NAISP in its normal working state must always be connected to MAREΣ. In addition to the status of the connection, the table also shows the MAREΣ server remote address, the status of data transmission and the number of messages exchanged between the NAISP and the MAREΣ server in the last 10 seconds and in the last 24 hours. The meaning of the led icon in the Status column is the following:

· Red ( The NAISP is Disconnected from MAREΣ server

· Yellow ( The NAISP is Connected to MAREΣ server but it is not receiving valid AIS data from MAREΣ

· Green ( The NAISP is Connected to MAREΣ server and it is receiving valid AIS data from MAREΣ

The CONNECTION TO DATA PROVIDER table displays the status of the connection to the data provider server/client. The NAISP in its normal working state must always be connected to a data provider if the administration must deliver data to MAREΣ. In addition to the status of the connection, the table also shows the connection mode, the remote address of the data provider, the status of data transmission from the provider. The meaning of the led icon in the Status column is the following:

Client mode:

· Red ( The NAISP is Disconnected from the data provider server

· Yellow ( The NAISP is Connected to the data provider server but it is not receiving valid AIS data from the data provider

· Green ( The NAISP is Connected to the data provider server and it is receiving valid AIS data from the data provider

Server mode:

· Red ( The provider service is down or the provider service is up but the data provider is Disconnected from the NAISP

· Yellow ( The data provider is connected to the NAISP but the NAISP is not receiving valid AIS data from the data provider

· Green ( The data provider is connected to the NAISP and the NAISP is receiving valid AIS data from the data provider

The CONNECTION TO DATA SUBSCRIBER table displays the status of the connection to data subscriber clients. In addition to the status of the server, the table also shows the number of subscriber applications connected. The meaning of the led icon in the Status column is the following:

· Red ( The subscriber service is down

· Green ( The subscriber service is up.

3.11 Monitoring the logs
The administrators and the operators of the NAISP are allowed to monitor the logging of the NAISP by accessing the “Logs” web page.
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The Log table displays all the relevant events logged by the NAISP. Each log is displayed together with the time the event occurred at, the level (Debug, Info, Warning, Error) of severity of the event, a numeric code identifying the event, and the description of the event.

The user can navigate the table using the “Go to page”, “Previous” and “Next” buttons.
CONFIGURATION FILES
When the NAISP application is started, it loads the configuration parameters from a set of configuration files. These files are provided in XML format and they must be located in the same directory of the NAISP executable. The configuration files are:

· connection_settings.xml: this file holds all the parameters related to the IP connections that the NAISP can establish (IP addresses and ports, IP filters, usernames and passwords, certificate files for the SSL connections, etc).

· authentication_settings.xml: this file holds the data templates which define the format that NAISP sends, or in which expects to receive, the username and password to perform authentication.
Normally, the configuration parameters should be changed by the use of the web interface provided by the NAISP. When the current parameters are saved (“Save” button) the configuration files are updated accordingly. The authentication_settings.xml file can only be changed by editing it (e.g. by means of a text editor). Refer to Appendix A for detailed information on the contents of this file.

It is important to note that the NAISP application may correctly work without the web interface being accessed once the configuration files have been saved with the appropriate parameters. For this reason, and to avoid configuring the parameters again following possible hardware failures, National Administrations which provide for Backup services should include the NAISP configuration files in their backup job.
Appendix A: Format of authentication data templates
The authentication data templates define the format that NAISP sends, or in which expects to receive, the username and password to perform authentication. These templates are stored in the file authentication_settings.xml that can be modified to suit individual needs.

For each of the MAREΣ (RAS), data provider (NAS) and subscriber (NSA) connection, the file contain the XML tag AUTHENTICATION_STRING, that defines the format of the authentication string. If the % character is encountered in the format string, the % itself and the following two characters are interpreted as a token, which is replaced by the application according to the following rules:

· %un: Username;
· %pw: Password;
· %xx, where xx is a 2-digit hexadecimal number: The ASCII character of value xx.
For example, if the file contains the following XML tag:

<AUTHENTICATION_STRING>%01username:%un%00password:%pw%00</AUTHENTICATION_STRING>

and if the username is user and the password is MARES, the authentication string will be defined as:

<1>username:user<0>password:MARES<0>

where <x> stands for the non-printable ASCII character of value x.
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