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	Executive summary 
	A consolidated document containing all the requirements and the specifications agreed by the group during the EWG meetings for implementation of the common Mediterranean AIS network.  

	Action to be taken
	To note.

	Related documents
	-


1. Introduction 

The attached guidelines are a consolidation document containing all of the requirements and the specifications agreed by the group during the EWG meetings for implementation of the common Mediterranean AIS network.  They were previously available from the EMSA website under the STIRES Project procurement.
3. Actions required

To note for information of all users and system developers at national level. 
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Introduction
Scope

The purpose of this document, requested during the 5th EWG for the Mediterranean Regional Server, is to provide participating countries with the technical details containing all the requirements and specifications of the Mediterranean system and as guidance for them to exchange AIS data with the AIS MED Regional server.

System overview

The “AIS Mediterranean server” is intended to be the main system for collecting, distributing, storing and visualizing AIS data acquired from the various Mediterranean AIS National systems; as already takes place in the Baltic and North Seas.

Amongst the most important services that a Regional AIS server provides is the reception of AIS data in real time and the storage of the incoming data. Consequently, implementation of a Regional AIS server requires permanent connections with all of the National AIS servers to allow the exchange of data between the systems involved. 

The above mentioned links are assured by a component referred to as the National Proxy. The National Proxy will take care of the management of all the issues related with the physical connection, exchange and the down-sampling of messages sent from each AIS National system to the Mediterranean server.

The AIS data reaching the AIS Mediterranean server will be relayed to all of the countries joining the program. 

The combined data will be stored at the MED server and can be visualized from the system by the users either as statistics (text) or as a “picture” derived from the vessel tracks and represented on adequate cartography.

Notes on reading 

The following terms or phrases, mentioned within the present document have the following meaning:

-
MUST: This word, or the terms "REQUIRED" or "SHALL", mean that the definition is an absolute requirement of the specification.

-
MUST NOT: This phrase, or the phrase "SHALL NOT", mean that the definition is an absolute prohibition of the specification.

-
SHOULD: This word, or the adjective "RECOMMENDED", mean that there are valid reasons in particular circumstances to ignore a particular item, but the full implications must be completely understood and carefully considered before choosing a different course.

-
SHOULD NOT: This phrase, or the phrase "NOT RECOMMENDED" means that there may be valid reasons in particular circumstances when the particular behaviour is acceptable or even useful, but the full implications should be completely understood and the case carefully considered before implementing any behaviour described with this label.

-
MAY: This word, or the adjective "OPTIONAL", means that an item is truly optional.
Architecture

The architecture of the Regional system will be divided in two separate segments. The first segment includes software modules that must be installed on hardware located inside the National DMZ of each participant State. The location where this hardware will be placed can be decided by the National Authority involved; this part of the system will be the gateway (Proxy) which enables the AIS data exchange between each National system and the Regional server. 

The second segment includes software modules that must be installed on server(s) which will be located in the Regional centre placed in the Italian Coast Guard Headquarters. The main services that must be provided by these modules are: 

-
collecting and distributing AIS data from/to the Proxy; 

-
storing AIS data in the Regional database; 

-
retrieving and analysing the stored AIS data and displaying this data in predefined reports, in diagrams and layered over charts (GIS). 

The Internet will be used for connecting the Regional server with the National proxies. The Regional system must be designed to sustain the data produced by the vessels inside the Mediterranean Sea area. At this time, it is estimated that there are 20,000 vessels on which AIS on board equipment, is or will soon be installed. 
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Figure 2‑1: Mediterranean Regional system

Functional Characteristics of the National Proxy


The main function of the National Proxy is to establish and manage the connection between the National system and the MED Regional server. In particular, the Proxy should guarantee a secure connection to the MED Regional server. Data exchanged between the Proxy and the MED Regional server must be encrypted through the use of SSL/TSL connections. 

The format of the exchanged AIS data must comply with the IEC 61162-1, IEC/PAS 61162-100 and IEC/PAS 61162-101 standards. These standards define how AIS data received from AIS targets, through the messages described in ITU-R M.1371, must be encapsulated in a VDM sentence. The IEC 61993-2 standard provides a detailed description of the encapsulation process. 

The following sections describe the main functions which the Proxy must implement. 

Connection manager 
manages the connection between the National system and the MED Regional server

AIS data parser 
filters the AIS data coming from the National system

AIS data sampler 
lowers the AIS data rate coming from the National system 

[image: image8.emf]
Figure 3‑2: National Proxy 

AIS Data Parser 

The Proxy must filter the AIS data coming from the AIS National server. In particular the following data should be filtered:

-
sentences other than VDM;
-
wrong VDM sentences (not complying to IEC standards); and
-
VDM sentences which encapsulate ITU messages not required. 

The required ITU messages include the messages carrying static, dynamic and voyage AIS data (i.e. ITU messages 1, 2, 3, 4, 5). Means must be provided to configure filtering rules to extend data forwarding to other ITU messages when required; for example, the ITU messages 9, 18, 19, 24A and 24B should be added to extend the AIS data exchange to SAR and class B AIS in the next future. 

Connection Manager 

The connection manager process manages the connection between National servers and the MED Regional server.

Connection between Proxy and the National server is established through a socket connection. The Proxy can behave either as a server or as a client (in a TCP/IP context):

-
when behaving as a server, the Proxy will listen on a configurable TCP port for incoming connections from the AIS National server; and

-
when behaving as a client it will attempt to connect to the AIS National server at a configurable IP address; in this case the AIS National server must act as a server. 

Once the connection is established the Proxy will forward the data incoming from the AIS National server to the MED Regional server.

Connection between Proxy and the MED Regional server is established through a TCP/IP secure connection. The information exchanged will transit on an open and un-trusted network (Internet).

The envisaged solution features a unidirectional connection client/server style, where the client is the National Proxy and the server is the MED Regional server. 

The connection is based upon the use of SSL/TLS (Secure Sockets Layer/Transport Layer Security). 
AIS data sampler

The Proxy performs a down-sampling of the National AIS data before sending data to the MED Regional server. In particular, for each AIS target (targets are identified by MMSI) a single set of data must be forwarded to the Regional server inside a predefined time window. The following picture graphically represents the down-sampling function. 
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Figure 3‑3: AIS data down-sampling 

The time window should be 360 seconds wide by default. Moreover, it must be possible to change this value for each required ITU message. 

The data messages are sent to MED Regional server in real-time as soon as they are received by the Proxy. The only delay introduced is the transit time through the Data Parser and the Internet.

Each AIS message delivered to the MED Regional server is tagged with the UTC time of reception and the identifier of the Proxy which has forwarded the message.
Bandwidth requirement

The dynamic data which the class A AIS transmits are forwarded using a standard IEC 61162 sentence which is 50 bytes long. Static and voyage data of a class A AIS are forwarded using a standard IEC 61162 sentence which is 115 bytes long. In addition, we must account for an additional field to add the timestamp of reception to each sentence; this field can be implemented with a 4-bytes integer representing the number of seconds elapsed from a common reference time. In conclusion, the whole set of data of a class A AIS can be forwarded using:

D = 50+4+115+4 = 173 bytes = 1384 bits

Therefore, we can estimate the minimum requirements for the Internet connection bandwidth to allow the exchange of all the regional AIS data:  

[image: image10.emf]
Where X, which represents the bandwidth margin which accounts for the transmission over the Internet and the utilization of security protocols, has been assigned the value of 0.6; and where a transmission of the complete AIS data for each target occurs every 360 seconds.

These estimations must be used in the act of defining the minimum requirements for the hardware, the architecture of the software modules and the network infrastructure.
Hardware and basic software requirements

The minimum hardware and software requirements for the National Proxy are the following:

-
processor: 2.66 GHz Dual core Intel Xeon 5150;

-
RAM memory: 4 GB DIMM PC2-5300;

-
Multimedia driver: slim line CD-RW/DVD ROM 24x;

-
Storage: 80 GB;

-
Network card: Gigabit network adapter;

-
Video Card;

-
Monitor, keyboard and mouse, USB ports;

-
Operating system: Ms Windows Server 2003.

Regional server Functional Characteristics
The Regional server must be always connected through the Proxies to all the National AIS servers. The main functions of the MED Regional server are collecting, distributing and storing the AIS data. Moreover, external users must be allowed to display the stored AIS data through a web client. 

In conclusion, the Regional server must perform the following main services:

-
collection of data from the National Proxies;
-
distribution of data towards the National Proxies;

-
storage of data in the Regional database; and

-
displaying and statistical processing of data through the Web portal. 
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Figure 4‑4: MED Regional server block diagram 


Collection module 

This functional module collects the AIS data from the connections towards all the National Proxies. Moreover, it must perform filtering of data in order to remove possible duplicates caused by repetitions of the same AIS track; the presence of these duplicates is due to acquisition of the same target by different National AIS systems. The combined flow of AIS data originating from the aggregation of the National data streams must be routed towards the Regional database for storing and towards a functional module which must deal with distributing the combined data to the National systems. 
Distribution module

The MED Regional server data distribution module sends the whole or part of the combined AIS data to the National systems through the Proxies. 

For each recipient one or more of the following criteria can be configured to filter the AIS data:

-
Proxy originator of the message 

-
Target position (targets outside user defined single or multiple areas will be filtered out)

-
Target Nationality 

-
Type of target (e.g. type of ship/cargo)

-
ITU message number

It is possible to set a different down-sampling rate for the data outgoing to each MS. 

At any incoming report the MED Regional server shall associate information regarding the National proxies of destination. In particular, the system will mark the country or countries to which the report has not been forwarded, according to the adopted filtering criteria. If there is an equivalent report coming from another country within the time window used by the duplicate removal function, the system shall establish if this is a redundant message to be deleted or if there is the need to forward the report to the recipient country before the deletion.
Data storage module

The Regional server data storage module stores the combined Regional data. The arrangement of stored data is designed taking into consideration the number of AIS-equipped vessels in the Mediterranean Region (estimated at about 20,000 units at any one time). The stored data will be collected into two separate databases. 

The first one, which stores raw data, is used to display the combined AIS picture (CAP) or to perform the playbacks. This database will hold online, at least the last six months of data. 

The second database is structurally optimized to perform the generation of statistical reports. This database will hold online at least the last five years of data. Stored data is available to external users for AIS target display and for statistical reports through a Web portal.
Web portal module

The Web portal module allows authorized users to display the MED Regional AIS data using a commonly available browser, such as Internet Explorer. The connection is secured through one way SSL (https). 

The user connected to the Web portal can perform the following functions:

-
display of the combined AIS picture (CAP);

-
playback of old AIS data;

-
generation of statistical reports; and

-
downloading of files containing data extracted in response and as the answer to a query

The system administrators can define the access rights for each user.

Interface between AIS National System and the National Proxy
This paragraph describes the interface between the AIS National server and the National Proxy. The objective is to provide guidance to the participating countries for exchanging AIS data with the AIS MED Regional server. The following describes how to supply data and how to subscribe to data.

The connection between the National Proxy and each AIS National server shall take place by means of a socket connection. The exchange of information shall take place after the establishment of a TCP/IP connection. The above briefly described connection is depicted in Figure 5-1.
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Figure 5‑5: Connection between National Proxy and the AIS National Systems

The AIS System implemented at the National level is in charge of the acquisition of the AIS messages transmitted by naval units. The AIS National server shall send all AIS messages received to the National Proxy.

The National Proxy can be configured to support different methods of connection, to make easier the interface between itself and different implementations of the AIS National Systems.

In particular, based on Transmission Control Protocol (TCP) standard, the National Proxy can behave:

· as a server application with authentication;

· as a server application without authentication;

· as a client application with authentication; and

· as a client application without application.

If authentication occurred, it’s necessary to know the username and password formats and the maximum delay on which the authentication should be carried out.

National Proxy behaving as a server application

When behaving as a server application, the National Proxy shall listen on a configurable TCP port for incoming connections from the related AIS National server (Figure 5-2). In this case the AIS National server is responsible to start the TCP/IP connection to the National Proxy at the IP2 address and port. Once the connection is established, the National Proxy shall forward each AIS message sent by the AIS National server to the Regional server.

Optionally, if supported by the AIS National server, authentication of the AIS National server can be enabled on the National Proxy. In this case the AIS National server is responsible to send a correct username and password to enable AIS data forwarding to the MED Regional server.
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Figure 5‑6: National Proxy behaving as a server application

	National Proxy behaving as a server application without authentication

	Server application

(National Proxy)
	Client application

(National Server)
	Note

	Listen (command)
	
	The Proxy is listening on TCP PORT 2 for any connection request 

	
	Connect (command) IP2, PORT 2
	The National Server send a connection request to the Proxy at IP2 PORT2

	Connection Request (event)
	
	The Proxy recognizes an incoming connection request and decides if is possible to accept the request.

	Connection Accepted (command)
	
	The Proxy accepts the incoming connection request

	
	Connect (event)
	The National server recognizes that the connection request is successful accepted by the proxy

	
	Send AIS data
	The National server sends AIS data until socket has connected to proxy


	National Proxy behaving as a server application with authentication

	Server application

(National Proxy)
	Client application

(National Server)
	Note

	Listen (command)
	
	The Proxy is listening on TCP PORT 2 for any connection request 

	
	Connect (command) IP2, PORT 2
	The National Server send a connection request to the Proxy at IP2 PORT2

	Connection Request (event)
	
	The Proxy recognizes an incoming connection request and decides if is possible to accept the request.

	Connection Accepted (command)
	
	The Proxy accepts the incoming connection request

	
	Connect (event)
	The National server recognizes that the connection request is successful accepted by the proxy

	
	Send username & password
	The National server sends username and password

	Username & Password recognized. Proxy maintains the socket connected. 
	
	

	
	Send AIS data
	The National server sends AIS data until socket has connected to proxy


National Proxy behaving as a client application

When behaving as a client application, the National Proxy is responsible to start the TCP/IP connection to the AIS National server at the IP1 address and port. Once the connection is established, the National Proxy will forward each AIS message sent by the AIS National server to the MED Regional server. Optionally, if requested by the AIS National server, authentication of the National Proxy on the AIS National server can be enabled. In this case the National Proxy will send a username and password, as configured by the National Proxy administrator, to the AIS National server to establish the connection. 
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Figure 5‑3: National Proxy behaving as a client application
	National Proxy behaving as a client application without authentication

	Server application

(National Server)
	Client application

(National Proxy)
	Note

	Listen (command)
	
	The National Server is listening on TCP PORT 1 for any connection request 

	
	Connect (command) IP2, PORT 2
	The National Proxy send a connection request to the National Server at IP1 PORT1

	Connection Request (event)
	
	The National Server recognizes an incoming connection request and decides if is possible to accept the request.

	Connection Accepted (command)
	
	The National Server accepts the incoming connection request

	
	Connect (event)
	The Proxy recognizes that the connection request is successful accepted by the National Server

	Send AIS data
	
	The National server sends AIS data until socket has connected to Proxy


	National Proxy behaving as a client application with authentication

	Server application

(National Server)
	Client application

(National Proxy)
	Note

	Listen (command)
	
	The National Server is listening on TCP PORT 1 for any connection request 

	
	Connect (command) IP2, PORT 2
	The National Proxy send a connection request to the National Server at IP1 PORT1

	Connection Request (event)
	
	The National Server recognizes an incoming connection request and decides if is possible to accept the request.

	Connection Accepted (command)
	
	The National Server accepts the incoming connection request

	
	Connect (event)
	The Proxy recognizes that the connection request is successful accepted by the National Server

	
	Send username & password
	The Proxy sends username and password

	Username & Password recognized. National Server maintains the socket connected. 
	
	

	Send AIS data
	
	The National server sends AIS data until socket has connected to Proxy


Subscriber functionality

The data feed from the National Proxy to the AIS National server is also carried out through a TCP/IP socket connection. In this case the National Proxy behaves as a server, listening for incoming connections from subscriber applications (e.g. AIS targets viewer) on a configurable TCP port (port 3). In this case the subscriber application is responsible to start the TCP/IP connection to the National Proxy at the IP2 address and port3. Once the connection is established, the National Proxy will forward each AIS message received from the MED Regional server to the subscriber application. Optionally, if supported by the subscriber application, authentication of the subscriber application can be enabled on the National Proxy. In this case the subscriber application is responsible to send a correct username and password
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Figure 5‑4: Subscriber functionality
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Figure 5‑5: Processes involved with the Subscriber functionality

Communication security
This paragraph describes the solutions concerning the AIS messages secure exchange among the National Proxies and the Mediterranean Regional server. Connection between Proxy and the Regional centre is established through a TCP/IP secure connection.

The information exchanged will transit on an open and un-trusted network (Internet). The solution envisioned features a unidirectional connection client/server style (one way SSL), where the client is the National Proxy and the server is the AIS MED Regional server. 

The solution foresees the use of one single SSL/TLS certificate assigned to the server. The creation of a channel protected by the SSL/TLS protocol envisions the following steps:

1. when a secure connection is requested to be opened the server sends to the Client its digital certificate together with the supported ciphering protocols.

2. the Client, once verified the authenticity of the certificate received, selects a ciphering protocol among the ones listed within the supported ciphering protocols roaster. The selected protocol is communicated to the server.

3. After the ciphering protocol is shared, the exchange of the keys between server and Client takes place and a secure channel is consequently established.

[image: image13.emf]PROXY

AIS 

National

System

AIS 

Mediterranean 

Server 

AIS Data 

manager/ 

parser

Connection 

manager

AIS Data 

sampler

Subscriber

Figure 6-1 shows the workflow of the one way SSL/TLS solution: 

Figure 6‑7: Single SSL/TLS workflow
The advantages of the one way SSL/TLS solutions are listed as follows:

-
there is a limited number of digital certificates that a designed Certification Authority has to produce and manage.

-
there is a limited amount of work related to the Client security administration.

-
If the necessity of adding a new Client arises, the system configuration activity that would be required is limited. Those activities only concern the server.

-
High level of the communication ciphering (the functioning of the ciphering protocols shared).

-
No SSL/TLS handshake latency associated.

Estimation of the delays 
This paragraph presents an estimation of the network delays, system delays and processing times regarding the communications through the common Med AIS system. 

The total data transfer delay within the common Mediterranean AIS network is the sum of several different delays which are of two main types:

-
Network delay which is the delay due to the data propagation time from a processing node to another inside the network.

-
Processing delay is the delay due to the processing time inside a processing node.
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To calculate the delays we consider a typical situation where “Member State 2” receives AIS data from “Member State 1” through the Regional server:

delay = network delay + processing delay

The Elapsed Time (ET) from the time when the AIS message is transmitted from the National AIS server of MS1 to the instant when the AIS message is received at the National AIS server of MS2 can be defined by the following formula:

ET = TLAN-MS1 + TPROXY MS1 + TInternet1 + TMED SERV + TInternet2  + TPROXY MS2 + TLAN-MS2

Where:

	Delay
	Description
	Estimation

	TLAN-MS
	network delay due to the transmission of the AIS message between the Proxy and the AIS National server on the LAN 
	< 10 ms

	TPROXY-MS
	delay due to the processing time of the Proxy 
	< 50 ms

	TInternet
	network delay due to the transmission of the AIS message between the Proxy and the AIS Regional server on the Internet 
	50 ms to

> 1000 ms

	TMED SERV
	delay due to the processing time needed by the Regional server to collect, filter and distribute the AIS data from/to the proxies 
	< 100 ms


The design of the Proxy and Regional server modules is conceived having respect for the requirement for “real time” (as defined by EMSA). The processing times for the Proxy and Mediterranean server will be kept low (less than a few tenths of a ms) avoiding unneeded buffering. ET is dominated by transmission over Internet which can not be controlled and it can easily exceed 1 second of delay. The delay is inheriting with the system and there is no reason to investigate further to reduce it. The MS should grant that the delay due to the AIS National system is kept as low as practicable.

Web access 
The Web portal, resident in the Mediterranean Regional server, allows the authorized users to display AIS traffic situations on maps generated by GIS software. 

MS can credit up to five users who will be allowed to access the web interface.

The users can display either the current combined AIS picture or an old traffic image, stored in the Regional database, through the playback function. The Web portal target display includes the following features:

-
Manual display de-clutter (hiding of the targets’ labels and information)

-
Configurable manual and automatic page refresh

-
Target attributes visualization 

-
Target history with the possibility of export and printing

-
Filter definition and activation to limit the number of targets displayed. Filtering can be performed against each of the fields defined by ITU for AIS targets (name, call sign, MMSI, speed over ground, etc).

-
Distance calculation

-
Layer activation/deactivation (the user can activate/deactivate different layers eg. political land boundaries, ports etc) 

The Web portal provides the user with the tools required to perform statistical reports upon the stored data. A number of simple criteria to select AIS data which are of interest for the report are defined:

-
geographical criterion - all of the AIS targets which have crossed a user defined line or are inside a user defined area.  

-
time criterion - all the AIS targets received in a user-defined time window. 

-
field search criterion - AIS targets that match user-defined values for: type of ship, cargo type, SOG, COG, destination, etc.

To build a statistical report the user can specify a geographical criterion logically ANDed with a time criterion and logically ANDed with a number of logically combined field search criteria.


User Proxy configuration 

Using the Proxy GUI interface, the user can configure all settings (IP addresses, ports, username, password, etc.) to allow connection to the National AIS server and Mediterranean Regional server.

Connection with National AIS

The first setting is the Mode setting: server Mode or Client Mode. 

When operating in server mode the Proxy opens a TCP socket (on a configurable TCP port) for incoming connections from the related AIS National server. Once the connection is established, the National Proxy will receive each AIS messages sent by the AIS National System.
The parameters that the user needs to configure are:

-
Username (optional)

-
Password (optional)

-
Local TCP port number

When operating in client mode, the Proxy must start the TCP/IP connection to the AIS National server on a specified IP/Port address. To make the client connect to the AIS National server the user must enter, in the Proxy window, the IP address and TCP port number of the AIS National server. Depending on the AIS National server configuration the Proxy might offer the option to send username and password to the AIS National server. 

The parameters that the user needs to configure are:

-
AIS National server IP address 

-
AIS National server Port number 

-
Username (optional)

-
Password (optional)

Connection with the Mediterranean Regional server 

The Proxy will connect to the Mediterranean Regional server on a predetermined IP address and TCP port number of the Mediterranean server, through a TCP/IP encrypted connection. The port must be open on the firewall of the DMZ towards the internet connection.

Other sets of parameters that the user Proxy can configure are: 

-
types of ITU AIS message to be forwarded to the MED Regional server 

-
down-sampling interval width for each ITU AIS message

-
warning thresholds on the status of the connections 

-
error thresholds on the status of the connections 
-
users rights

Moreover, the Proxy features a monitor on the system status. The monitor can provide information related to:

-
status of the connections

-
statistics related to the amount of received and transmitted messages 

-
statistics related to the amount of discarded messages

-
alarms and warnings 
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