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[bookmark: _Toc508285960][bookmark: _Toc508955475][bookmark: _Toc52534474]Introduction
Article 16 of the EMSWe Regulation (EU) 2019/1239 foresees that a Common Hazmat Database (CHD) shall be established and be made available to the Maritime National Single Windows (MNSW) for facilitation of ship reporting. 
The Commission shall adopt implementing acts laying down the technical specifications, standards and procedures for the setting up of the EMSWe CHD with respect to collecting, storing and provision of the hazmat reference information.
At its 6th meeting on 20 January 2020, the HLSG agreed to entrust the SSN Group with specific tasks in relation to the provision of technical advice and expertise on the substance of the Implementing Regulations that the Commission intends to adopt in respect of provisions in articles 14 (EMSWe Ship Database), 15 (Common Location Database) and 16 (Common Hazmat Database) of the EMSWe Regulation.
According to the mandate given to the SSN Group for the EMSWe Databases, the group will carry out the following tasks:
1. Definition of the dataset of the Common Hazmat Database;
2. Analysis of processes related to collecting, storing, updating and provision of information to MNSWs;  
3. Elaboration of functional and non-functional requirements; 
4. Definition of roles and responsibilities of parties involved; 
5. Definition of system interfaces between the common databases and MNSWs; 
6. Definition of commissioning measures for establishing connection with MNSWs.

The work done by the SSN subgroup on the EMSWe CHD will be reported to the EMSWe expert subgroup for further consultation. The SSN group will also report to the HLSG on the work done. The draft Implementing Regulations, new or amended, will be submitted by MOVE.D1 to the Digital Transport and Trade Facilitation Committee for opinion before being adopted by the Commission
[bookmark: _Toc52534475]Objective of the document
[bookmark: _Hlk31978576]The objective of this document is to specify the technical specifications, standards and procedures for the EMSWe CHD as indicated in the mandate of the SSN Group for the EMSWe Databases.
This document contains the high level technical, functional and operational requirements of the EMSWe CHD, while more detailed specifications will be described in technical and operational documentation such as the System Interface Guides (SIG) and the User Manual. Such technical and operational documentation will be referred to in the implementing act laying down the technical specifications, standards and procedures for the EMSWe CHD but will be kept as distinct documents in order to allow for faster updates and corrections.
This is a working document of the SSN Group. The proposals that need to be approved by the Group are included in the document with a specific formatting: “Proposal no [number]”.
[bookmark: _Toc505954329][bookmark: _Toc507762475][bookmark: _Toc508285963][bookmark: _Toc508955478][bookmark: _Toc447175813][bookmark: _Toc447792842][bookmark: _Toc447793156][bookmark: _Toc447793436][bookmark: _Toc447175844][bookmark: _Toc447792873][bookmark: _Toc447793187][bookmark: _Toc447793467][bookmark: _Toc447175845][bookmark: _Toc447792874][bookmark: _Toc447793188][bookmark: _Toc447793468][bookmark: _Toc447175846][bookmark: _Toc447792875][bookmark: _Toc447793189][bookmark: _Toc447793469][bookmark: _Toc52534476]EMSWe Common Hazmat Database overview
In article 16 of the EMSWe Regulation, it is specified that the EMSWe CHD shall hold a list of dangerous and polluting goods which are to be notified in accordance with Directive 2002/59/EC and IMO FAL form 7, taking into consideration the relevant data elements from the IMO Conventions and Codes. The database shall be linked to the relevant entries in the MAR-CIS database developed by the European Maritime Safety Agency (EMSA) regarding information on associated hazards and risks of dangerous and polluting goods.
Proposal no 1: Considering that the scope of the EMSWe CHD is covered by the already existing EMSA Central Hazmat database the existing Database it is proposedwill tobe re-used and adapted the existing Database if necessary, including the web interface.	Comment by NUNES Antonio (EMSA): Comment from DE:
What’s the differentiation between the EMSWe Common Hazmat Database and the EMSA CHD?
Please add a chapter in the document to describe the differences and the similarities and the
interaction of both databases. 
- If both databases are almost similar, but the new database has just some less fields, there is
no real need to create a new database.	Comment by NUNES Antonio (EMSA): The question is about the system architecture, which is out of scope for this document. 
As such, the current sentence already provides the direction EMSA wishes to pursue, i.e., to take advantage of the work already done for EMSA CHD. At a later stage EMSA will analyse in-depth which is the best option for the EMSWe CHD.
The MAR-CIS database are datasheets of chemical substances developed by EMSA that contain relevant information for responding to hazardous and noxious substances (HNS) marine spills. 
Proposal no 2: Considering that the MAR-CIS data is not foreseen to be used in the context of ship reporting, it is proposed to keep such data will be kept out of the scope of the EMSWe CHD and to include a link to the MAR-CIS database will be included in the web user interface of the EMSWe CHD.
[bookmark: _Toc52534477]IMO Codes, Conventions and Agreements
The following subsections describe the types of codes, conventions and agreements covered by the EMSWe CHD.
International Maritime Dangerous Goods (IMDG)
The International Maritime Dangerous Goods (IMDG) Code was adopted in 1965 as per the SOLAS (Safety for Life at Sea) Convention of 1960 under the IMO and it applies to packaged goods transported through seaways. Goods are defined in Regulation 1 of SOLAS Chapter VII Part A as the substances, materials and articles covered by the IMDG Code, Due to the highly dynamic nature of cargoes, the Code is amended on a continuous basis. The amendments are proposed every two years, and their adoption takes place after two years of the proposal by the relevant authorities. The IMDG is also composed by a mandatory and a voluntary version, the later will become mandatory one year after being adopted and will replace the previous mandatory version.
International Maritime Solid Bulk Cargoes (IMSBC)
The International Maritime Solid Bulk Cargoes (IMSBC) Code was adopted on 4 December 2008 by resolution MSC.268(85) and entered into force on 1 January 2011. Since that date it was made mandatory under the provisions of the SOLAS Convention. It specifies the standards to be applied in the safe stowage and shipment of solid bulk cargoes, excluding grain.
International Code of the Construction and Equipment of Ships Carrying Liquefied Gases in Bulk (IGC)
The International Code of the Construction and Equipment of Ships Carrying Liquefied Gases in Bulk (IGC Code), adopted by resolution MSC.5(48), was made mandatory under SOLAS chapter VII since 1 July 1986. The IGC Code applies to ships built after 1 July 1986 regardless of their size, engaged in carriage of liquefied gases having a vapour pressure exceeding 2.8 bar absolute at a temperature of 37.8°C, and certain other substances listed in chapter 19 of the Code.
International Code for the Construction and Equipment of Ships carrying Dangerous Chemicals in Bulk (IBC)
The International Code for the Construction and Equipment of Ships carrying Dangerous Chemicals in Bulk (IBC Code) provides an international standard for the safe carriage in bulk by sea of dangerous chemicals and noxious liquid substances listed in chapter 17 of the Code, as required by SOLAS Chapter VII - Carriage of dangerous goods and MARPOL Annex II - Regulations for the Control of Pollution by Noxious Liquid Substances in Bulk. It is applicable to chemical tankers built or converted after 1 July 1986.
International Convention for the Prevention of Pollution from Ships (MARPOL) Annex I
​​​The International Convention for the Prevention of Pollution from Ships (MARPOL) covers the prevention of pollution of the marine environment by ships from operational or accidental causes and was adopted on 2 November 1973 at IMO. Its Annex I, establishes the Regulations for the Prevention of Pollution by Oil and entered into force 2 October 1983.
[bookmark: _Hlk35959713]Tripartite Agreements (MEPC.2/Circular)
Tripartite Agreements are established between interested Governments to allow for the provisional transport of substances that have not yet been assessed and therefore do not appear in the Codes and Conventions. The IMO publishes in December each year the MEPC.2/Circular containing all valid Tripartite Agreements and makes it publicly available on the IMO’s website[footnoteRef:2].  [2:  The latest version of the MEPC.2/Circular may be consulted in the following URL: http://www.imo.org/en/OurWork/Environment/PollutionPrevention/ChemicalPollution/Pages/TripartiteAgreements.aspx] 

Additionally, the IMO publishes Provisional Tripartite Agreements which have not yet appeared in the MEPC.2/Circular. The publication of the Provisional Agreements is made in order to overcome the time gap that can exist between when a Tripartite Agreement is concluded and its appearance in the subsequent MEPC.2/Circular. These Provisional Agreements are updated as soon as new information is available and are also listed on the IMO’s website.
[bookmark: _Toc52534478][bookmark: _Hlk32233042]Dataset of the EMSWe CHD
As defined in the Article 2 of the EMSWe Regulation, a ‘data element’ means the smallest unit of information which has a unique definition and precise technical characteristics such as format, length and character type.
As regards the dangerous and polluting goods, the EMSWe CHD will contain a subset of data elements from the IMO Conventions and Codes, including Tripartite Agreements. 
The detailed description of all data elements of the EMSWe CHD can be found in Annex 1.	Comment by NUNES Antonio (EMSA): Comment from DE: 
A data model would be helpful to evaluate the usage of the CHD. Is there one table for all codes or
one table per code (IBC, IGC, IMDG, …).  	Comment by NUNES Antonio (EMSA): Technically, each Code lives in each own separate table. The dataset consolidates all tables from the EMSWe CHD into one flat table for ease of use. 
The list of data elements will be revised and updated if necessary, once the EMSWe Data Team work on the EMSWe dataset is finalised.

[bookmark: _Toc52534479][bookmark: _Hlk32227862]Management of the EMSWe CHD
[bookmark: _Toc52534480]Roles and responsibilities
[bookmark: _Ref52534264]Member States – Maritime National Single Windows
Member States shall establish a link between MNSWs and the EMSWe CHD and maintain it to ensure that information from the EMSWe CHD is available at national level through the MNSW to facilitate ship reporting by declarants.
The national coordinator for the EMSWe shall be responsible for the management of the MNSW, which shall include the national coordination of data users as well as ensuring that the necessary national IT infrastructure and the procedures described in this document are established and maintained. 
Member States shall maintain a local copy of the information from the EMSWe CHD and make it available at national level to the users of the MNSW to be used both as a reference and verification tool during the reporting process though the MNSW. This document does not specify how the information shall be made available to the declarants at national level.
The national coordinator for the EMSWe shall develop and maintain the necessary interfaces for automatic transmission of data by electronic means to ensure that the local copy is always synchronized with the EMSWe CHD.	Comment by NUNES Antonio (EMSA): Comment from DE: 
There should be common software modules included in the RIM that can be used by all MS. This indeed has a large impact on the implementation on all sides. The RIM is the central module with high potential: - Everything that is part of the RIM does not have to be harmonised any further. - Implementations that are the same for all MS just have to be implemented once and not by each MS. - The RIM (Regulation 2019/1239 Article 6) is the common element that connects all MNSWs on the side of the declarants, as the MNSWs have interface to the Central SafeSeaNet to share information on the side of the European Authorities and other MSs. Therefore the RIM provides the opportunity to harmonise many functionalities that are required by all member states	Comment by NUNES Antonio (EMSA): This issue must be discussed in the EMSWe Interfaces Team. Such discussion should not impact this document.
Member States shall ensure that the database is used both as a reference and a verification tool, during the reporting process through the maritime National Single Window. 
Member States shall implement data validation checks of information on dangerous and polluting goods submitted by Declarants (either through the GUI or the system interface of the MNSW) which verify the correctness of the declared information when compared with the EMSWe CHD.  	Comment by NUNES Antonio (EMSA): Comment from DE:
It has to be kept in mind that data validation is very complex and difficult for free text fields. 
If on the one hand the entries in the CHD are kept as reference and on the other hand every
declaration should be accepted – what should be the result of a validation?  	Comment by NUNES Antonio (EMSA): This question should be put discussed in the scope of the Interfaces Team. 
At first glance, in case of a mismatch between the declaration and CHD, a warning should be presented to the declarant and the declaration should be accepted.
Member States shall ensure that the information complies with the semantic rules of the EMSWe dataset (e.g. data formats, structure, code values, business rules).
Member States have the responsibility to report to the IMO all Tripartite Agreements established between interested Governments to allow for the provisional transport of substances that have not yet been assessed and therefore do not appear in the Codes and Conventions.
[bookmark: _Ref52534275]The Commission – EMSWe CHD
The Commission is responsible for the establishment and the availability of the EMSWe CHD and for the oversight of this database in cooperation with Member States.
The Commission is responsible for the establishment of a link from the EMSWe CHD web interface to the relevant entries in the MAR-CIS database.
The Commission/EMSA, in cooperation with the Member States is responsible for: 
· the technical implementation and documentation of the EMSWe CHD;
· development, operation and integration of the electronic messages and data;
· maintenance of the interfaces with the EMSWe CHD. 
The Commission/EMSA shall ensure the availability of the EMSWe CHD to the MNSWs in order to facilitate ship reporting. The interfaces available for the MNSWs are described in section 5.
The Commission/EMSA shall ensure that the information available in the EMSWe CHD is up to date and corresponds to data stored in the IMO Codes and Conventions in line with the procedures described in section 6.
The Commission/EMSA will appoint an EMSWe CHD Administrator (within EMSA or within the Commission) who will be responsible for:
· user administration (setup and maintaining of accounts for the EMSWe national coordinators and system users);
· ensuring that the information available in the EMSWe CHD is up to date;
· coordinating execution of the Commissioning Tests;
· ensuring that the operational and technical documentation is up to date and available to Member States;
· collecting feedback from national coordinators for the EMSWe on the EMSWe CHD database and preparing necessary changes to this database.
[bookmark: _Toc52534481]Principles of management
Proposal no 3: The mandate of the EMSWe subgroup once the EMSWe CHD is operational, and where necessary the high-level steering group, will be extended to:	Comment by DUCHESNE Philippe (EMSA): This change was pre-approved on the last meeting. To be validated.
· make recommendations to improve the effectiveness and security of the EMSWe CHD; 
· provide appropriate guidance for the development of the EMSWe CHD;
· assist the Commission in reviewing the performance of the EMSWe CHD;
· approve this document, and any amendments thereto;
· [bookmark: _Toc447175854][bookmark: _Toc447792883][bookmark: _Toc447793197][bookmark: _Toc447793477]liaise with other relevant working forums.
[bookmark: _Toc52534482]Interfaces with Maritime National Single Windows
One connection per Member State will be established between the EMSWe CHD and MNSW. Member States shall maintain a local copy of the information from the EMSWe CHD and make it available to all parties requiring this information such as declarants, port community systems and authorities. The EMSWe CHD shall use industry standards and be able to create, update or receive information.
This chapter explains how to retrieve information from the EMSWe CHD. The identification of technical solutions on how to implement a local copy at national level (e.g. cache, database, etc.) is a Member State decision when developing the MNSW system and is not specified in this document. 
The following services will be offered to by the EMSWe CHD :
Access through System to System interface
[bookmark: _Hlk31978156]Announcement (“push”): this service will be used by the EMSWe CHD to inform MNSW systems that previously subscribed to the service, of the creations, updates or deletions of dangerous and polluting goods’ records. This mechanism will be responsible for keeping the local copy continuously updated.
Access through the web interface
Web interface: the web interface will be accessible to authorised users through the EMSA portal.
Figure 1 below illustrates the interfaces (more explanations about the interfaces are presented in paragraph 5.1 and 5.2):
[image: ]
[bookmark: _Toc36488405]Figure 1: Types of accesses offered by the EMSWe CHD
[bookmark: _Toc52534483]System to System (S2S) web services
These interfaces will be available for exchanging data sets and information in an automated way using a set of defined formats. The message-based interface will support a distribution (“push”) services using web services. This document contains a short description of the available mechanisms; the technical aspects related to S2S interface will be specified in the EMSWe CHD System Interface Guide (SIG).
Subscription 
This service will be used by system users (MNSWs) to subscribe to receive updates of changes to the items in the EMSWe CHD. The following figure outlines the expected message flows (subscription request and the receipt response):
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The SYS2CHD_Hazmat_Updates_Sub message shall be sent by the MNSW for subscribing to the Hazmat data announcement service. It provides the subscriber’s URL to which notifications will be sent and the start and end dates of the subscription.
For each subscription request received, the EMSWe CHD shall perform a set of checks on data structure and formats and predefined business rules and return a technical CHD_Receipt message providing the result of the subscription request. It will include any relevant warning to the subscription request about errors and the natures of the errors.
The same SYS2CHD_Hazmat_Updates_Sub message may be used by an already registered system user to update any of the elements previously provided or to cancel the subscription. A CHD_Receipt message will also be sent as a confirmation of the subscription status modification.
Announcement
This service will be used by the EMSWe CHD to inform the MNSWs that have previously subscribed to the service, of the latest details of dangerous and polluting goods’ records. 
Using this method, the information of all local copies will be continuously synchronized with the EMSWe CHD.
The following figure outlines the expected flows of messages (announcement requests and the announcements responses) related to this transaction:
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The CHD2SYS_Hazmat_Updates_ann message is sent to subscribers’ end-points on a regular basis (e.g. every 3 hours) and contains the most recent details of dangerous and polluting goods records that were modified or created since the last announcement message.
In the cases where the synchronization was not successful, the announcement message is queued by the EMSWe CHD until the MNSW is available to process it.
The EMSWe CHD sends the full list of dangerous and polluting goods to each new subscriber.
[bookmark: _Toc52534484]Web interface
The web interface will be accessible to authorised users (login and password required). This interface will be available for:
· consulting details of dangerous and polluting goods records using: 
· specific search criteria such as DG classification, UN number, etc.;
· guided step-by-step search based on mode of carriage, type of product, etc.;
· consulting information from the MAR_CIS database corresponding to the dangerous and polluting goods records;
· creating or updating hazmat records (this feature will be restricted to the EMSWe CHD Administrator);
· downloading list of hazmat records based on search criteria in different formats (e.g. XLS, CSV, XML, etc.);
· administrating the database (functionalities to ensure synchronisation with other databases, logs, configuration of connections with MNSW).
The web interface may be used as a back-up solution to the S2S interface to retrieve information and update the hazmat database of the MNSW.
A notice shall be visible in the web interface stating the information provided by the EMSWe CHD may not always be the latest and an accurate version of the IMO Codes and Conventions due to the database updating procedure. 
[bookmark: _Toc52534485]Access Rights
Access to the EMSWe CHD requires a formal user registration process. All users are identified by a unique user ID, so that their actions may be recorded, monitored and the user held accountable for their actions.
The EMSWe CHD Administrator will have the following permissions:
· Consultation of details of dangerous and polluting goods records via web interface;
· Download of lists with hazmat records via web interface;
· Creation/Update/Removal of hazmat records via web interface;
· Logs monitoring via web interface;
· Creation of system (for system-to-system exchanges) and national coordinator (human) accounts;
· Configuration of the system to system interface between the EMSWe CHD and the MNSW (user ID, endpoint, certificates, etc.),
[bookmark: _Hlk34899489]The national coordinators for the EMSWe will have the following permissions:
· Consultation of details of dangerous and polluting goods records via web interface;
· Download of lists with hazmat records via web interface;
The Declarants and National Authorities will have the following permissions in the EMSWe CHD:
· Consultation of details of dangerous and polluting goods records via web interface. 

Access to MAR-CIS database will be provided to public administrations (e.g. marine pollution response authorities, harbour authorities, coast guard) from the EU Member States and EFTA coastal states.
The management of users’ access to hazmat data within the MNSWs is the responsibility of national coordinators, and the methods used should reflect the principles of the EMSWe CHD. 
[bookmark: _Toc42503534][bookmark: _Toc52534486]Operational services and procedures
[bookmark: _Toc52534487]Overview
This chapter provides a framework for the operational services and procedures to be maintained by both national and central components of the EMSWe CHD. For this chapter, operational services and procedures are understood as services and procedures that require human intervention.
MSs and the Commission/EMSA should take necessary steps to ensure that operators of the national and central components of this database are appropriately trained to perform their duties.
[bookmark: _Toc52534488]System support services at national level
According to the definitions provided in section 4.1.1, the national coordinator for the EMSWe shall be responsible for the establishment and maintenance of the necessary national ICT infrastructure and procedures described in this document. This includes: 
· Monitoring the availability and performance of the communication systems of national systems with the EMSWe CHD;
· Monitoring the national systems in order to ensure data quality and to avoid the distribution of unreliable or corrupted information;
· Immediately notifying the EMSWe CHD Administrator should a national system be unavailable to receive, process or transmit data in accordance with this document;
· Receiving information on technical failures of the EMSWe CHD reported by the EMSWe CHD Administrator and distributing it to national users whenever necessary;
· Administrating users’ access to the local copy of the information from the EMSWe CHD;
· Providing feedback to the EMSWe CHD development teams.
Note: The requirements regarding the system support services at national level will be defined in coordination with other EMSWe Teams.
[bookmark: _Toc52534489]Support services at central level
In accordance with the definition provided in chapter 4.1.2, the EMSWe CHD Administrator is responsible for user administration and for ensuring that the connections with national systems are functional. This includes:
· Monitoring the availability and performance of the EMSWe CHD;
· Support national coordinators of the EMSWe in the monitoring of the national systems in terms of availability and data quality of the information exchanged;
· Immediately notifying the national coordinators for the EMSWe should the EMSWe CHD be unavailable to receive, process or transmit data in accordance with this document;
· Providing an operational and IT helpdesk for national coordinators of the EMSWe.
· Managing and validating the information available in the EMSWe CHD. 
· Administrating user accounts in the EMSWe CHD (e.g. setup and maintenance of accounts for end users and system users);
· [bookmark: _Hlk52534112]Providing statistics on EMSWe CHD activity;
· Testing new versions of the EMSWe CHD and providing feedback to development teams.
[bookmark: _Toc52534490]Procedures for updating the EMSWe CHD
The Commission/EMSA must ensure that data available in the EMSWe CHD is up to date and of a good quality. This database needs to be updated with the information published in the IMO Codes and Conventions. 
At the same time, Member States must ensure that all dangerous and polluting goods that are part of Tripartite Agreements are duly reported to the IMO. 
The following procedures are proposed:
IMO Codes and Conventions (IMDG, IMSBC, IGC, IBC, MARPOL Annex I)
The IMO publishes regularly amendments and updates of the Codes, which are then integrated in EMSA’s RuleCheck application.
The synchronisation of the EMSWe CHD with the IMO Codes and Conventions will be done manually by the EMSWe CHD Administrator through RuleCheck. Once a new version is available in Rulecheck, the EMSWe CHD Administrator shall download it and update the EMSWe CHD accordingly, i.e., updating the hazmat records and setting the date from which the Code will be applicable on a voluntary and/or mandatory basis (if applicable).
The changes to the EMSWe CHD records will be made visible on the voluntary/mandatory dates. MNSWs shall be capable to process the changes received through the announcement service explained in section 5 and update the hazmat database at national level accordingly.
Tripartite Agreements (MEPC.2/Circular)
The IMO publishes in December each year the MEPC.2/Circular containing all valid Tripartite Agreements received by the IMO which are also made available in EMSA Rulecheck. 
The EMSWe CHD Administrator shall download the published Tripartite Agreements list and update the EMSWe CHD accordingly, i.e., updating the hazmat records. The changes will be made visible as soon as they are published in the EMSWe CHD.  The MNSWs shall be capable to process the changes received through the announcement service explained in section 5 and update the hazmat database at national level accordingly.
In the case of the Provisional Tripartite Agreements, considering their high update frequency and that they will be published in December the EMSWe CHD will not include them.
[bookmark: _Toc35583690][bookmark: _Toc35583691][bookmark: _Toc35583692][bookmark: _Toc35583693][bookmark: _Toc35583694][bookmark: _Toc35583695][bookmark: _Toc35583696][bookmark: _Toc35583697][bookmark: _Toc35583698][bookmark: _Toc35583699][bookmark: _Toc35583700][bookmark: _Toc35583701][bookmark: _Toc35583702][bookmark: _Toc52534491]Commissioning measures for establishing connection with MNSWs
[bookmark: _Toc52534492]General guidance
Before connecting with the production environment of the EMSWe CHD, a national coordinator for the EMSWe shall perform commissioning tests on the MNSW system and provide the data specified in the “MS Commissioning Test Plan” document, which is part of the technical and operational documentation, to the EMSWe CHD Administrator. The commissioning tests verify that the system developed by a MS can exchange messages in accordance with the system specification.
The commissioning process is required to ensure that the MNSW can support the reliable, timely and accurate exchange of data and system information with EMSWe CHD. This process will cover all the EMSWe CHD messages transmitted to/from the EMSWe CHD system via the web services interface. All test cases must be executed with fully automated system-to-system, in order to test the MNSW implementation.
Each Member State should have at least a test environment running in parallel with the production environment in order to test the interface with the EMSWe CHD Training environment. This test interface should allow the tester to run the tests whenever there is a new version of the EMSWe CHD, or a new functionality affecting the data exchange. The Commissioning Test (CT) Plan document will be prepared to present the test cases and test scenarios to be used by Member States to support the CT process. The CT plan will cover the following test types:
· Functional Testing – the conformance of a MNSW application requires the correct functioning of all the features which have been converted into use cases;
· Data & Database Integrity Testing – The most crucial aspect of the application is that XML messages are correct, first in form, and then in content. The message validation, in accordance with XML standards and defined XML schema, is necessary. The Data Requester and the Data Provider need to follow the XML messaging specifications; 
· Regression Testing – Regression testing is necessary to ensure that the previously executed tests are being re-executed against new versions of applications or deliverables. Regression testing ensures that the quality of the target has not been negatively affected when new capabilities have been added.
[bookmark: _Toc52534493]Commissioning Procedure
Commissioning Tests are performed at the request of MSs, and the results shall be documented in a test report. The test report, and the associated data files (if any), are to be submitted to the Commission/EMSA for assessment.
The Commission/EMSA shall analyse and evaluate the test report and, if the test results comply with the EMSWe requirements. Once the results have been validated, the Commission/EMSA issues a test acceptance form and updates the status of operation of the MS concerned. After the successful completion of this process, the MNSW will be granted access to the EMSWe CHD Production environment.
The commissioning measures of the EMSWe Ship Database, EMSWe Common Location Database and EMSWe Common Hazmat Database may be combined.
[bookmark: _Toc52534494]System performance
The following performance requirements apply to the processing of messages and system information. Member State authorities may assign more specific performance standards in accordance with their national requirements.
[bookmark: _Toc52534495]Timeframes for Data Availability
The MNSW systems and the EMSWe CHD should be supported by data communication links and networks that allow them to transfer information between the two systems within 1 minute. This timeframe should be respected for 95% of the information exchange over a 24h period, and for 99% over a one-year period.
[bookmark: _Toc52534496]Timeframes for Data Storage
The hazmat database records shall be available via all interfaces in the EMSWe CHD without any time limitation. 
[bookmark: _Toc52534497]System Availability Requirements
This section refers to the availability of the hardware and software necessary for the provision of the mandatory functionalities of the EMSWe CHD. It shall be maintained in operation twenty-four hours a day, seven days a week, to satisfy the mandatory system functionalities.
The availability of the system shall be maintained at a minimum of 99% over a period of one year, with the maximum permissible period of interruption of 12 hours. Scheduled interruptions of the service (e.g. planned maintenances) may exceptionally go over this limit. The availability requirements above apply also to each MNSW system as regards the communication links to the EMSWe CHD and to other national or local systems which they share hazmat information with.
[bookmark: _Toc52534498]Backup procedures
Backup procedures should be in place for each EMSWe CHD system component and should be activated in the event of a failure or a scheduled interruption. In the event of a failure or a scheduled interruption, the Commission/EMSA shall ensure that announcement messages are queued and then transmitted to the MNSW systems when communications and/or systems have recovered. The MNSW systems shall have capability to process this data.
The systems should be able to queue messages for at least 2 weeks. The body responsible for the affected system component must inform the other EMSWe participants according to the operational procedures whenever a failure or scheduled interruption occurs. 
[bookmark: _Toc52534499]Continuity of Service
To cover unforeseen crises, disasters and/or general disruptions to normal system operations, business continuity measures should be in place in order to ensure continuity of service at both national and central levels.
The business continuity measures should be defined at national and central level and aim at:
· Ensuring, by means of the alternative solutions, the availability of the hazmat database to the MNSW;
· Ensuring, by means of the alternative solutions, the availability of the hazmat database at national level through the MNSW;
· Ensuring that information is recoverable to the fullest extent possible after a downtime period/disaster/failure.
[bookmark: _Toc52534500]Additional System Performance Requirements
The EMSWe CHD will reject invalid messages and an error message will be sent back to the MNSW system. In cases where the EMSWe CHD transmits an invalid message, the MNSW should inform the Commission/EMSA of the reasons for the invalid message as soon as possible. All participants should aim to prevent invalid messages from being sent. This process shall be implemented in an automatic way between the EMSWe CHD and MNSW systems.
[bookmark: _Toc52534501]Operational Coordination
Each national coordinator for the EMSWe and the Commission/EMSA should maintain a 24/7 contact point that is available to ensure the availability of the hazmat database. The Commission/EMSA provides 24/7 monitoring of messages and network coordination as well as a helpdesk for the EMSWe CHD. These 24/7 contact points may be designated for monitoring overall availability and performance of central and national components of the EMSWe.
[bookmark: _Toc52534502]System security
[bookmark: _Toc52534503]General provisions
The following chapter describes the security policy that applies to the processing of messages and system information at the EMSWe CHD. The baseline security requirements hereunder are mandatory for the EMSWe CHD and its interface with the MNSW systems (referred to in this section as the “system”) and be referred to as optional at national/local level (i.e. the local copy for the MNSW).
The national authorities may assign higher security measures on the system components they manage due to their specific needs and policies as long as these additional measures do not limit the ability of duly authorised MNSW users to access relevant information.
[bookmark: _Hlk42254521]In this section, the word “system” refers to the EMSWe CHD and to its local copy for the MNSW.
[bookmark: _Toc52534504]Security measures
Access Control
a. Authorities implementing the system in form of hardware and software should keep record of individuals gaining physical access to it.
b. Tailoring of privileges granted to a user by the national coordinator for the EMSWe shall be performed as per access rights policy defined in section 5.
Authentication
Note: Interoperability between EMSA’s user management and the EMSWe user registry and access management system will be assessed with the Commission.
c. A reliable authentication mechanism shall be implemented to uniquely identify the EMSWe CHD users.
d. Authorities implementing a machine-to-machine interface shall guarantee the authenticity by appropriate means based on industrial best practices. For interfaces with the EMSWe CHD, 2-way SSL will be implemented.
e. A user ID should only be used by the appointed user or users. Authorities in charge of providing access to the system should keep a record of all accesses per user ID at their system level.
f. A review of the credentials (e.g. password modification, user account revocation) used to access the system should be performed at each system level regularly (at least each year) or whenever there is an upgrade of the security policy affecting the authentication mechanism (e.g. password policy).
Authorisation
g. Authorisation of users accessing the system shall be made under the responsibility of the Commission/EMSA or of the national coordinator for the EMSWe.
h. National coordinator for the EMSWe and the Commission/EMSA should grant access only to users in accordance with the rules in section 5.
i. A review of the authorisation/access rights should be performed at each system level at least each year or whenever there is an upgrade of the security policy affecting the authorisation protocol (e.g. change in the access right policy).
Traceability and accountability
j. The system allows the verification of the history, location, or application of the information from this database by means of documented recorded identification. National coordinators for the EMSWe are responsible for collecting this security data at national level.	Comment by NUNES Antonio (EMSA): Comment from NL:
This sentence should be removed since the security requirements are optional at national level.	Comment by NUNES Antonio (EMSA): Done
k. The following actions shall be traced and the records shall be available to the data provider of the information upon request:
· Receipt of the information.
· Modification of the information.
· Requests for the information.
l. The information recorded shall be as follows:
· User identification
· Time stamp.
· Description of action.
m. The system shall ensure the non-repudiation and traceability of actions performed by users accessing the system by means of both automated systems or the web interface (web-browser based mechanism). An Administration providing the information can request the identity of the data requestor, without delaying the response.
Confidentiality
n. Authorities implementing the system in form of hardware and software and/or with responsibilities in terms of provision of access rights shall ensure that the confidentiality of the data stored within or exchanged by those system components they are responsible for is not compromised. Data protection procedures shall be put in place.  
o. Users shall not provide information to any unauthorised persons or systems.
p. Users shall not disclose their login credentials to unauthorised persons.
[bookmark: _Toc507762502][bookmark: _Toc508285992][bookmark: _Toc508955507][bookmark: _Toc505954352][bookmark: _Toc507762503][bookmark: _Toc508285993][bookmark: _Toc508955508][bookmark: _Toc505954353][bookmark: _Toc507762504][bookmark: _Toc508285994][bookmark: _Toc508955509][bookmark: _Toc505954354][bookmark: _Toc507762505][bookmark: _Toc508285995][bookmark: _Toc508955510][bookmark: _Toc505954355][bookmark: _Toc507762506][bookmark: _Toc508285996][bookmark: _Toc508955511][bookmark: _Toc505954356][bookmark: _Toc507762507][bookmark: _Toc508285997][bookmark: _Toc508955512][bookmark: _Toc505954357][bookmark: _Toc507762508][bookmark: _Toc508285998][bookmark: _Toc508955513][bookmark: _Toc505954358][bookmark: _Toc507762509][bookmark: _Toc508285999][bookmark: _Toc508955514][bookmark: _Toc447175867][bookmark: _Toc447792896][bookmark: _Toc447793210][bookmark: _Toc447793490][bookmark: _Toc447175868][bookmark: _Toc447792897][bookmark: _Toc447793211][bookmark: _Toc447793491]Integrity
q. The Commission/EMSA shall ensure that the information is authentic and complete. The information transmitted to MNSWs shall only be modified by the EMSWe CHD Administrator.
r. The management of data provision shall ensure all reasonable steps have been taken to prevent denial of service attacks, the introduction of ‘malware’, or other malicious events with the potential of compromising EMSWe CHD functionalities.
s. The list of hardware and software, used to implement the system or used within the authority to interface with it, should be recorded in a register. This register should be maintained during the whole system lifecycle.
Training
t. Authorities should ensure that all system users within its jurisdiction are aware of the security requirements of the system and have the knowledge and competencies to duly fulfil their obligations.
Audit
u. Security audits on the system implementation and usage should be carried out on a regular basis. Whenever possible existing audit arrangement will be accepted as the fulfilment of this requirement.
v. Following a security breach there should be an investigation to identify the cause and any remedial actions required.

[bookmark: _Toc52534505]Data elements of the EMSWe CHD
[See attached XLSX file]
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