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Agenda 

• Introduction 

• MS’s evolution on 2-way SSL 

• EMSA support to MSs 

• Actions required 
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Introduction 

• On 26 May 2010, EMSA announced its readiness to 
implement 2-way SSL. 

• EMSA is to manage the digital certificates used for SSN 
as its own Public Key Infrastructure has been deployed: 
EMSA Certification Authority. 

• Between 16 and 20 June 2010, MSs were invited to 
provide their implementation schedule. 
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2-way SSL MSs’ evolution 
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EMSA support 

• Includes: 

– necessary documentation needed for issuing the 
required certificate + validation; 

– generation of certificates;  

– general guidelines on how to produce CSRs, install 
certificates (depending on the MSs’ server) and 
establish 2-way SSL communications;  

– validation of the MSs’ certificate installation; 

– validation of the MSs’ 2-way SSL implementation 
(via the request-response mechanism). 

• Do not include detailed steps each MSs has to follow 
as very much dependent on the development of their 
application. 
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Actions required 

Member States still using 1-way SSL are invited to: 

• Communicate as soon as possible the dates they plan 
to switch to 2-way SSL and inform EMSA in case of 
foreseen difficulties. 

• Request their contractors and technical personnel to 
advance the implementation before the end of 
2010. 

• Request server certificates from EMSA CA as soon as 
possible: from January 2011, only the EMSA CA will 
be supported for SSN-EIS. 

 



Thank you 
Any Questions? 


