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	Executive summary 
	This document presents Questions and Answers (Q & A) regarding the application of the “one stop solution” through electronic notifications (e-N) and provides guidelines for the Member States on how to develop a Web application for allowing vessels agents, operators or masters to submit electronic notifications to the competent national Authorities. 

	Action to be taken
	As per paragraph 3

	Related documents
	a. Annex III of the Directive 2002/59/EC 

b. SSN document 4/7/1


1. INTRODUCTION 

At SSN 4 EMSA suggested to the M.S. to open their systems to ship data providers with a view to facilitate the reporting process and to cooperate with the Commission and EMSA for the further development of the one stop shop concept and its integration into SSN. In particular Member States were invited to develop an Electronic Notifications (e-N) application, accessible via the World Wide Web (WWW), to allow the persons authorised to submit notifications (e.g. ship’s agents, operators or masters), with the means of fulfilling the notification requirements of :

· the SafeSeaNet 
· Directive 2002/6/EC
 on “reporting facilities for ships arriving in and/or departing from ports of the Member States of the Community 

· other possible national notification requirements. 

The e-N is an alternative to submitting notification messages in paper format. By the development of an authorized one-stop notification method, the e-N application eliminates the need to submit the same information multiple times to multiple national Authorities. 

2. EMSA FOLLOW UP COMMENTS

The one stop shop is a wide concept that could be seen from different angles in the framework of SSN. The present document presents the one stop shop concept side related to the SSN notifications which according to the various EU Directives are originated by the authorised persons (e.g. ship’s agents, operators or masters) to the competent Authorities. 
EMSA classified the questions related to this side of the one stop shop to four (4) categories as follows :

· Legal

· Administrative

· Technical

· Procedural
The relevant questions and answers are indicated in the attached Annex. 

EMSA strongly supports the use of XML format also as an alternative option for information transfer. This technology is basically for the larger transport companies that are transporting huge amount of different type of dangerous goods where it will be very cumbersome to type this information into a web page, information they already have in databases.

3. ACTION REQUIRED

The Member States are invited to note the above mentioned information. 
ANNEX

Questions and Answers (Q & A) 

on the one stop shop through e-Notifications (e-N)

I.  LEGAL 

Question 1 :

What is the definition of the “one stop shopping” ?
Answer 1: 

The term “One Stop Shopping” or “single Window” concept (UN/CEFACT Recommendation 33) has been used to describe facilities that make it simpler to deliver and receive (Electronic Port Clearance) EPC reports: 

• Reports can be delivered or received by ship, owner, agent and/or other authorised source, using some kind of authentication. The system should allow flexibility also in terms of “proxy” senders or receivers, i.e., an agent may send an official message on behalf of a ship. This requires some form of global authentication. 

• It should be possible to deliver all reports to one repository, possibly by forwarding components of messages to other destinations – again authentication and possibly encryption is necessary. This also requires multi-level acknowledgements. 

• Establishment of standardised message format, including authentication, acknowledgement and encryption as necessary. 

• Establishment of general addressing scheme including repository for encryption keys as necessary. 

One should recognise that mandatory port clearance messages have to define messaging mechanisms that can also be used for other types of ship reporting. Thus, it should be obvious that “one stop shopping” is highly desirable, particularly if implemented with sufficient flexibility. The ability to operate with authentication of ship or port as legitimate source of a message, although the message physically may have been sent by, e.g., an agent, should greatly enhance the EPC-function without compromising security or safety. 

One should also note the increasing focus on transport security that will most likely lead to even stricter reporting requirements in the future. These reports will have to be of a standard that satisfies various security and authentication requirements that can be difficult to implement today. This means, e.g., that a new system for validating sender identity may be required. 



Question 2: 

Does e-N comply with SSN objectives ?

Answer 2: 

A strategic aim of the SafeSeaNet project is to bring together a wide spectre of Authorities (e.g. Customs, immigration, Ports, harbourmasters, Fishery inspectorate, Environmental inspectorate, Veterinary / phytosanitary inspectorate, Health inspectorate etc.) involved in maritime transport and traffic management; and to build an agreed platform as basis to exchange reports. Therefore, the application of a one stop shop solution through e-N fully complies with the SSN objectives. 



Question 3: 

Which notifications should/may be submitted through e-N? 

Answer 3:

EMSA recommends M.S.s:

· open their systems to ship data providers with a view to facilitating the reporting process; and 
· cooperate with the Commission and EMSA for further development of the one stop shop concept and its integration into SSN. 
Two new notifications (waste and security messages) should be added into SSN. Member States are further recommended to develop Electronic Notification (e-N) system applications, accessible via the World Wide Web (WWW), that will allow authorised persons to submit notifications (e.g. ships’ agents, operators or masters), with the means of fulfilling the notification requirements of :

· SafeSeaNet (port and HAZMAT) - Waste and security notifications will also be included when the SSN group agrees the final arrangements.

· Directive 2002/6/EC
 on “reporting facilities for ships arriving in and/or departing from ports of the Member States of the Community 

· Other possible national or international notification requirements. 



Question 4: 

How to maintain the information confidentiality and security? 

Answer 4 :

In order to maintain information confidentially and securely, the user should not be permitted to directly change data in the NCA (or LCA) database. Instead, the web application should contain an interface between the user and the NCA (or LCA) database. 

This is also to protect the integrity of the database from accidental or malicious damage, and to ensure the consistency, accuracy and quality of data held in the database and being collected from different users where computing knowledge is limited. Because of this, a controlling interface is considered essential. 



II. ADMINISTRATIVE 

Question 5:  

For the Member States, what is best practice for enabling the shipping industry (ships’ agents, operators or masters) to submit the port or HAZMAT notifications to the Authorities? 

Answer 5:  

The best possible solution is for the national competent authority to apply a one stop shop solution using electronic notifications (e-N). The use of the e-N simplifies reporting procedures and will ensure that M.S.s’ services are up to date. Consequently, M.S.s need to design and develop web applications that will allow the shipping industry to transmit the required data in an XML format through the Internet. 

M.S. also need to make an XML schema for e-N available to companies (shipping or ports) who choose to create their own electronic systems (also perhaps integrated with commercial processes), to submit the required data. It is possible that the bigger shipping companies may wish to communicate programmatically with the SSN NCA application by using the XML message-based interface.

As an interim measure, notifications can also be made via general email, fax and telephone. However, EMSA anticipates that these formats will be phased out in the near future. 



Question 6: 

Which is the main difficulty for M.S. to apply the e-N methods at national level? 

Answer 6:  

The main difficulty for applying the one stop shop solution through the e-N is the relatively low degree of Internet usage at the E.U. The image below shows the number of PCs per 100 populations in E.U. 15 on 1999. This is useful metric indicating the relatively local opportunity for shipping industry to apply e-N methods. 

Though the numbers have been improved since 1999, there is still a lot of space for improvement and a long distance for E.U. to reach the level in USA. The same image exists for the levels of IT investment per head of population in E.U. It is noted that within E.U. there are very wide variations between the M.S.   






Question 7: 

How M.S. could encounter the problem?

Answer 7:

The M.S. have to launch an awareness campaign explaining to the shipping industry the benefits of using internet for the submitting their notifications to the NCA. This could be achieved through regular meetings and workshops with the participation of the parties concerned (shipping companies, masters and agents associations etc). 

Some M.S. have already applied successfully the e-N concept and offered motives to the shipping companies (PCS free of charge) for applying the e-N methods. Other M.S. applied disincentives for shipping companies wanting to continue the manual way of notifications (e.g. by imposing charges for each manual notification). 



Question 8: 

Who should design and develop the one stop shop application (through e-N) at national level?

Answer 8:

Usually the NCA should develop the e-N application - accessible via the Worldwide Web (WWW) - providing the shipping industry with the means of fulfilling the port and HAZMAT notification requirements. 

In cases were M.S.s decide to coordinate its efforts in developing a system, meeting the requirements of other national authorities (e.g. the Customs), the e-N systems can be developed in cooperation with these authorities. When an e-N are properly completed and submitted, they will should provide all of the information required by the E.U. and national regulations, eliminating the need to send separate notifications with slightly different information to multiple authorities. 

A M.S. may also decide to develop an e-N application at port level (LCA), which forwards notifications to the NCA (or to SSN in cases where a M.S. has multiple points of contact with SSN and has assigned that status to a port or ports). 



Question 9: 

What are the benefits for the NCA (or LCA) in developing an e-N application?

Answer 9:

By providing a one stop shop solution (through e-N), the Member States are simplifying and facilitating reporting procedures. It unrealistic to expect LCA or the NCA staff to “manually” enter or re-enter SSN notifications received from ship’s agents, operators or masters. As the quantity of notifications will likely increase (“waste and “security” messages will soon to be added), EMSA recommends entry of manual notifications by the NCA only on an exceptional basis; and that they are not used for the whole range of required notifications. 

Notifications that will continue to be submitted via telephone, fax, or e-mail, will require the watch personnel of NCAs or LCAs to enter information into a central database that will then be forwarded to the SSN index server.

Question 10: 

What are the benefits to the shipping industry of submitting notifications through an e-N application?

Answer 10:

The main advantages are:

· The e-N conforms to the requirements of Directive’s 2002/59 and SafeSeaNet.

· The notification process would be automated:

· Once the e-N is completed and submitted via the Web, the data is sent automatically to the NCA, where it is checked for completeness.

· When it is determined that the e-N is complete and has been validated by the NCA, the information is entered in a central NCA database.

· An e-mail message confirming receipt of the e-N is sent to the representative of the vessel listed in the e-N.

· An active e-N can be retained as a template or pro—forma, updated and resubmitted as required.

· A partially completed e-N can be saved, completed in the future and then submitted. i.e. manpower costs in administration can be reduced.

In cases where the e-N application is intended to meet the requirements of additional authorities (e.g. the Customs), any need to submit or re-submit the same information to multiple authorities is eliminated.



III. TECHNICAL 

Question 11: 

Where should the e-N be stored?

Answer 11:

The operator, agent or master of a ship shall notify the notification messages to the port Authority (subject to articles 4 and 13 of the Directive 2002/59). In addition, due to the SSN requirements, the port and HAZMAT notification have to be transmitted to the SSN core (through the NCA). The HAZMAT details may be stored at LCA level and information has to be sent to the SSN core (through the NCA) indicating the address where the HAZMAT details may be requested.  

The place where the data (port or HAZMAT) is stored is determined by the kind of technical solution or solutions that the each M.S. chooses to implement. There are a number of different options such as: 

The Centralized data model - The centralized data model consists of one database at NCA level for all notifications. The port and HAZMAT details are stored at the NCA database and LCA has access to these data. 

The Distributed Data Model - The distributed model consists of separate databases for each LCA. The NCA does not keep records of HAZMAT details. SafeSeaNet messages are relayed and/or translated by the NCA to all LCAs. All LCAs check their own databases and send their response to the NCA.

Combination Data Model (National Index Server) - Several combinations of the centralized and the distributed data model are possible.

Of the different types of alternative technical solutions, the centralized model presents the particular benefits, as it is most likely to facilitate the general objective of SSN in the production of comparable, reliable, synchronized and regular statistical data at national level.  



Question 12: 

Are e-Ns an officially acceptable way of sending notifications? 

Answer 12: 

An e-N application can provide an easy-to-use and efficient method for reporting the vessel arrival and/or departure information required by the Directive 2002/59 and other E.U. Directives. It should enable an e-N to be submitted directly to the NCA via the Web, thereby avoiding faxes, scanners, and telephones. Additionally, the e-N application allows a previously submitted e-N to be updated and partially completed e-Ns to be saved and submitted when required at a later date. 

Any notification submitted via the e-N application constitutes the official notification and duplicate submissions by other means are not necessary. Failure to timely and accurately comply with the regulations may result in enforcement actions, including civil penalties. 



Question 13: 

Why processes (through e-N) are quicker and more accurate?

Answer 13: 

By enabling the submission of e-Ns, the probability of problems with the content of notifications can be greatly reduced, as the input of information for minimum compliance with regulations can be contained within clearly defined data fields.

The e-N application should not allow an e-N to be submitted unless the appropriate fields have been completed. But, mere supply of information into all of the required fields does not determine fulfilment all of the reporting requirements. It is still the shipping agents’ or operators’ or masters’ responsibility to know, understand and comply with the regulatory reporting requirements pertaining to the vessel in question. 

Once the e-N is received at the NCA, the information is validated for completeness, so the e-N is seen and processed quickly. Speedier processing lessens the possibility of vessel delays or denial of entry into or exit from a port.



Question 14: 

Should a confirmation of receipt be provided?

Answer 14: 

M.S.s should develop their applications to send an automatically generated reply by e-mail confirming the receipt and processing of the online submission, once an e-N is submitted and validated. If any information is missing from the e-N, the e-mail message should state exactly what is required. Confirmation of receipt eliminates concern that an e-N did not get to the right place or is missing required information.



Question 15: 

Previously submitted e-N can be updated?

Answer 15: 

The e-N application should support multiple submissions of similar e-Ns and allow updates to an e-N that is still active. Subject to paragraph 5 of Annex III of the Directive 2002/59, “the master of the ship must forthwith inform the competent authority or port authority concerned of any change to the information notified pursuant to this Annex”. According to paragraph 5.2.1.1 of the ICD v.1 updated e-N will be sent when the ETA or/and ETD has changed by 2 hours or more from the previous notifications. 

The e-N application should provide a record of previously submitted e-Ns. The e-N application should display it in an editable form, so it can be copied to ready for another e-N and ready for reuse. 


Question 16: 

What are the basic Hardware and Software requirements for the end users (agents, masters or operators)? 

Answer 16: 

To prepare and submit an e-N, the following is required:

a. Basic Hardware and Software requirements

· A Personal Computer (PC) with an Internet connection

· A Web browser

· An e-mail application with the capability to send and receive messages.

b. Required Web browsers

The e-N application is optimized for use with the Microsoft Internet Explorer browser but will work with the Netscape Navigator browser.

c. Internet connections

Internet Service Providers (ISPs) provide individuals and businesses with access to the Internet. The service provider gives its customer a software package, user name, password, and access telephone number or Internet Protocol (IP) address. Equipped with either a modem or direct communication line, the user is able to access the Internet and send and receive e-mail messages. 



Question 17: 

Are there specific security measures applicable to an e-N transaction ?

Answer 17 : 

The e-N application has to be in a secure environment that conforms to all SSN security instructions. Any transaction made with the NCA has to be protected and cannot be viewed by anyone else on the Web.

The e-N application has to be configured to process requests for access by combining a number of different types of protection mechanisms. These are:

· Authentication—the first line of defence. Authentication’s primary purpose is to verify your user logon credentials.

· Authorization—the next step. To ensure you have permission to access the e-N application, the system authorizes your logon credentials.

· Access Control—the third step. Here, the e-N application determines you are a valid user and have the correct level of permissions required to perform the action you are attempting.

· Encryption—the final step. Encryption is the most effective way to achieve data security.


Question 18: 

Need for help?
Answer 18: 

For answering any questions, the NCA should provide assistance 24 hours per day, 7 days a week, 365 days a year. NCA should provide contact information through the NCA web site, e-mail Address, Toll-free Telephone and FAX Numbers. 

The e-N application should provide step-by-step instructions for using the e-N application and provide information on performing such tasks as setting up a user account, using a previously submitted e-N as the basis for a new e-N, and completing the e-N.

In addition EMSA suggests the following information to be presented: 

· Figures illustrating how to complete the notifications section and where to find the buttons and links 

· Instructions for entering data in each field of the section

· A link to the regulation(s) that requires the information.



Question 19: 

Creating /managing a new account?
Answer 19: 

A user account must be created for a first-time user. Through the e-N application the user should maintain his/her own user account and should be able to:

· Choose his/her user name

· Provide information specific to him/her

· Determine the password

· Provide a method of validating his/her identity to the e-N application in the event the password is forgotten.

The e-N application should allow the user to manage his/her account information, update or change the authentication questions, and/or update or change the password. 


Question 20: 

Data quality checks?

Answer 20: 

The e-N application has to audit the notifications fields to ensure all required information has been completed correctly. If any required information is missing or has been entered incorrectly, an error message will appear at the top of the page and state exactly which data is missing. 

The SSN group has to define the data quality checks which should be applied for all e-N applications. 


Question 21: 

Why M.S. should apply data quality checks at their SSN national application since similar checks apply at SSN core level ? 

Answer 21:

The SSN core applies data quality checks only for the notification part of the message. The detailed part of the message is not being sent to the SSN core and therefore it can not be checked. In addition the data has to be checked at its source because this provided the possibility to correct any mistakes. If mistakes will not be spotted when data is entered then the data correction becomes very complicated issue. 



Question 22: 

Managing a record?

Answer 22: 

Once an e-N has been submitted and/or saved, the application should show the submitted and/or saved e-N and provide various ways to manipulate it. This manipulation takes place via View, Copy, Update, Edit and Delete links.
The e-N application should provide a mechanism that allows a hard copy of the completed e- N to be printed. This print capability should be available once data has been saved.  



IV. PROCEDURAL 

Question 23: 

When the e-N will be sent to the SSN Index server?

Answer 23: 

Once an e-N has been submitted, the output file would be sent to the NCA server, where the information contained in it is validated. After the information validation takes place, an e-mail message is sent to the user confirming the receipt of the submission. Thereafter the SSN NCA application will forward the notification to the SSN Index server. 


Question 24:  

If a vessel plans to visit multiple ports, can the reporting source send one notice of arrival? 

Answer 24:  

When submitting via the e- N system, the system should be setup to require a new arrival notice for each port call. Although this may appear more cumbersome, the e-N is designed to allow you to “copy” all the non-unique data over to a new notice, requiring minimal effort to add an additional port of call to a voyage. 



Question 25:  

When does a user have to submit a report in accordance with the reporting requirements?  

Answer 25:  

The user must submit a port or HAZMAT notification prior to entry into the port of the Member State and in accordance with the provisions of Article 4 of the Directive 2002/59. 


Question 26:   

When submitting a notification report, the user must submit a notification before departure, but at least 24 hours before entering the port of place of destination. Does this mean that if the vessel departs 5 days before arrival into an E.U. port or place of destination, the user must submit the information 5 days in advance?  

Answer 26:  

No. The requirement is as follows: If the voyage time is 24 hours or more, the user must submit a notification at least 24 hours before entering the E.U. port of place of destination. However, the user may provide the notification prior to 24 hours before arrival, if it is advantageous for him/her, the submitter, to do so. If the voyage time is less than 24 hours, the user must submit a notification at the latest, at the time the ship leaves the previous port or if the port of call is not known or it changed during the voyage, as soon as the information is available. 


� These reporting formalities refers to IMO FAL forms 1 “general declaration”, 3 “ship’s stores declaration”, 4 “crew’s effects declaration”, 5 “crew list” and 6 “passenger list”.


� These reporting formalities refers to IMO FAL forms 1 “general declaration”, 3 “ship’s stores declaration”, 4 “crew’s effects declaration”, 5 “crew list” and 6 “passenger list”.
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