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	Executive summary 
	Presents the IFCD structure and the drafting methodology followed by EMSA;
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1. Background information
In accordance with Annex III of Directive 2009/17/EC, the IFCD shall describe in detail the performance requirements and procedures applicable to the national and central elements of SafeSeaNet, which shall be designed to ensure compliance with the relevant Community legislation. The drafting of the IFCD requires close cooperation between the European Commission, EMSA and the Member States.

At the 3rd meeting of the High Level Steering Group (HLSG), the Commission introduced the document entitled ‘Preparation of the Interface and Functionalities Control Document (IFCD)’. The HLSG agreed that the IFCD should be based on the structure proposed therein (Annex II of this document) and following the principles and concrete provisions expressed in existing SSN documentation.
The document also proposed a time plan for preparing the final draft of the IFCD, with the target date being March 2012 (in line with the HLSG meeting).
As a follow-up of that meeting, the SSN Group and EMSA were tasked with drafting the IFCD. The objective is to finalise it in accordance with the time plan agreed by the HLSG. Of course, the IFCD can not be fully stabilised since SSN is still in a growing phase with additional new messages to integrate soon as well as new categories of users to be given access. The IFCD must be considered as a living document which evolves in parallel with SSN.
2. DRAFTING METHODOLOGY
EMSA is currently preparing the version “zero” of the IFCD, in line with the structure agreed at the SSN HLSG 3 meeting (Annex II). Version “zero” (IFCD V.0) will become the basis for further development of the IFCD.
With respect to the organisation of the work, EMSA divided the IFCD chapters in to three main categories:
Technical chapters

The technical chapters are chapters 1 to 5 and some sections of chapter 6 (i.e. access rights of current SSN users). The drafting of these chapters will be based on information already available in existing SSN documents, the most relevant of these being:

· the Interface Control Document (ICD - which was the IFCD’s predecessor);

· the SSN XML Reference Guide (which includes several technical, operational and procedural topics that define the current SafeSeaNet system);

·  the Network and Security Reference Guide; 

· the SSN Handbook;

· the Incident Report Guidelines; 

· the MS Commissioning Test Plan; 

· the Procedures for New Developments, and;

· the Change Management Framework.

The drafting methodology proposed by EMSA involves the set-up of an ad-hoc working group to draft these chapters of the IFCD document. The ad-hoc working group (IFCD drafting WG) will comprise SSN Group members nominated by the Member States that are prepared to participate.
Policy related chapter

Certain sections of chapter 6 are policy related and require the agreement of the HLSG. The HLSG agreed at its 3rd meeting (brussels 3 - 4 June 2010) the conditions for giving access to SSN to new categories of users not currently covered by Directive 2009/17. Initially, additional users should be given access to SSN for a limited period (pilot project), but when permanent access rights have been agreed, they will be reflected in the IFCD. 

It should be noted that there is no need for the HLSG to define all types of access rights. Directive 2009/17/EC defines the user categories with access to SSN information and, on the basis of these requirements, the SSN group defined the “access rights matrix” which has been used for the technical developments implemented by EMSA and the Member States. This type of information will be reflected in the IFCD as long as the SSN access rights rules remain unchanged.

Security related chapter

With respect to the system security related aspects, chapter 7 of the IFCD will be drafted based upon the outcome of the study on the SSN network and information security that EMSA is going to award in 2010. 

The ToR of the IFCD drafting WG is provided in Annex I while a summary of the main chapters, reference documents and required amendments are provided in Annex II and III.

3. EMSA PROPOSAL
Considering the significant and heavy workload and time plan required for presenting the draft IFCD to the HLSG 5, EMSA proposes setting up of an ad-hoc working group to draft the IFCD document, according to the terms of reference presented in Annex I.
The IFCD first draft shall be submitted to the HLSG 5 (March 2011) for information.
4. ACTION REQUIRED

The Member States are invited to:
· Agree on establishing the “IFCD drafting WG”, as proposed under section 3 above;
· Nominate their representative, if wishing to participate to such a group, during SSN WS 14.
Attachments:
Annex I: SSN IFCD drafting Working Group - Terms of Reference
Annex II: Proposed skeleton for the SSN IFCD 
Annex III: Summary of the main chapters, reference documents and required  amendments for drafting the IFCD

Annex I 

SSN IFCD drafting Working Group
Terms of Reference
1 - Mandate

The SafeSeaNet “IFCD Drafting Working Group” (hereinafter referred to as “the IFCD WG” or simply “the WG”) shall, in cooperation with EMSA and taking into account the existing specifications and the new developments of SSN, draft the new IFCD document to be submitted to the SSN Group and to the SSN HLSG.

While drafting the IFCD, the WG shall in particular ensure:

- supporting in laying down of the technical chapters of IFCD;
- drafting the first version of the IFCD to be submitted to the SSN Group.
The WG shall take into consideration that the IFCD shall describe the performance requirements and procedures applicable to the national and central elements of SafeSeaNet, in accordance with Annex III of Directive 2002/59 EC as amended.
With respect to access rights for additional user categories, the relevant section(s) of the IFCD will be drafted based upon the outcome of discussions held in the HLSG. Given their policy-related nature, these are to be considered beyond the scope of this WG.

With respect to the provisions related to system security, the relevant section(s) of the IFCD will be drafted based upon the outcome the security study on SSN network data confidentiality and security.
2 - Resources and Members of the Group
Each Country participating in SSN and the European Commission has the right to nominate members of the WG by the 21st October 2010 (during SSN WS 14).
EMSA will provide the secretariat; and will coordinate, collate and amalgamate the information sources identified by the members of the WG into working electronic documents or ongoing dissemination and agreement.

3 – Working methodology
EMSA will provide a version ‘zero’ of the document, which is intended to be a live document to support the tasks assigned to the WG. Each representative of the WG will be tasked to draft one or more section(s) of the document.
The WG will work by correspondence mainly. At least 2 meetings are foreseen and additional meetings might be scheduled, if necessary. When meeting outside EMSA’s premises travel costs shall be supported by each participant. EMSA may chair the meeting if the hosting MS requests.
The time plan to produce the first draft is very short (end of January 2011), so the workload is expected to be heavy.
4 – Deliverables and time plan
The following time plan is proposed for the Working Group:

	Date
	Task
	Responsible

	2010

	IFCD WG

	21 Oct
	IFCD v0.1, working document to support the task assigned
	EMSA

	
	Distribution of tasks to each participant of working group and organisation of the work
	IFCD WG

	22 Nov  
	First deliverable of the IFCD drafted chapters
	IFCD WG

	30 Nov
	Distribute first consolidated version of the IFCD to the WG
	EMSA

	09 Dec
	WG 1st meeting
	IFCD WG

	16 Dec
	Report of 1st meeting including follow-up actions
	EMSA

	2011

	14 Jan
	Second deliverable of the IFCD drafted chapters
	IFCD WG

	20 Jan
	Distribute second consolidated version of the IFCD to the WG
	EMSA

	27 Jan
	WG 2nd meeting
	IFCD WG

	31 Jan
	Report of 2nd meeting including IFCD first draft
	EMSA

	SSN Group

	31 Jan
	Distribute the IFCD first draft prepared by the WG to SSN Group
	EMSA

	14 Jan
	Closing date for comments by SSN Group (by email)
	SSN Group

	25 Feb
	IFCD first draft sent to the HLSG 5
	EMSA

	HLSG

	Mar.2011
	Submit the IFCD first draft for information
	COM/EMSA

	Oct.2011
	Submit a consolidated version with chapter 6 (Roles and responsibilities) and 7 (System security)
	COM/EMSA

	2012

	Mar.2012
	Submit the IFCD final draft
	COM/EMSA


The IFCD first draft should be ready by end January 2011 to be transmitted to the SSN Group members (by correspondence) and allow for a feedback during 2 weeks prior to the HLSG 5 (March 2011).

5 - Acceptance

The first draft of the IFCD will be submitted to the SSN Group for agreement (by correspondence) and then submitted to the HLSG 5 (March 2011) for information.
It is expected to have the final version ready for the HLSG meeting scheduled for March 2012, so the WG might be requested to do additional reviews during this period.

6 - Duration of these ToR.

At the HLSG meeting programmed to take place in March 2012 the mandate of this working group will expire, and be renewed if necessary with new ToR.
Annex II
[image: image2.png]Proposed skeleton for the SSN IFCD “Interface Functionalities and Control Document”
Annex III

Summary of the main chapters, reference documents and required amendments for drafting the IFCD
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Preamble PREAMBLE Changed General

Technical Documents 1.7 Reference Documents Changed General

Chapter 1  Introduction

1.1 Overview 1.1 Overview Changed General

1.2 Definitions 1.6 Definitions Changed General

1.3 Document Objective 1.2 Document Objective Changed General

1.4 Document Organisation 1.3 Document Organization Changed General

1.5 Document Administration New General

Chapter 2 SafeSeaNet Overview

2.1 Overview 2.1 General Changed General

2.2 SafeSeaNet Architecture 2.2 Architecture of the System Changed Technical

7.1.4 General architecture of the system

2.2.1 Network organisation New Technical

2.2.2 Communication 7.1 Communication Interfaces Changed Technical

2.2.2.1 Transportation techniques New Technical

2.2.2.2 Messaging process 7.1.1  XML message based interface Changed Technical

2.2.2.3 Types of messages 5.1 Types of messages UnchangedTechnical

2.2.2.3.1 Notifications

5.2 Notifications Changed Technical

2.2.2.3.2 Request & Response

5.3 Request Changed Technical

2.2.2.3.3 Receipt

5.4 Receipt UnchangedTechnical

2.2.3 Visualisation New Technical

2.2.3.1 Geographical Information Interface (GIS) New Technical

2.2.3.2 SSN Textual web-browser based Interface 7.1.2 Default browser-based web interface UnchangedTechnical

2.3 Reference data

2.4 Co-operation with other systems (outside the VTMIS directive) New Technical

Chapter 3 Operational Services and Procedures

3.1 Overview 7.2.1 Overview UnchangedOperational

3.2 Operational Services New Operational

3.2.1 Continuity of services New Operational

3.2.2 Communication services New Operational

3.2.3 Databases’ management New Operational

3.2.4 System support services New Operational

3.3 Operational Procedures New Operational

3.3.1 Communication procedures New Operational

3.3.2 Ships’ databases management New Operational

3.3.3 LOCODEs management procedures New Operational

3.3.4 Provision of historical data New Operational

3.3.5 Inconsistencies management New Operational

3.3.6 Early warning procedures New Operational

3.3.7 Handling of exemptions New Operational

Chapter 4 SafeSeaNet Performance

4.1 Data handling

4.1.1 Information reported 2.3.1 Information reported Changed Technical

4.1.2 Physical flows 2.3.2  Physical flows Changed Technical

4.1.3 Data storage 2.3.3  Storage of data Changed Technical

4.1.4 Access to archived information 7.2.4.4 Information Archival and Retrieval Changed Technical

7.2.5.6 Access to Archived Information

4.2 Availability and timing

4.2.1 Timing requirements 7.2.4 System timing and performance Changed Technical

7.2.5.3 Additional Timing Requirements

4.2.2 Availability requirements 7.2.3 Availability of the SSN system Changed Technical

7.2.5.1 Availability

4.2.3 Backup provisions 7.2.4.3 Backup Provisions Changed Technical

4.3 Performance requirements 7.2.5 Performance requirements Changed Technical

4.3.1 Performance requirements 7.2.5.5 Processing Time Changed Technical

5.2.5 Communication requirements

4.3.2 Network co-ordination New Technical

4.3.3 Data quality control New Technical

Chapter 5 System management and Tests

5.1 System Status Change 6.2 System Status Change Changed Operational

5.1.1 Changes of Operational Capabilities 6.2.1 SafeSeaNet Changes of Operational Capabilities Changed Operational

5.1.2 System Failure 6.2.2 SafeSeaNet System Failure Changed Operational

5.1.3 Scheduled Outage 6.2.3 SafeSeaNet Scheduled Outage Changed Operational

5.2 System Commissioning 6.3 System Commissioning UnchangedOperational

5.2.1 General guidance 6.3.1 General guidance UnchangedOperational

5.2.2 Pre-Commissioning tests advance notice 6.3.2 Pre-Commissioning test advance notice UnchangedOperational

5.2.3 Submission of results – Integration 6.3.3 Submission of results - Integration UnchangedOperational

5.2.4 Test Plan 6.3.4 Test Plan Changed Operational

5.2.5 General commissioning procedure 6.3.5 General commissioning procedure Changed Operational

5.3 Further developments and planning New Operational

Chapter 6 Roles and Responsibilities

6.1 General provisions Changed Operational

6.2 Rules for data distribution

6.3 User management including access rights

6.4 Definition of functional roles

6.4.1 System Administrators

6.4.2 Data Provider

6.4.3 Data Requester

6.5 Definition of users and user groups

6.5.1 Designation of users

6.5.2 Parties involved

6.5.3 Responsibilities of users

6.5.4 European Union Institutions and Agencies

6.5.5 Member States authorities

6.5.6 MS overseas departments and territories

6.5.7 Third Countries

6.6 Specific needs

6.7 Regional collaboration

Chapter 7 System Security

7.1 Terms and guidelines Changed Technical

7.2 Security management policy

7.2.1 Data classification

7.2.2 Data exchange

7.2.3 Archiving of information

7.2.4 Standardised accrediting scheme

7.2.5 Business continuity processes

7.2.6 Security policy for further developments

7.2.7 Management of removable media and data loss prevention

Outcome of the study "SSN Network and Information Security, 

Data Protection and Confidentiality" launched by EMSA

SSN Handbook

IFCD Interface and Functionalities Control Document ICD Interface Control Document

 (Issue 1, Rev 0)

Only for the current SSN users according with the access rights 

matrix agreed by the SSN group (SSN 6/4/1 and further 

corrections made in SSN 10.7.1) and will remain unchanged



The definition of access rights to additional SSN users will be 

defined by the HLSG and consolidated in the final IFCD
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