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	Executive summary 
	Proposes the technical requirements applicable to the “management of failure within communications” and the list of necessary changes to the ICD document.


	Action to be taken
	As per paragraph 4

	Related documents
	a. SSN 7.3.1 (ICD communication requirements)

b. SSN 7 Workshop Report-v1.30

c. SSN 8 Workshop Report-v1.00


1. INTRODUCTION
Based on the conclusions of the SSN 7 and 8, this document outlines the proposal for the technical requirements applicable to the management of failure within communications and proposes the list of changes required to the ICD document to be aligned with the technical requirements.
2. Technical requirements for the communication of messages in SSN 

The technical requirements are considered in the following subsections per type of message: Notification and Request (including the corresponding Response message) and general requirements applicable to both type of messages.
2.1. Notification messages
1. LCA/NCA must ensure a notification message is correctly transmitted to the EIS. If the transmission fails the LCA/NCA shall attempt to re-send the message immediately after the previous failed attempt for a total number of five (5) attempts. The 5 attempts shall not exceed 5 minutes. 

2. If the transmission of a notification message fails due to a communication or system error, the NCA/LCA shall store and transmit the notification message when communications are restored or the system re-gains operational status.
2.2. Request messages
1. In the event of a transmission failure the LCA/NCA shall attempt to re-send the message immediately after the previous failed attempt for a total number of five (5) attempts. In case of a Response to a request the time range of the 5 attempts shall not exceed the TimeOut value of the corresponding Request message. A Request should be considered as expired and no longer be processed if the corresponding Response message has not been sent within the TimeOut period.   
2. If the transmission of a Request message fails due to a communication or system error, the NCA/LCA can store and transmit the request message when communications are restored or the system re-gains operational status. 
2.3. General
1. In case of a communications or system error, the responsible party must inform the indented recipient or the other SSN participants:

a) An error occurred at the LCA/NCA site requires that the LCA/NCA informs the SafeSeaNet helpdesk by any other means (email, telephone, facsimile). The helpdesk will in turn inform any affected SSN participant.
b) An error occurred at the EIS site requires that the SafeSeaNet helpdesk informs all the affected SSN participant(s) by any other means (email, telephone, facsimile).
2. Every message transmitted from LCA/NCA to the EIS must be acknowledged by the EIS. Any transmission of a message is considered successful upon receipt of the acknowledgment message by the LCA/NCA.

3. An invalid message requires the recipient - LCA/NCA or the EIS – to inform the sender with an error message. 

4. Failing to receive an acknowledgement message or in case the acknowledgement message is corrupted, the LCA/NCA must inform the SafeSeaNet helpdesk by any other means (email, telephone, facsimile).
2.4. “WatchDog” functionality

The idea behind the WatchDog functionality is to check the operational status of the NCA systems and more specifically the Notification and Response mechanisms: 

· Every NCA system, registered to transmit XML messages to SafeSeaNet, is required to transmit a "keep-alive" Notification message to the EIS. The Notification of type Ship  will be posted for the test vessel identified by IMO Number = “9999999” once on a daily basis. The successful receipt of the Ship Notification message will indicate the Notification mechanism of the NCA is operational.
· The EIS will send a Ship Request to every NCA system, registered to transmit XML messages to SafeSeaNet for the test vessel identified by IMO Number = “9999999” and MMSI Number = “999999999” once on a daily basis. The successful receipt of a Response message will indicate the Request-Response mechanism of the NCA is operational.
The required functionality has an impact on both the Member States and the EIS:

· The Member States must incorporate the test vessel with IMO Number = “9999999” in their database and update their NCA systems to implement and transmit a test XML Ship Notification message to the EIS on a daily basis. No additional effort is required for Responding to an XML Ship Request message for additional details provided the functionality for responding to a request message is already implemented.   

Member States must demonstrate the appropriate checks are performed to ensure the XML messages posted to SafeSeaNet are compliant with the SSN XML Schema and this is not the cause of any communication failures.

· The EIS must be updated to initiate and transmit an XML Ship Request message to all the registered NCA systems by default on a daily basis. A new report must be implemented indicating the status of every NCA system based on the transmission of the test Notification and the Respond to the test Request. The test vessel with IMO Number = “9999999” has already been defined in the EIS database. 

3. Proposed Changes to the ICD document

Based on the technical requirements outlined in section 2 of this document the ICD sections must be updated as specified in the following subsections. It must be noted that the full text per section is provided while the changes are highlighted in red colour 

3.1. Section 5.2.5 “Communication requirements”

When communications fail, after five attempts the LCA/NCA shall inform the SafeSeaNet Helpdesk by any available means (email, telephone, facsimile). 

Each consecutive trial must begin immediately after the previous trail.

1. In cases of communication failure between the NCA/LCA and the EIS:

a) The NCA/LCA shall store and transmit the SSN messages when communications are restored. 

b) In case the failure is reported on the NCA/LCA site the NCA/LCA must inform the SafeSeaNet Helpdesk by any available means (email, telephone, facsimile) and perform the necessary actions to resolve the failure. 

Upon resolution the NCA/LCA must inform the SafeSeaNet Helpdesk by any available means (email, telephone, facsimile).

c) In case the failure is reported on the EIS site the EIS must inform all the NCA/LCA by any available means (email, telephone, facsimile) and perform the necessary actions to resolve the failure.

Upon resolution the EIS must inform all the NCA/LCA by any available means (email, telephone, facsimile).

2. When the EIS receives a message: 

a) If the message is correct the receipt of acknowledgement will confirm the successful transmission. If the LCA/NCA does not receive the receipt of acknowledgement then the transmission was not successful. In this case the LCA/NCA must attempt to re-submit the message.

b) If the message is unreliable or corrupted an error message shall be produced and forwarded to the LCA/NCA. The LCA/NCA must perform the necessary actions to correct the message. Upon correcting the message the LCA/NCA must attempt to transmit the message.

3. When SafeSeaNet emits a corrupted message, the LCA/NCA shall inform the SafeSeaNet Helpdesk.
3.2. Section 5.5 “Communication requirements (for all type of requests)”

Should communications fail, after five attempts the sender of the message (whether it is an LCA/NCA or the EIS) shall inform the recipient by any available means (email, telephone, facsimile). Each consecutive trial must begin immediately after the previous trail.

· In case of a Response message, the five attempts shall not exceed the TimeOut value of the Request sent by the Data Requester. If the timeout is exceeded by the Data provider, the transmission of the message shall be canceled. When the TimeOut is exceeded a Response message shall be forwarded to the Data Requester by the EIS. 

· In case of a Request message no limitations to the maximum time of the five attempts is applicable.

1. In cases of communication failure between the NCA/LCA and the EIS:

d) In case of a Response message, when the TimeOut value set by the Data provider is exceeded, the transmission of the message shall be Canceled
e) In case the failure is reported on the NCA/LCA site the NCA/LCA must inform the SafeSeaNet Helpdesk by any available means (email, telephone, facsimile) and perform the necessary actions to resolve the failure. 

Upon resolution the NCA/LCA must inform the SafeSeaNet Helpdesk by any available means (email, telephone, facsimile).

f) In case the failure is reported on the EIS site the EIS must inform all the NCA/LCA by any available means (email, telephone, facsimile) and perform the necessary actions to resolve the failure.

Upon resolution the EIS must inform all the NCA/LCA by any available means (email, telephone, facsimile).

2. When the EIS receives a message: 

c) If the message is correct the receipt of acknowledgement will confirm the successful transmission. If the LCA/NCA does not receive the receipt of acknowledgement then the transmission was not successful. In this case the LCA/NCA must attempt to re-submit the message.

d) If the message is unreliable or corrupted an error message shall be produced and forwarded to the LCA/NCA. The LCA/NCA must perform the necessary actions to correct the message. Upon correcting the message the LCA/NCA must attempt to transmit the message.

3. When the EIS emits a corrupted message, the LCA/NCA shall inform the SafeSeaNet Helpdesk.

3.3. Section 7.2.2 General Functions of an NCA

Based on the last sentence in Section 7.2.2 of the ICD, the procedures of substitution after the 5 unsuccessful trials are given in the sections 5.2.5 and 5.5 of the ICD.

The last sentence of Section 7.2.2 of the ICD can be updated to read:
“Reference is also given to the communication requirements given in sections 5.2.5 and 5.5 of the ICD.”
4. ACTION REQUIRED

The SSN group is invited to consider EMSA proposal and to provide their comment.
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