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Changes from version 1.64 to version 1.65

Introduction

Changes to the document from previous version tb.@dis version 1.65 are outlined

in the following table. Changes include the decisionade during the Data Quality
Working Group (DQWG) meeting that took place on @& 10" of April 2008.

Summary of The following table sums up the changes brougttiéalocument:
changes
Page Map / Block text Description of the Decision Rational Context
changes Date

15 SafeSeaNet global | Ammend the SSN global 19/02/2008 | Revise and allignAllign to SSN

Architecture architecture figure. Update the global v1.9.
the SSN Services and data architecture to
flows. SSN v1.9.

12 Legal Framework Change the reference from 19/02/2008 | Both IDABC Adoption of
the IDA to the IDABC program and the IDABC
infrastructure. commercial program.

certification
authorities are
used.

27 Services description | Include a short description 19/02/2008 | Clarify the Allign to SSN
of the SSN Services. primary use of | v1.9.

the services
provided.

- Chapter 3 Modify erroneous XML 19/02/2008 | Correct XML Apply

message examples. message corrections
examples based
on the SSN v1.9
adjustments.

22 New Data Quality Include the Data Quality 19/02/2008 | Introduce the Introducing

Guidelines section. Guidelines. general Data the Data
Quality Quality
Chapter 3 under each guidelines and | guidlines
individual XML the rules to be
message definition. enforced per
XML message
element/aatribute

54 Test vessels Define the test vessels uset9/02/2008 | Allow two test | Allign to SSN

in SSN v1.9. vessels in SSN to v1.9.

be used also in
the Production
environment to
enable testing thg
interface by the
MS.
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Changes from version 1.63 to version 1.64

Introduction

in the following table.

Changes to the document from previous version tb@3is version 1.64 are outlined

Summary of The following table sums up the changes brougttiéalocument:
changes
Page Map / Block text Description of the Decision Rational Context
changes Date
[XMRG Version 1.64 — XSD 1.64]
6,8 Changes from versiof Modify the XML Reference 03/08/2007 Clearly Workshop #7
to version Guide traceability format. indicate the
changes from
one version to
another.

53 Vessel Identification Define the vessel 19/01/2007 The vessel | Contact
identification attributes identification | Sheet-0148
format. validation

rules are
missing.

57 SSN_Receipt XML | Update the goal of the 14/02/2007 Clarify the | Contact

message SSN_Receipt.xml message use of the Sheet-0149
receipt SSN_Receipt
message
based on the
SSNv1.9
developmentg
109 SSN2MS_Ship_Res.x Define the use of the SentAtf  03/08/2007 Add ContactSheet
ml message and From attributes. NotificationD | 0132
etails items
Sent_At and
From.
- XML messages Introduce the exception 25/10/2005 Change Workshop #4
related to location codes ZZUKN and UKNWN to
NextPortofCall ZZCAN. ZZNUKN
and
CANCEL to
ZZNCAN
- XML messages Phone and Fax number are | 12/06/2007 Change the | SSN v1.9
related to contact restricted to only numbers description of | Specifications
details and “+” the Phone and
Fax fields
- XML messages Url has a maximum length of 12/04/2005 Change the | Contact
related to download | 256. URL field Sheet-061
information length to
20..256
70, 117| Security messages Note on Security messages - Add a note to| Decision
the security | taken from
messages. the MARSEC
Committee

159 Annex A List the most significant and 24/10/2007 Add the list | Workshop #8

urgent inconsistencies of
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between the XMLRG and th inconsistencie
XSD. s in Annex A.

D
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Changes from version 1.62 to version 1.63

Introduction Changes to the document from previous version tb.@is version 1.63 are outlined
in the following table.

Summary of The following table sums up the changes brougttiéalocument:
changes
Page Map / Block text Description of the Decision Rational Context
changes Date
[XMRG Version 1.63 — XSD 1.6]

30 Description of the Specify the use of 01/06/2006 Clarify the Helpdesk
“Information SSN_Receipt message in XML schema | service calls
Requests” process case of invalid validation SSN-111

MS2SSN_<type> Req. and (Ireland) &

40 | Validation of the Specify the contents of processing of| SSN-145
XML messages SSN_Receipt Invalid messages | (Norway).

message. 'gz;rll\lsmltted in

47 SSN_Receipt XML | =  Specify the use of ’
message SSN_Receipt message [n

case of invalid
MS2SSN_<type>_Req.

= Update figure “When to
send this message?”

88 MS2SSN_Ship_Res.x Set the occurance (Occ) of 01/06/2006 The Helpdesk
ml message TotalPersonsOnBoard to 0-1. TotalPersons | service call
OnBoard is | SSN-84
not (Poland).
transmitted
by the AIS
ship device.
91, 92 | MS2SSN_Ship_Res.xExamples were updated. 12/10/2005 False sanjptésipdesk
ml message were service call
corrected. SSN-28
(Poland).
95 SSN2MS_Ship_Res.x Add NextPortOfCall, ETA 04/11/2005 Complete the Helpdesk
ml message and TotalPersonsOnBoard in missing service call
the Voyeagelnformation part. attributes of | SSN-24
the (France).
Voyagelnfor
mation

element node

112 SSN2MS_Hazmat Rp= The occurance (Occ) of| 25-26/10/2005| Correctthe | Workshop #4.

s.xml message ETA and ETD is set to description of | SSN 4/3/11
0-1. the “ETD”
= Clarify the meaning of attribute.
ETD.
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to 15.

128, | MS2SSN_Alert_Req.| The description of SentAt, 04/11/2005 Clarify the Helpdesk
129 | xml message From, IMONumber and Occ of the service call
MMSINumber in Search SSN-23
SearchCriteria part was Criteria to (France).
updated to show that at leas avoid false
one of them should exist. processing
152 | SSN2MS_Alert_Res.k Set the occurance (Occ) of whenno
ml message the Body > SearchCriteria attriobute is
From and SentAt to 0-1. defined.
- All XML messages The length of From and To| 15/11/2005 Extend the | Helpdesk
items is set to 3-15. maximum service call
size of the SSN-83
user id from 8| (Ireland).
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Changes from version 1.60 to version 1.62

Introduction Changes to the document from previous version tb.@Qis version 1.62 are outlined
in the following table.

Summary of The following table sums up the changes brougttiéalocument:
changes
Page | Map / Block text Description of the changes

[XMRG Version 1.62 — XSD 1.6]
- Receipt XML message and Get | «  SSNRefld attribute hasn't a fixed length
Details XML messages

- XML messages related to .
download information

87 AlSVoyagelnformation structurel «  Added TotalPersonsOnBoard (as already defined i XM
Schema)

Url has a maximum length of 80 positions.

94 Voyagelnformation structure = Corrected Voyagelnformation structure to correspnd

XML Schema

122 SSN2MS_Security_Res XML .
message

Rename NotificationDetails element to NotificatiDetails
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Changes from version 1.40 to version 1.60

Introduction Changes (insertions and deletions) to the docurinent previous version 1.40 to
this version 1.51 are outlined in the following labChanges are marked with a red
outside border and are in red color.

Summary of The following table sums up the changes brougttiéalocument:
changes
Page | Map / Block text Description of the changes
[XMRG Version 1.50 — XSD 1.5]
35 XML Structure and Schema The namespace of the SafeSeaNet XML schema is
Definition urn:eu.emsa.ssand must be specified aminsattribute value
of the root element of every XML message.
- All XML messages *  Add xmins="urn:eu.emsa.ssnattribute to every root

element of every XML instance (asn:eu.emsa.ssis the
target namespace of SafeSeaNet).

= Version value is now ‘1.5’, as the current versidhe
XML specifications.

[XMRG Version 1.60 — XSD 1.6]

36 Clarification on From and To attribute in the xneldder
43 Completed list of roles with ADM and EMSA
All Receipt messages and xml | ypdate status message description in that its ntssee
header messages dynamic and could contain NCA contact information.
All XML messages Update doc types and supported extensions wherndimgwthe
url details block.
All Request and Response Update on Vessel identification block where ocouceeof
messages attributes IMO number and MMSI number have changed.
80 MS2SSN_Ship_Res Change structure of MRSNotifDetails block and
AlISNotifDetails block
89-91 | SSN2MS_Ship_Res Change structure ShipNotificationDetails block lolglimg a
Voyagelnformation block
All XML messages Version value is now 1.6, as the current versiothefXML
specification.
All XML messages New xml message examples have been provided.
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Foreword:

Objectives of
the SafeSeaNet
project

Legal
Framework

The project will be built on the results alreadyhiaged in the framework of the
TEN-Transport project for the setting-up of a tedim network between the
maritime administrations of five Member Statestfue exchange of data concerning
dangerous and polluting goods, in relation with thplementation of directive

93/75/EEC (“Hazmat network”). Compared to Hazmatwoek, the scope of

SafeSEaNet is more ambitious:

= |ts geographical scope will cover all EU Membert&tasand could be extended
to EFTA maritime counties (Norway and Iceland), waall as the maritime
acceding countries, with a possible participatiamf other non-EU countries. It
has to be emphasised that the existing nationaémsgsinvolve a number of
different authorities, depending on the centralisedlecentralised structure of
the State concerned. The telematic network mayetber link authorities at
local/regional level and central authorities.

= |t shall take into account new IT technologies:eSsfaNet shall be capable of
functioning with means, such as Internet, and ghobel flexible enough to cope
with possible future technological developments.

» |t also aims at preparing and facilitation theiagtup of the future European
Maritime Safety Agency.

Established by Decision 2004/387/EC of the Europeariament and the Council
on 21 April 2004, IDABC is a new programme that sito identify, support and

promote the development of interoperable pan-Euwmope-Government services.
IDABC will build on the achievements of the preaegliiDA programmes, which

focused on improving the effectiveness of telemiticrmation exchanges between
public administrations.

The TESTA-II action o DABC programme is currently interconnecting a network
between the National administrations of the MemBgates and the European
Institutions. These network facilitiesan be used as a service for tl&SN
application A second kind of network connection that could bedlis the Internet.

The future application will be based on an interaution/message process between
the Member States. No central European databasg Iteé consolidation of the
Member State data will exist. A central applicatioi be hosted by the European
Commission Data CenteAlternatively a central applicatiooould be hosted by
complementary services available on TESTA-II networ

A certain number of already available commercidiveare products could probably
perform the tasks requested with some limited ad@pt. This kind of option should
be evaluated in priority.

Most of the data transmitted contain personal mfdron. Strong and reliable
measures have to be taken at application levalgare the confidentiality, security
and integrity of the data transmittediepentend of the type of network to be used
TESTA Il or Internet.
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Document Overview

Introduction

Contents

This document will help you to understand the Se#dgt system implemented to
enable the exchange of information between the MerSkates.

The first chapter makes a global presentation ef dxstem while chapter 2 and
chapter 3 describe the processes (flow) of theesystnd the messages conveying
information between the Member States and SafeSeaNe

The document contains the following chapters:

Topic See Page
SafeSeaNet System Overview 14
SafeSeaNet Functional Services Overview 26
SafeSeaNet XML Messages 39
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Chapter 1 - SafeSeaNet System Overview

Overview

Introduction This chapter gives an overview of the elements Szddlet system is based on.

Contents This chapter contains the following topics:

Topic See Page

SafeSeaNet global Architecture 15
Scope of SafeSeaNet 17
Stakeholders 20
Data Quality Guidelines 22
Data encoding 23
Network requirements 24
Security requirements 25
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SafeSeaNet global Architecture

Description The heart of the SafeSeaNet architecture condiste GafeSeaNet XML Messaging
System acting as secure and reliable yellow paggsxi system and as a “hub &
spoke” system (including authentication, validatigata transformation, logging,
auditing,...), for sending requests to and receiuvifications & responses from the
right Member States (and corresponding NCAS).

The system is using
= standard Internet protocols (XML, HTTPS,...),
= PKlinfrastructure
=  TESTA-II network
= Internet network.
This SafeSeaNet XML Messaging System is the exge@sult of the SafeSeaNet
project and will be developed and managed by th@fgan Community (in DI's
Data Center premises or in the EMSA premises).
lllustration The following illustration outlines the SafeSealgktbal architecture. Please refer to

“Chapter 2 - SafeSeaNet Functional Services Ovefvag page 26 for more details
about the functional services provided by the dé#fifee interfaces (browser-based and

XML interfaces).

Upload files— — — — — @4__ HTTPS

I
[ SSN Web i
| Users
I
| =] :
| Local Web -
= server(s) (%) Download files from
MS Web Server
via HTTPS
_ D
. SafeSeaNet ! E=Y
: | XML Messaging
Application (*}) . Manager (%)

(%) Developed & managed by each
Member State (according to SSN XML
specifications)

(%) Developed & managed by each
Member State

SafeSeaNet
Browser-based Web
Interface(*)

:

SafeSeaNet
XML Messaging
System(*)

MS Web Server

A4
A

PKI Infrastructure
TESTA-II network
Internet Netwrok

(*} Developed & managed by EC

HTTPS—‘&* —— — ——Upload files
i |

|
Users :
|
|
|

Downpload files fmm—L—! 7

Local Web
server(s) (%) ’-‘

|
I
1
1
-

SafeSeaNet -
XML

Administrative
Services

‘ SSN Reporting
Services

Security
Services

System Services ‘

Operational
r Services
SSN Configuration
Services
ol
Transactional SSN

| Logging
Services

Services

Components

I NCA
B Application (%)

Manager (%)

{*) Developed & managed by each
Member State (according to SSN XML
specifications)

(%) Developed & managed by each
Member State

Continued on next page
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SafeSeaNet global Architecture, Continued

Centralized The solution consists of centrally hosting the aggpion offering the SafeSeaNet

architecture services (in DI's Data Center premises or in the 3MVpremises). The central
SafeSeaNet system will then act as yellow pagesofean Index) and information
broker, and sometimes also data provider(some sent notifications are already
fully detailed, like the port notification). The Mwber States will act adata
providers (by sending notifications to SafeSeaNet and regdipgnto data requests
coming from SafeSeaNet on behalf of ottiata requeste)sanddata requestergby
asking SafeSeaNet for detailed information abouevipus notifications).
SafeSeaNet will provide two different interfaces help the Member States
communicate with the central SafeSeaNet system:

= A default browser-based web interface

» An XML message-based interface

As such solution is based on standard protocolsl(XNTTPS, ...) and is centrally-
deployed, there is no need for any special SafeSesdftware/hardware deployment
in each Member State except a Web server (for mp#iITTPS request/response if
they implement the SafeSeaNet XML interface andfmr storing documents
corresponding to the details of sent notificatisnghat SafeSeaNet could download
them on behalf of data requestés request).

XML SafeSeaNet will be built as an XML messaging fraomwproviding services to
Messaging Member States by means of XML messages/documerdisarge in a reliable,
Framework secure and in a choreographed (workflow) way. Thest banswer (product,

components, ...) to the architecture should offeprgrothers:

= Set of services and tools for sending, receivingssipg, and tracking
interchanges and documents (via Messaging servines) standard protocols
(HTTP, XML,...)

= Set of services and tools to create and managest;olmng-running, loosely
coupled business processes that span organizagitatfgrms, applications (via
Orchestration services)

= Set of services and tools to administer servergbdaes, queues, transactional
services, security services,... .

» High availability and scalability through clustegiand load balancing
= Open and extensible environment (via custom compisne)
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Scope of SafeSeaNet

Technical
Background
and context of
work

Implementation
Constraints

Prevention of accidents at sea and marine pollurenessential components of the
transport policy of the European Union. The EU tirag safety policy started with
the publication in 1993 of the Communication of tBemmission on “a common
policy for safe sea”. Since then, the Commissionihaiated more than 15 proposed
Directives or Regulations in the areas of safetpadsenger vessels, prevention of
pollution, port State control, social requiremeiotsseafarers, etc.

The shipwreck of the oil tanker “ERIKA” on the 13eBember 1999 caused the
pollution of nearly 400-km of French coastline. Therther to this accident, the
Commission adopted in March 2000 a first set oppsals, known as the ERIKA-I
package, followed in December 2000 by a secondfeteasures, the so-called
ERIKA-II package.

More recently shipwreck of the oil tanker “Prestige’ on the 27 November 2002
caused the pollution along the Spain coastline andutside the country. This
accident is one of the biggest disasters in the2&entury.

The implementation of several of these measuretudes the collection and
dissemination of the data related to maritime #@is. A number of competent
authorities have been designated by Members Saa¢éebound to collect data from
ships’ masters or operators and to exchange intowmaUntil now, exchange of
data is not harmonised, making use of several meacsmmunication, from phone
or fax to EDIFACT or XML. This hampers considerally efficient implementation
of the EU maritime safety legislation

The following rules must be strictly observed whienplementing the central
SafeSeaNet system and the NCA applications:

= For obvious scalability reasons, the exchange ot Xhessages between a NCA
application and the central SafeSeaNet system tesimplemented in an
asynchronousway. Technically speaking, when a NCA applicatgamds, via
HTTP, an XML message (notification, request or oese) to the central
SafeSeaNet system, the latter one will merely answith the HTTP ‘202
Accepted’ status code. The same applies in the sifgoway (from the central
SafeSeaNet system to the NCA applications). The N@plication must take
into account the asynchronous nature of the XML sages exchanged when
implementing the NCA application user interfaceg(aising ‘sync on async’
technique,...).

Continued on next page
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Continued

Implementation
Constraints
(continued)

Member States’
responsibilities

= Every NCA application (as well as the central Safd$et system) must be
designed to cope with potential communication avgles problems (e.g. ‘HTTP
500" returned by the SafeSeaNet server, final nesponot received from
SafeSeaNet within time, timeout,...). As a generd,ras long as an XML
message (request or response) has not been ackigedlaith the HTTP ‘202
Accepted’ status code, it's up to the sender &y r&nding it (with a maximum
number of retries). For instance, the central Ssdd®t system is designed to
retry sending a message a max. of 5 times evemcansls. Consequently, an
XML message might never be sent (max. number ofuecoessful retries
reached) at all. In that case (network or servagestion), manual intervention
procedure must be triggered (e.g. via monitorigksadlve the problem. In the
meantime, every NCA application must be designeadpe with these rare
situations (e.g. not receiving a response to aipusly sent request). Please refer
to the description of the XML messages for moraidtket

» [For security reasons, HTTPS must be implementednwdending XML
messages and upon receiving XML messages. Plefsetoethe “SafeSeaNet
Security Approach” for more details.

= Every NCA application and the central SafeSeaNstesy must provide single
address (url) for sendirand receiving XML messages. The single SafeSeaNet
address must be used by the NCA applications td X8 messages (requests
and responses) to the central SafeSeaNet systansifigle address provided by
every NCA application will be used by the centraféseaNet system to send
XML messages (requests and responses) to the Nl aions.

In an environment where various actors collectcess and exchange data, it is
imperative that theesponsibilities areclearly defined In fact, the fulfillment of the
obligations that are laid out for each actor aditio sine qua nonfor the system.

Although this may seem a strict approach, it is more than normal in an
environment where standardized communication id@mpnted.

Theresponsibility for a site thatollects(owns) data is twofold:

1. It needs tonotify the European Index whenever a change (add, change,
delete) of the data element occurs. This notifoicahappens throughveell-
defined message. Correct implementation of this notifmatimessage
constitutes the first responsibility of the siteneTnotification mechanism
must act when data capture is done (usually thenn2d hours a day)

Continued on next page
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Continued

Member States’
responsibilities
(continued)

SafeSeaNet
messages
specifications

2. The second responsibility for such a site is beabte torespond to a
request whenever anactor requests information, the owner thuit
information will receive a (well-defined) requestrih the European Index.
In responseto that request, it must prepare the correct @atd transmit that
back to the European Index, again using/el-defined messagdormat.
Being able to respond to a request, both in confleattrning the correct
information) and format (using the correct messfgmat), constitutes the
second responsibility of the site.

A data-owning site (Data Provider) must be reachalgl by the European Index
over the Internet/ TESTA 24 hours a day

The responsibility for a site that wantsremuest dataconsists of being able to send
a correctrequest messageand to be able to interpret the contents of dmyrto
such a message. To be able to contacEtm®pean Index, access to thinternet
and TESTA is needed.

This kind of application would typically need to beailable whenever there is a
possible need to useafeSeaNetin practice this will mean that the possibility t
request data must exist 24 hours a day.

Technically speaking, the data providers of each Meber State must have an
URL (Internet address) that the European Index carcontact either through
TESTA or INTERNET.

The SafeSeaNet project consists in providing aalokdi and secure system and
infrastructure for exchanging messages betweeM#mber States.

But, it also provides sets of specifications helpthem to develop the necessary
interfaces for exchanging messages between themt INCA Application and the
central SafeSeaNet XML Messaging System.

For specifications about See

= The flow of messages (requests an@is guide
responses),

=  The structures of each of these
XML messages

» The Networking aspects SafeSeaNet — Testa Approach (availalle
on the Circa web site in the SafeSeaNe
Interest Group)

—

= The Security aspects SafeSeaNet — Security Approach
(available on the Circa web site in the
SafeSeaNet Interest Group)
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Stakeholders

Introduction

Coastal Station
(CS)

Port Authority
(PA)

Local
Competent
Authority
(LCA)

National
Competent
Authority
(NCA)

Single Point of
Contact
(SPOC)

SafeSeaNet considers 4 types of stakeholders:

= Coastal Stations
= Port Authorities
= Local Competent Authorities

»= National Competent Authorities

Coastal Station means any of the following, desiphdoy Member States pursuant
to a directive:

= A vessel traffic service

» A shore-based installation responsible for a mamglatporting system
approved by the IMO

» A body responsible for coordinating search anduesiperations or operations
to tackle pollution at sea

Port Authority means the competent authority onbddsignated by Member States
for each port to receive and pass on informatipomed pursuant to a directive.

Local Competent Authority means the authorities @argnizations designated by
Member States to receive and pass on informatiosugnt to a directive.

Physical entity designated by Member States ingehaf handling and exchanging
the SafeSeaNet messages related to the maritimty said the traffic monitoring
directive. The single point of contact within theeiber State is designated as NCA
in the framework of SafeSeaNet.

Based on the outcome of the SafeSeaNet questienmadast of the Member States
agreed to have only a single point of contact (SP@@resented by the National

Competent Authority (NCA) even though the Membeat&tis organized through

multiple maritime authorities managing their maniéi data in a common central data
store.

Netherlands is the exception having decided to wotik multiple points of contacts

Continued on next page
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Stakeholders, continued

Single Point of
Contact
(SPOC)
(continued)

In other words, this means that it is up to the Menttate to manage and guarantee
that the data requested by SafeSeaNet is alwaysalaleathrough this single
technical point of contact. It is up to the Memi&tate to manage the one-to-many
relationship.

Each country must provide a single address (url)sénding and receiving XML
messages. This single address provided by every Bigpication provided will be
used by the central SafeSeaNet system to send XMksages (requests and
responses) to the point of contact.
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Data Quality Guidelines

Data Quality
Guidelines

The SSN Group at SSN 7 (Lisbon 31 May and 1 Juf&)égreed to set up an Ad
Hoc Working Group on Data Quality with the objeetio develop a “Data Quality
Guideline covering the scope of the quality vaiiola$ to be implemented into SSN”.
The specific objectives of the DQ WG were the dithiment of automatic data
quality checks and procedures to:

= Prevent mistaken data to enter into SSN. Befordiegrihe SSN data to the
SSN core, the Member State’s SSN national apptieatwill perform a
complete set of checks based on specific predefiled ensuring the data
cohesion.

= During the checking process, the national SSN egiitin will verify that the
message corresponds to the expectations. If ndictatétected the message will
be send to the SSN Core, otherwise it will be tegdby giving a relevant
warning to the message originator about the natutiee mistake.

= Additional checks at EU level by the Maritime Sug@®ervice will ensure the
harmonized implementation.

The DQ group recognizes that the actors involveitieénDQ chain are:

= SSN data originators (agents, masters or operatarg\uthorities)
= NCA
= LCAs

= EMSA

MS SSN national applications will comply with thgreed technical set of rules
adopted by the SSN group ensuring the contenteofittifications is correct.

The agreed Guidelines are defined in the diffekiL. messages (“Description”
field).

EMSA pays full respect to the notifications of Mi&dan no case EMSA will modify
any notification of the MS concerned. EMSA hasrigbt to doubt and as soon as it
detects an incorrect value it will draw the attentof the MS concerned.
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Data encoding

Data Encoding Every XML message exchanged between SafeSeaNethendifferent Member
States (and their corresponding NCA applications3theUTF-8 encoded.

The chosen language is English.
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Network requirements

Introduction Please refer to the document “SafeSeaNet — TegteoAph” (available on the Circa
web site in the SafeSeaNet Interest Group).
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Security requirements

Introduction Please refer to the document “SafeSeaNet — Se@pjtyoach” (available on the
Circa web site in the SafeSeaNet Interest Group).
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Chapter 2 - SafeSeaNet Functional Services Overview

Overview

Introduction SafeSeaNet provides services enabling Member Stateend notifications about
ships and incidents, and to request detailed irdition about these notifications.

The central SafeSeaNet system will then act aswegllages (European Index) and
information broker, and sometimes alsalata provider(some sent notifications are
already fully detailed, like the port notification)

The Member States will act adata providers (by sending notifications to

SafeSeaNet and responding to data requests conmamgSafeSeaNet on behalf of
other data requeste)sand data requestergby asking SafeSeaNet for detailed
information about previous notifications).

SafeSeaNet will provide two different interfaces help the Member States
communicate with the central SafeSeaNet system:

= A default browser-based web interface

= An XML message-based interface

This document aims only at describing the SafeSea¥dL message-based
interface that will enable the NCA applications tie Member States to
communicate programmatically with the SafeSeaNstesy.

This chapter aims at describing, at a higher letha,functional services offered by
SafeSeaNet, and how they should be implementedenmst of activities and
exchange of XML messages between the SafeSeaN&tnsyand the NCA
applications.

SafeSeaNet SafeSeaNet will provide a default browser-based inedsface to help the Member

Browser-Based States (acting aslata requesteror data provide) communicate manually and

Web Interface  visually with the central SafeSeaNet system. Thesviser-based web interface will
enable the Member States to:

= Manually send notifications to SafeSeaNet (byrfglin web forms) — the
Member State acting &ata Provider

= Manually request detailed information about preslgsent notifications (by
filling in web forms and viewing results) — the Mier State acting d3ata
Requester

This web application will be hosted on the cen8afeSeaNet system and accessible
via Testa and Internet.

The description of this default browser-based waérface is out of the scope of this
document. It will be described in a separate docume

Continued on next page
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Overview, Continued

SafeSeaNet
XML Message-
Based Interface

Note about the
services
description

Note about the
NCA
responsibilities

Services
description

SafeSeaNet will also provide an XML message-bastsiface to enable the NCA
applications of the Member States to communicategrammatically with the
SafeSeaNet system. The XML message-based intecfatsists of a set of XML
messages fulfilling the needs of bak#ita requesteanddata provider

This chapter aims at identifying all these XML nagss and describing how and
when they should be used in the process flow ofitfierent SafeSeaNet functional
services.

These processes have been defined for the solegamgf illustrating, at a higher
and more comprehensive business level, the furadti@ervices provided by
SafeSeaNet (consisting of exchanging, in an ordadiiion, XML messages dealing
with maritime information about vessels and alerf$)erefore, these processes do
not dictate how the Member States should handlpracess the information they
own.

The Member States are responsible for developiag tMCA application in a way
that it provides implementation for the sending;efeing and processing of the
messages as described in the processes flow diagsae current chapter) and in the
detailed description of the XML messages (See Gmnapt- SafeSeaNet XML
Messages on page 39).

= Administrative services: provide the administrativgilities necessary for
administering system resources including databasesjueues.

= System services: provide low-level technical sasjaitilities and frameworks.

= Operational services facilitate the execution ot tBafeSeaNet business
activities. A set of processes concerned with naaiitig the operational service
of the underlying infrastructure is predefined.

= Reporting services: provide operational and systeage reports to system users
and administrators in one single transaction.

= SSN Configuration services: provide the utilitiesconfigure the oprocesses and
threads involved in the system.

= Security services: include all the security featupgovided by the software
architecture and frameworks.

» Transactional services: perform database and JMSage queue transactions.

= Logging services: provides the facilities to creatnfigure, and customize the
logs. Enables logging of messages and messagespingealetails.

= SSN Components provide the functional services afeSeaNet and are
considered below. While from a high level logicargpective the functional
services are divided in Notification related seegicand Information Request
related services, technically speaking the SSN om@pts are dicomposed in
two application namely: ssn-core-app and ssn-xrtdod-app. While the first is
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primarily concerned with the business logic therddtandles all the functionality
concerned with the transmission of XML messages.

SafeSeaNet The SafeSeaNet functional services can be dividid2 groups:
Functional o
Services = Notifications

» Information Requests

These 2 groups of functional services are desciidte following pages.

Contents This chapter contains the following sections déseg the processes:
Topic See Page
Definition of aData Provider 29
Definition of aData Requester 32
Description of the “Send Notifications” process 33
Description of the “Information Requests” process 5 3
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Definition of a Data Provider

Introduction In SafeSeaNet, Bata Provideris a Member State owning some information about
vessels and incidents, and making it availableDtia Requesterdy sending
notifications to SafeSeaNet and responding to regfer detailed information.

This map explains the responsibilities oData Providerand how it may interact
with the SafeSeaNet system.

Responsibilities The responsibility of ®ata Provideris twofold. It must:

= Send notifications to SafeSeaNet about vesselgaitents, indicating it owns
some detailed information about these notificatiwhgh is made available on
request.

* Respond to SafeSeaNet’s requests (on beh&latd Requestejdor detailed
information about notifications.

SafeSeaNet SafeSeaNet provides two different interfaces tobknaata providersto send
Supplied notifications to the central SafeSeaNet system:

Interfaces for )
Data Provider = the default browser-based web interface,

= the XML message-based interface.

However, to respond to SafeSeaNet's requests faaileld information about
notifications, SafeSeaNet only provides the XML sage-based interface (see
below for more details).

Types ofData  Two types ofdata providerscould be encountered in thigstem

Provider ) ] ]
= Data Providers (LCAs) already having their own bates to store vessel

movements and manifest details in XML format. Tkehange of information
between LCAs and NCAs happens in electronic format.

= Data Providers (small maritime entities) still hayi their own detailed
information being stored in paper format. Some NG@&#es still receiving report
data from the LCA’'s or the ship operators as pag@cuments or as fax
documents.

For data providersalready equipped with central stores, they willrendikely
implement the SafeSeaNet XML message-based ingeftacsending notifications
and responding to safeSeaNet'’s requests.

Continued on next page
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Definition of a Data Provider, Continued

Types of Data
Provider
(continued)

Data Provider
capabilities

Browser-based
Web Interface
for Data
Provider

For the small entities still receiving the maritintata in paper format, the
Commission had suggested that they scan those phgmeiments in electronic
format and upload them on a web server that wilinamaged by the Member State
(recommended at NCA level) so that, these documenttd be retrieved by the
SafeSeaNet system on demand. This typaéatd providerswill more likely use the
default browser-based web interface for sendingntitdications (along with the url
of the document to be fetched by SafeSeaNet umtaiaarequestes request). They
do not have to implement the XML-message basedfaue for getting detailed
information since the detailed information is madailable as a document on a web
server accessible by the central SafeSeaNet server.

The Data Provideris the one who has sent a notification to Safegeadlling it
owns some kind of information, and is ready to sharBut sharing the information
can be done in 3 different ways depending on tpaluiities of thedata provider

= If the data providerdoes not have any application server nor web s¢éoveerve
detailed information, then SafeSeaNet will meradnd back thalata provider
contact details (contact person name, phone, faxesnail as defined in the
central SafeSeaNet configuration database or sgpin the notification
message) in the response todlata requester

= |f the data providerdoes not have an application server (talking XMu) has a
local (national) web server where it may store doents (pdf, doc,... format)
corresponding to the detailed information it owm®té that the url of the
document must have been given in the notificati@ssage), then SafeSeaNet
will fetch the document from the web server anddsgémack, Base64-encoded,
in the response to tliata requester

» |f the data provider has implemented the SafeSeaNet XML messages
specifications (as described in this document); thafeSeaNet will ask traata
providerto send back the detailed information in XML fotm@afeSeaNet will
then send back the XML response todlata requester

In terms ofdata providets responsibilities, the default browser-based webrface
enablesdata providersto send notifications to safeSeaNet right outha-box, i.e.
without implementing anything. Obviously, such bsarbased web interface
implies user interaction in terms of keying in infation and reading displayed
information, and, therefore, cannot be used to conmicate automatically and
programmatically with the SafeSeaNet system.

For small entities putting their detailed infornestias documents on a national web
server, the default browser-based web interfacewallthem, when sending a
notification, to give the url where they have pomsly stored the document
containing the detailed information of the notifica.

Continued on next page
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Definition of a Data Provider, Continued

XML Message-

The XML message-based interface supplied by SalS&eanables automated

based Interface communication between a NCA application and theeSeaNet system. The XML

for Data
Provider

message-based interface consists of a set of XMésages fulfilling the needs of
bothdata requesteanddata provider

In terms of data provideis responsibilities, the XML message-based intexfac
provides XML messages enabling a NCA applicatiantifg asData Provide) to:

= Send notifications to the central SafeSeaNet system

» Respond to SafeSeaNet's requests (on beh@latd Requestejgor detailed
information about notifications

Obviously, such interface requires some developmeffort in terms of
implementing the set of XML messages describechis document. Nevertheless,
for data providersalready equipped with central stores, automatieglata provider
services using this XML message-based interfaceqoérkly provide benefits like
sending notifications faster, reducing the risktygo error (no need for manual
typing).

The XML messages related to thdata providels responsibilities are easily
identified through the following naming convention:

» Thedata providersenddMS2SSN_<SSN_Not_Type> NEML notification
message to SafeSeaNet and receB#N ReceipKML message back as
confirmation.

» Thedata providerreceivesSSN2MS_<SSN_Tx_Type> ReML request
message from SafeSeaNet (on behalf ddta requestés request) and sends
backMS2SSN_<SSN_Tx_Type>_ Rd/L response message to SafeSeaNet.
Thedata providereceivesSSN_ReceipKML message back as confirmation.

Please refer to “SafeSeaNet XML Messages” at pQderamore details.
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Definition of a Data Requester

Introduction

SafeSeaNet
Supplied
Interfaces for
Data Requester

Browser-based
Web Interface
for Data
Requester

XML Message-
based Interface
for Data
Requester

In SafeSeaNet, aata requesteris a Member State asking SafeSeaNet to get
information about a port, a vessel or incidentsam area. Essentially, these
information are based on previous natificationst dgnthe data providers When
detailed information about a notification is redeesy adata requesterSafeSeaNet
will ask the correspondindata providerto get the detailed information and send it
back to thedata requester

This map explains howdata providemay interact with the SafeSeaNet system.

SafeSeaNet provides two different interfaces tobknaata requesterso ask
information to the central SafeSeaNet system:

the default browser-based web interface,

» the XML message-based interface.

In terms ofdata requesteneeds, the default browser-based web interfaceda®
data requesterwith a rich interface for getting detailed infortizen about any of the
sent notifications (provided they have been gramigress to) right out-of-the-box,
i.e. without implementing anything. Obviously, sucfowser-based web interface
implies user interaction in terms of keying in infation and reading displayed
information, and, therefore, cannot be used to conmicate automatically and
programmatically with the SafeSeaNet system.

The XML message-based interface supplied by SalSeanables automated
communication between a NCA application and theSa&Net system. The XML
message-based interface consists of a set of XMésages fulfilling the needs of
bothdata requesteanddata provider

Although the default browser-based web interfackersfout-of-the-box a richer
interface, some Member States might be temptechpdeiment the XML message-
based interface to build their owtata requesterapplication. Obviously, such
interface requires some development effort in tesfrismplementing the set of XML
messages described in this document.

The XML messages related to tlata requesteneeds are easily identified through
the following naming convention:

*» Thedata requestesenddMS2SSN_<SSN_Tx_Type>_Re&dML message to
SafeSeaNet and receiV@SN_ReceipKML message back as confirmation

» Thedata requestereceives bacBSN2MS <SSN_Tx_Type> R&EML
message from SafeSeaNet

Please refer to “SafeSeaNet XML Messages” at pQderanore details.
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Description of the “Send Notifications” process

Purpose This process outlines the flow of activities penied when a Member State (acting
as Data Providej sends a notification to SafeSeaNet. Notificatiams at telling
SafeSeaNet that a Member State owns some kindfaimation about a vessel or
about an incident.

Notification Types  Notifications can be of 5 different types:

Type Description

Port Used to notify SafeSeaNet that a given vass®und for a particular
port with an estimated time of arrival and withuanber of persons
aboard. Note that the destination port can be ‘ankn (then
cancelling a previous port notification).

Ship Used to notify SafeSeaNet about a ship’s veyagl cargo
information. A ship natification is essentially lealson MRS or AIS
message.

Hazmat Used to notify SafeSeaNet that a given Veasees dangerous good
and that the sender owns some detailed informationit these
dangerous goods.

Security | Used to notify SafeSeaNet that the sehdigls some security
information about a given vessel.

Alert Used to notify SafeSeaNet that the sendeddhsbme information
about specific incidents like SITREP, POLREP, Wastst/found
containers. An alert can be linked or not to aipaldr vessel.

U7

Flow
NCA Application SafeSeaNet

Send Notification to MS2$SN_<SSN_Tx_Type>_Not
w ~— <SSN_Tx_Type> can either be:

= |Port (Port Notification)
Ship (Ship Notification)

Process the Hazmat (Hazmat Notification)
Notification /| Security (Security Notification)

Alert (Alert Notification)

/ Check SSN Receipt
(ACK or NACK) )\

SSN_Receipt

As mentioned earlier, the default browser-based elication that SafeSeaNet
will provide could act as the NCA application iretfigure above.

Continued on next page
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Description of the “Send Notifications” process, Continued

Description of the flow

Step Action
1 The NCA application prepares thES2SSN_<SSN_Tx_Type>_ Not

XML message corresponding to the type of the ruaifon and sends it

to SafeSeaNet.

2 SafeSeaNet logs and validates the notificatiossage.

= |f valid, it stores the notification information its index database,
and sends back tIf®N_ReceipXML message with a positive
status code as response (synchronous connection).

= Ifinvalid or any problem during the processinglug notification, it
sends back thBSN_ReceipKML message with a negative status
code as response (synchronous connection).

3 The NCA application analyzes the received XMlpmese and
processes it accordingly.

XML messages For more details about the XML messages used by phocess, see “Send
Notifications” at page 60.
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Description of the “Information Requests” process

Purpose This process outlines the flow of activities penfied when a Member State requests
to SafeSeaNet some detailed information about aificadion. Requesting
information implies alata requestefthe Member State requesting the information),
the SafeSeaNetystem (acting as yellow pages and informatiorkdmoand adata
provider (the Member State owning the information and hagviold this to
SafeSeaNet through a previous notification).

Information Request Types Information requests can be of 6 different types:
Type Description
Port Used to get detailed information about a gipert notification.

As SafeSeaNet holds the complete information afra p
notification, there’s no need to ask more informatio the
Member Statedata provide} having originally sent the port
notification. Therefore, SafeSeaNet will also atlata
providerfor the port notification information request.

Ship Used to get detailed information about a gisieip notification.
Upon receiving such request, SafeSeaNet will aslattual
data providerto send him the detailed information. SafeSeaNet
will then send it back to theéata requester

Hazmat Used to get detailed information about aemgyiMazmat
notification. Upon receiving such request, Safe Stamnll ask
the actualata providerto send him the detailed information.
SafeSeaNet will then send it back to tfaa requester
Security Used to get detailed information abouivery Security
notification. Upon receiving such request, Safe Stamll ask
the actualata providerto send him the detailed information.
SafeSeaNet will then send it back to tfaa requester

Alert Used to get detailed information about a givdert notification.
Upon receiving such request, SafeSeaNet will aslattual
data providerto send him the detailed information. SafeSeaNet
will then send it back to theata requester

Continued on next page
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Description of the “Information Requests” process,

Continued

Flow

NCA application (Requester)

Send the request \  MS2SSN_<SSN_Tx Type>_Req
to SSN T
/ \

Process the
request
SSN_Receipt
Send the request
to NCA

\ Wait for the
\ NCA response
\

\
<SSN_Tx_Type> can either be
- Port (Pott Notification details)
- Ship Ship Notification details)

SSN Core

Wait for the SSN
response

L

NCA application (Provider)

<SSN_Tx_Type> can either be

- Ship Ship Notification details)

- Hazmat Hazmat Notification details)
- Security Security Notification details)
- Alert Alert Notification details)

/]

58N_Téype>_Re Process the
> SSN request

/

SN2MS_<

Send NCA
response to SSN

MS2SSN |

- Hazmat Hazmat Notification details)
- Security Secutity Notification details)
- Alert Alert Notification details)

/ /~ Process the \

SSN_Receipt

/ \_NCA response /

/

/ Wait for the SSN
rCSp()[lSﬁ

SSN2MS_<SSN_Tx Type>_Res

Process the SSN
resposne

Process the
receipt

The process flow illustrates the case whereda& providercan talk XML with

SafeSeaNet.

As mentioned earlier, the default browser-based agtlication that SafeSeaNet
will provide could act as the NCA applicatioBdta Requestempart only) in the

figure above.

Description of the flow

| Step |

Action
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1

The NCA applicationdata requestérprepares the

MS2SSN_<SSN_Tx_Type>_RedML message corresponding to the

type of the information request and sends it t@Sa&Net.

¢ Contrary to the notification principle, the commeattion is now
asynchronous. Therefore, upon receiving the tramspo
acknowledgement (HTTP return code 202 and SSN_Riecgissage
with StatusCode="OK’, meaning request accepte@ NEA
application should wait for receiving asynchrongubkk
SSN2MS_<SSN_Tx_Type> R&ZMIL response from SafeSeaNet.

Description of the “Information Requests” process, Continued

Description of the flow (continued)

Step

Action

2

SafeSeaNet logs and validates the received

MS2SSN_<SSN_Tx_Type>_RedVL message.

= |f well-formatted (XML compliant) or valid (complid to
corresponding XSD), an SSN_Receipt message with
StatusCode="OK’ is sent synchronously. It then Bokits index
database to find out who's the owner of the reuestformation.
Assuming thedata provideris able to talk XML with SafeSeaNet
(see above for more details abdata providercapabilities),
SafeSeaNet will send@SN2MS_<SSN_Tx_Type>_RedML
message asking the data provider to send the reguéstailed
information and wait for receiving asynchronousig t
MS2SSN_<SSN_Tx_Type>_R&3L response from thdata
provider.

= |f any problem during the processing of theta requesterequest, it
sends back to th#ata requestethe
SSN2MS_<SSN_Tx_Type> R&ZHIL message with a negative
status code as response.

= Ifthe MS2SSN_<SSN_Tx_Type>_ReML message is not well-
formatted (not XML compliant) or not valid (not cpirant to
corresponding XSD), an SSN_Receipt message is sent
synchronously containing the error message gertebgt¢éhe parser.

The NCA applicationdata provideJ should log and validate the

receivedSSN2MS_<SSN_Tx_Type>_RedVL message.

= |f valid, it searches for the requested detailddrimnation and sends
it back to SafeSeaNet in tMS2SSN_<SSN_Tx_Type>_R&ML
message.

» [f invalid or any problem during the processingtud request, it
sends back to SafeSeaNet M82SSN_<SSN_Tx_Type> Res
XML message with a negative status code as response
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4 SafeSeaNet logs and validates the received
MS2SSN_<SSN_Tx_Type>_R&ML message and sen&SN_Receipt
XML message back as confirmation (synchronous oction®. It then
prepares and sends back todlata requestethe
SSN2MS_<SSN_Tx_Type> R&ZHIL message with the requested
detailed information asynchronously.

5 The NCA applicationdata requestgrshould log and validate the
receivedSSN2MS_<SSN_Tx_Type>_ RESIL message and process it

XML messages For more details about the XML messages used lsypiocess, see “SafeSeaNet
XML Messages” at page 39.
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Overview

Introduction

Contents

Chapter 3 - SafeSeaNet XML Messages

SafeSeaNet aims at exchanging, between MembersStatitime data related to
vessels and alerts. Such exchange of informatidirberiensured through the use of
XML messages.

The exchange of data required by the different gsses will be performed using
XML messages (see the services described in chdfafieSeaNet Functional

Services Overview” on page 26). These different XmMessages are gathered into
the following so-called SafeSeaNet XML transactions

» Notifications (used byata providersand the central SafeSeaNet system)

= Send Port Notification
= Send Ship Notification
= Send Hazmat Notification
= Send Security Notification
= Send Alert Notification

* Information Requests (used Ogta requesterghe central SafeSeaNet system
anddata provider}

= Get Port Notification Details
« Get Ship Notification Details
= Get Hazmat Notification Details
« Get Security Notification Details
= Get Alert Notification Details

This chapter describes the XML messages exchangweebn SafeSeaNet and the
Member States to support the SafeSeaNet functsamaices.

This chapter contains the following sections:

Topic See Page
Conventions 40
SSN_Receipt XML message 57
Get Port Notification Details 90
Get Ship Notification Details 95
Get Hazmat Notification Details 116
Get Security Notification Details 133
Get Alert Naotification Details 147
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Section 3.1 - Conventions

Overview
Introduction The section presents the conventions used for wmmpgothe understanding the
description of the XML messages.
Contents This section contains the following topics:
Topic See Page
Conventions used in this chapter 41
Conventions for naming the XML messages 43
XML Structure and Schema Definition (XSD) 44
Validation of the XML messages 47
ID Correlation between the XML messages in a tretnsa 48
Status Codes and Status Messages 50
Location codes 52
Vessel Identification 53
SafeSeaNet Roles 55
Base64 Encoding and Decoding 56
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Conventions used in this chapter

Introduction The tables used to describe the XML messages @ tlifollowing information:

Item

Occ (Occurrence)
Type

Len

Description

This information is described in the next informatblocks of this topic.

Item It indicates the item name.
=  An XML elementis indicated in bold & italic.

= An attribute is indicated by a normal appearance.

Occ The column Indicates the occurrence of the elereattribute
The value indicates
1 a mandatory item
0-1 an optional item but if present, the item nmaesunique
0-n an optional item. When present, it may appearerthan once
1-n a mandatory item. The item may also appear niame once
Type This column indicates the data type of the attebut
The type indicates
Text A sequence of characters (string).
DT Date and Time in UTC format (Coordinated UnitiBime)
as YYYY-MM-DOOhh:mm:s$
Date Date asYYYY-MM-DD
Enum Enumeration giving the list of possible valugse possible
values will be listed ioold.
Int Integer value between -2147483648 and 214748364
Uri Uniform Resource Identifier reference.
Base64 Indicates the attribute contains base64dexlcealue.
Choice Allows one and only one of the elementsaioed in the
selected group to be present within the contaielegient
(exclusive choice).

Continued on next page
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Conventions used in this chapter,  Continued

Len This column indicates the length of the attribute.
* ‘n’indicates a fixed length where ‘n’ the numbércbaracters

* ‘m-n’indicates a variable length where “m” is tienimum and “n” is the
maximum

Description This column describes the items and the possibieesaf the attribute.
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Conventions for naming the XML messages

Root element

Naming
convention

The root element of each XML message gives the naintee message and must
then be used to identify whether the message aification, an information request
or a response to an information request, and tipe tgf the notification or
information request (port, ship,...).

The name of the message is always built as foll¢esscept for the special
SSN_ReceiXML message):

<Direction> <SSN_Tx_Type> <MsgType>

Name part Possible values Description
<Direction> MS2SSN Message sent by a NCA applicetiio
the central SafeSeaNet system.
SSN2MS Message sent by the central SafeSegNet
system to a NCA application.
<SSN_Tx Type> | Port Port Notification
Ship Ship Notification
Hazmat Hazmat Notification
Security Security Notification
Alert Alert Notification
<MsgType> Not The message consists of a notificatip
Req The message consists of a request fopr
notification details
Res The message consists of a response to a
request for notification details

Member States acting ddata requestersshould send or receive (process) the
following XML messages (only if they do not wantuee the SSN default browser-
based web interface but implement their own intezfa

= MS2SSN_<SSN_Tx_Type> Req (send request to SSN)
= SSN2MS_<SSN_Tx_Type>_Res (receive response from) SSN

Member States acting &ata providersshould receive (process) or send the
following XML messages:

= MS2SSN_<SSN_Tx Type> Not (send notification to SSN)
= SSN2MS_<SSN_Tx Type> Req (receive request from SSN)
= MS2SSN_<SSN_Tx_ Type> Res (send response to SSN)
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XML Structure and Schema Definition (XSD)

General The structure of every XML message is the following

structure of the

XML Messages
<Header .../>

<Body>...</Body>

</ root el enent>

<root el enent xmlns="urn:eu.emsa.ssn”>

Element or node

Description

Root element

Gives the name of the XML message (see Naming
convention above for more details)

Header

There is alwaysHeadernode giving “non business”
information about the current SafeSeaNet transa¢sioch
as reference id for correlation, sending and expina
DateTimeUTC, global status code and status messpage. ..

Body

There is always Bodynode (except when a XML responsge
must be sent corresponding to a request which fonraa
invalid) giving the “business” information of thercent
SafeSeaNet transaction. Such “business” information
consists of one or more node element(s) contaidiiferent
attributes.

XSD of the The XML Schema Definition (XSD) of all the XML mesges will be supplied

XML messages separately in an electronic format. The officiahespace of the SafeSeaNet XSD

specifications is Urn:eu.emsa.ssrand must be specified asinsattribute value of
the root element of every XML message.

XSD (XML Schema Definition), a Recommendation ot tkVorld Wide Web
Consortium YW3C), specifies how to formally describe the elemaémign Extensible
Markup Language (XML) document.
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From and To
attributes

The From andTo attributes of théHeaderelement node of every XML message is
used to identify the sender and the recipient efrtiessage. SafeSeaNet will use the
following convention as internal identification thie SafeSeaNet stakeholders:

» The central SafeSeaNet system will be identifiedenrthe nameSSN’.

= Every SafeSeaNet entity (Coastal station, port, ,PSCA) using the XML
message-based interface will be assigned one ore user identifications. The
role played by the entity along with its accesdtdgin SafeSeaNet will be
centrally managed by the SSN Administrator or tt@ANAdministrator. The
user identifications do not have to reflect theatimn code and are definitely not
the location code of the entity itself to which theer reports. The user id could
however reflect the location code but that depamdsely on the entity creating
and assigning the user ids.

= Each SSN user has an account which is mainly destiy the userid and the
password. Each SSN user has a role, one that beukhared by others. Each
SSN user is known by its location (and locationgpdne that could be shared
by othersSo once again, do not use the location code in yokrom attribute
but use the userid instead.

Error! Objects cannot be created from editing fieldcodes.

The From attribute of an XML request is used to determihe tecipient of the
corresponding XML response. If the From attributatains the userid we can easily
map it to the corresponding DataRequester url.

Continued on next page
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XML Structure and Schema Definition (XSD), Continued

Testld attribute

Versioning

TimeoutValue
attribute

SafeSeaNet
speaks English

The Testld attribute of theHeader element is only useful for testing purposes in
order to identify a particular test case (see Rah for more details). It must be
ignored otherwise.

The official version of the XML specifications witle specified through théersion
attribute of theHeaderelement of any XML message. The version numbem()n
will be defined as fixed value in every releasated XML Schema Definition file
(.xsd). The current version number is ‘1.6’

SafeSeaNet (and the Member States) will only supperlatest version of the XML
specifications. That means that, prior to using ew nversion of the XML
specifications, all Member States must agree updat@ when everyone will switch
from the previous version to the new version ofXiML specifications.

The TimeoutValueattribute of theHeader element node of every XML request
message should be used to specify a timeout vaduse¢onds) indicating when the
request should be considered as expired and neddrgyprocessed imeoutstatus
code) if its corresponding XML response has not peen sent back. The
recommended timeout value is between 45 and 6dec@nyway, these timeout
value recommendations will be determined more ately during the SafeSeaNet
testing and pilot phase.

All the information (vessel, alert, DG, ...) transmaitas attributes values of the XML
messages must be in English.
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Validation of the XML messages

Validation
principle

Invalid
Notification,
Request or
Response

Invalid XML
message

When receiving an XML message, the SafeSeaNet alesyistem and the NCA
applications must check whether it is a "Well Fodth&XML document (i.e. a
document that conforms to the XML syntax rules) amast validate it against its
XML Schema definition (XSD).

If an error is detected, ainvalidFormat status code (in th&tatusCodettribute of
the Header element node) must be returned within the XML ragssthat should
normally follow in the flow of the transaction.

The StatusMessagaittribute of theHeader element node can also be used to
communicate more information about the error (s@enple below).

Whenever an XML Notification (MS2SSN_<SSN_Tx TypeMot) or XML
request (<Direction>_<SSN_Tx_Type>_Req) or XML (RN S
(<Direction>_<SSN_Tx_Type>_Res) validation failedy SSN_Receipt XML
message must be sent back to the caller:

4} € SafeSeaNet'SSN-Receipt-Invalid.xml =] 3]
File Edit ‘iew Favorites Tools Help | ;',' |
<?xml wersion="1.0" encoding="UTF-8" standalone="yes" 7>
- <55M_Receipt xmlns="urn:eu.emsa.ssn"=
<Header StatusMessage="Invalid location" StatusCode="InvalidFormat" SSHRefld="N/A"
MSRefld="NOT-54-TEST-01" “ersion="1.6" To="GRPIRO1" SentAt="2008-02-
26T11:26:25" From="88MN" /=
</55M_Receipts=
|@'] Done l_’_’_’_’_| J My Cornputer i

Sometimes aBSN_ReceipXML message doesn'’t fully respect the XML schema.
This could occur in case of messages that cannptulsed against the ssn.xsd
schema:

! 3 C:safeseaNet’, SSN-Receipt-Invalid-NA.xml _ |E|| il

.| File Edit “iew Favorites Tools  Help | l":' |

<7tuml version="1.0" encoding="UTF-8" standalone="yes" 7=
- <55M_Receipt zmins="urn:eu.emsa.ssn">
<Header StatusiMessage="The message doesn't comply to the XML specification."
StatusCode="InvalidFormat" SSHRefId="N/A" MSEefld="N/A" Yersion="1.6" To="N/A"
Testld="N/A" Sent4t="2008-02-26T11:31:25" From="88N" />
«/55MN_Receipt>

||$§] Done |_|_|_|_|_| J [y Computer 5
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ID Correlation between the XML messages in a transa  ction

Header Knowing that the exchange of the XML messages betwle NCA applications

Attributes and SafeSeaNet is asynchronous, two special a#gblias been defined in the
Header element node of the XML messages to allow the etation between
Request and Response.

= SSNRefldjiven by the SafeSeaNet central system
= MSRefldgiven by the Member States NCA Applications

Both attributes are not always present in everysags

SSNRefld It consists of a Universal Unique Identifier (uuidjenerated by the central
SafeSeaNet system for identifying a transactiortiaiteid by an incoming
MS2SSN_<SSN_Tx_Type>_ RE4L message).

It is internally used by the central SafeSeaNet stem for correlating to the
transaction when XML responses are received latdram the NCA applications.

This uuid is specified by SafeSeaNet in tB8NRefldattribute of every XML
message dealing with the current transaction it teethe NCA applications.

The NCA applications must sent back this uuidn the SSNRefldttribute of every
XML message dealing with the current transactioeyttsent to the central
SafeSeaNet system

MSRefld It consists of a unique identifier (which formatfiee to choose provided it's XML
compliant) generated by a NCA application for idgirtg a transaction.

It is inserted in theMSRefldattribute of theHeader element node of the initial
MS2SSN_<SSN_Tx_ Type> REdL message.

It is used internally by the NCA applicationfor correlating to the transaction when
the final XML response is received later on frora tentral SafeSeaNet system.

This transaction identifier is specified by a NC@pécation in theViSRefldattribute
of every XML message dealing with the current teantion it sent to the central
SafeSeaNet application.

The central SafeSeaNet system must sent back thisCHN application’s
transaction identifier in the MSRefldattribute of every XML message dealing with
the current transaction they sent to the NCA appbas.

Continued on next page

17-04-2008 - Page 48



SafeSeaNet - EMSA
XML Messaging Reference Guide - Version 1.65

ID Correlation between the XML messages in a transa  ction,
Continued

Example The following example aims at explaining how B®NRefl&itndMSRefldattributes
should be used within a SafeSeaNet transaction $egurity Notification Details
request):

NCA_A SafeSeaNet NCA_B
MS2SSN_Security_Req
MSRefld="987"
SSN_Recei pt
MSRefld="987"
SSNRefld="N/A"
SSN2MS_Security_Req
SSNRefld="2CBAF18E-1631-4AEB-9280-00692C745B8E"
MB2SSN_Security_Res
MSRefld="12345"
SSNRefld="2CBAF18E-1631-4AEB-9280-00692C745B8E"
SSN_Recei pt
MSRefld="12345"
SSNRefld="N/A"
SSN2MS_Security_Res
MSRefld="987"
SSNRefld="2CBAF18E-1631-4AEB-9280-00692C745B8E"
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Status Codes and Status Messages

Introduction Every SafeSeaNet XML response/receipt messeB2ESN_<SSN_Tx_Type>_Res,
SSN2MS_<SSN_Tx_Type>_Reand SSN_ReceiptXML messages) includes
attributes for setting the status code and theistatessage. These status code and
status message are used to give the result ofrdeegsing of a SafeSeaNet XML
request/notification =~ message M$2SSN_<SSN_Not_Type>_Not, MS2SSN_
<SSN_Tx_Type> ReandSSN2MS_<SSN_Tx_ Type>_ Ré¢MIL messages). These
are outlined below.

Status Code A status code is defined in every SafeSeaNet XMipoase/receipt message. It is
defined as theStatusCodeattribute of theHeader element with the following
enumerated set of values:

Attribute value Description
InvalidFormat The corresponding XML request/notfion/response
message was not valid (see p.47 for more details)
Timeout The corresponding XML request/notificatimessage

has not been processed within time (accordingeo th
TimeoutValueattribute).

ServerError The corresponding XML request/notifmatimessage
has not been successfully processed due to a seryer
problem (e.g. connection problem, database problém,
application problem,...).

OK The notification has been successfully processed
the request message has been successfully reaeivied
the notification details requested in the corresiiogm
XML request message has been found (response
messages).

When a port notification has been sent and theme i$
definition of any authority in SSN associated te th
NextPortOfCalla warning is appended in the
StatusMessage: “Warning: Port identification not
compliant. Please complete the Port Authority
identification in SSN

When a notification has been sent for a bannecdeVess
a warning is appended in the
StatusMessageWarning: The reported vessel is
banned”.

When a notification has been sent for a single hull
tanker a warning is appended in the
StatusMessageWarning: The reported vessel is A
Single Hull Tanker”.

NotFound The notification details requested in the
corresponding XML request message does not exist.
This value may only be used in an XML response
message.
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NotAvailable The data provider system is tempoyaritavailable
(e.g. due to planned and announced maintenance).
AccessDenied The user (identified via #rem attribute of the

Headerelement) is not allowed to send the
corresponding XML request/notification or doesn’t
exist.

Status Message Next to the StatusCodeattribute, there’s always a correspondi@tatusMessage
attribute that might be used to specify an optiamalssage giving more detailed
information about the status code value.

As that status message (free text) could be udefudebugging purpose, it is
recommended to insert message in English.

Please refer to the description of the XML mességesore details.
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Location codes

Introduction

Format of a
location code

Exhaustive list
of European
maritime
location codes

Example of
location codes

Port of departure and port of destination in soroéfination messages are also
defined using location codes.

This map gives some explanations about the forfnati@cation code.

A location code is a standard way for representiogtions in transportation sectors
(rail, maritime,...). The list of location codes isamaged by the UNECE
(http://www.unece.org/cefact/locode/service/mamt It consists of a 2 letter
country code (according to ISO 3166) followed btheee characters city code that
may include digits from 2 to 9.

The Member States should provide their list of tirag authorities that will deal

with SafeSeaNet and associated roles (see p.58dE details). as well as their list
of location codes (and geographical coordinate®rms of latitude and longitude).
The list of all gathered location codes will be tbéicial list supported by

SafeSeaNet.

In addition, theres is a list of “way points” fdnips leaving port where the next port
of call is defined only in regional terms (Inteéa€ontrol Document, Table 5, page
41)

The following table gives some examples of locatiodes involved in SafeSeaNet:

Location Code Description
BEANR Antwerpen (Belgium)
BEZEE Zeebrugge (Belgium)
FRDKK Dunkergue (France)
FRLEH Le Havre (France)
LVRIX Riga (Latvia)
NLAMS Amsterdam (Netherlands)
NLRTM Rotterdam (Netherlands)
PTLIS Lisboa (Portugal)
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Vessel Identification

Introduction

IMO Number
format

MMSI Number
format

Call Sign
format

Ship Name
format

Example of
vessels

The vessel identification element node contains &ibutes:
- IMONumber

- MMSINumber

- Callsign

- ShipName

This section gives some explanations about the gbwh the vessel identification
attributes.

A 7-digit unique code. The IMO ship identificatimmmber is a permanent number
assigned to each qualifying ship for identificatiopurposes (referenece
WWW.imo.org).

A Maritime Mobile Service Identity (MMSI) is a sed of nine digits:

- Pos 1->3: Maritime identification digits (MID) alwa starting with a digit from
2 to 7. One or more MID have been allocated to eacimtry and can be used to
determine the flagstate when displaying. Referensgw.itu.int, MARS
database.

- Pos 4->9: Maritime mobile number, is a free numéeid.

A unique designation for a transmitting stationtoy characters long. The structure
is defined by the International Telecommunicatianidd (ITU).

No specific structure. Up to 35 characters long.

The following table gives some examples of vesseislved in SafeSeaNet:

IMO Number MMSI Number Call Sign Ship Name
7203637 249678000 9HAMS5 IONIS
7400833 636005943 ELPV STOLT INTEGRITY
9000247 257769000 LANC4 TRANS SCANDIC
9200330 477675000 VRVYS8 FEDERAL OSHIMA|
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Test vessels

The following table gives the details of the tw) y2ssels defined in SSN for testing
purposes only. The vessel with IMO Number = “999®498 for use by the Member
States while the vessel with IMO Number = “0000080for use by EMSA.

It is important to note that the two test vesselsidt undergo the vessel definition
validity checks and their details can not be updiate

IMO Number MMSI Number Call Sign Ship Name
0000000 000000000 TEST TEST SHIP SAFESEANET
9999999 999999999 SSNTEST| TEST SHIP SAFESEANET fqg

MS
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SafeSeaNet Roles

Introduction

List of
supported roles

Every SafeSeaNet user identification is assignedla@ in SafeSeaNet. This map
aims at describing the roles supported in SafeSeaNe

Roles in SafeSeaNet will be defined using a 3 dattele. Roles will be centrally
managed by SSN in order to assign the corresporatingss rights. The following
table lists the roles supported by SafeSeaNet:

Role Code Description
POR Used to identify a Port Authority
CSsT Used to identify a Coastal Station
PSC Used to identify a Port State Control
NCA Used to identify a National Competent Authority
OTH Used to identify a maritime entity that's n@ttyovered by
the above roles
SSN Used to identify a SSN Administrator
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Base64 Encoding and Decoding

Introduction

What is
Base64?

Example of a
Base64 value

As explained earlier (see “Data Provider capabditi at page 30), detailed
information about a notification could be provideg the data provideras a
document (pdf, doc,... format) on a local (nationedb server. In such a case, when
adata requesteasks SafeSeaNet for getting the notification tketSiafeSeaNet will
download the document from the web server and sebdck, Base64-encoded,
along with the document type in the correspondinglLXresponse to thalata
requester Thedata requestehas just to decode the Base64 string of charaicidrs
able to view it in its original format.

The Base64 encoding, specified in RFC 2045 - MIN#l{ipurpose Internet Mail
Extensions), is designed to represent arbitraryeseces of octets in a form that need
not be humanly readable. A 65-character subseZf40-9+/=]) of US-ASCII is
used, enabling 6 bits to be represented per ptentdtaracter.

The encoding and decoding algorithms are simpld @ready supplied as method
calls in Java and .NET environments). The encoded dre consistently only about
33 percent larger than the unencoded data.

The following lines gives an example of an Hazmettads base64-encoded in the
XML response Base64Contengattribute) sent back by SafeSeaNet to taga
requester

4} C\SafeseaNet'Basebd.xml 10l =|

File Edit WYiew Favorites Tools  Help | lﬂ'

=7xml version="1.0" encoding="UTF-8" 7= Il
- «5SN2MS_Hazmat_Res zmins="urn:eu.emsa.ssn"»
<Header StatusCode="0K" SSMRefld="5851917322644400" MSRefld="REQ-Test-0123XY"
Yersion="1.6" To="GRPIRO1" SentAt="2008-02-24T11:15:16" From="88N" /=
- =Body>
<SearchCriteria MMSINumber="246361000" IMONumber="9315006" /=
- =MaotificationDetails SentAt="2008-02-20T04:47:55" From="ncaplgdy1">
<Wesselldentification ShipMame="00CL ST.PETERSBURG" CallSign="PHCZ"
IMOMumber="9315006" /=
<Yoyagelnformation ETD="2008-02-21T05:00:00" TotalPersonsCOnBoard="10"
MextPortOfCall="PLNOW" ETA="2008-02-20T05:00:00" /=
<Base64Details DocType="XML"
Bases4Content="PD94bWwgdm¥yc2lvbjoiMS4wIiBIbmNvZGluZ z0iYYRGLTQiIPz4NCjxyZXN1bHQtc
< /MotificationDetailss
</Body=
</SSMZMS_Hazmat_Ress —

i of

€] pore [T T [Swycomuter
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Overview

Introduction

When to send
this message?

Section 3.2 - SSN_Receipt XML message

The goal of th&sSN_Receipt.xmimessage receipt is twofold:

It must be sent by SafeSeaNet as the confirmatiessage (indicating whether
the notification message is compliant to the cqesing XSD and has been
successfully validated and processed, or not) teryewotification message
(MS2SSN <SSN_Not_Type>Not) received from the Member States.

It must be sent as the confirmation message (itidgcavhether the request
message is compliant to the corresponding XSD, @) to every request
message (MS2SSN_<SSN_Tx_Type>_Req) received frerivitmber States.

It must be sent as the confirmation message (itidgcavhether the response
message is compliant to the corresponding XSD, aij to every response
message (MS2SSN_<SSN_Tx_Type>_Res or
SSN2MS_<SSN_Tx_Type>_Res).

In the case that any of the aforementioned messagesmpliant to the
corresponding XSD or the notification message leasntsuccessfully validated
and processed the SSN_Receipt message Status Uldoe set to ‘OK’.

In the case that any of the aforementioned messageet compliant to the
corresponding XSD or the notification is invalidettS8SN_Receipt message
Status Code will be set to ‘InvalidFormat’.

The following figure illustrates the three case®ewlhis message must be sent:

NCA_A |

SafeSeaNet NCA B

M52SSN_<SSN_Not _Type>_Not

v

SSN_Recei pt

&

<

MB2SSN_<SSN_Tx_Type>_Res

d
<«

SSN_Recei pt

v

Pl

If Invalid SSN2MS_<SSN_Tx_Type>_Res

<«

SSN_Recei pt

v

M52SSN_<SSN_Tx_Type>_Req

&
<

SSN_Recei pt

v
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Overview, Continued

Message The following table describes the XML message deethe transaction.
description
Item Occ | Type Len Description
Header 1 Header Node
Version 1 Text 3 SafeSeaNet request current ve(slosi)
Testld 0-1 Text 1-8 Test Case identification. Oudgful for
testing.
MSRefld 1 Text 1-36 | Reference number given by #ilkecin the
MS2TCN_xxx_Res.xmdsponse.
SSNRefld 1 Uuid 1-36| Reference number given byShteSeaNet in
the TCN2MS_xxx_Res.xmdsponse..
SentAt 1 DT 19 Message creation date and time 6@
UTC format)
From 1 Text 3-15| The name of the originator ofiiessage (as
defined in SafeSeaNet).
To 1 Text 3-15 | The name of the recipient of thesage (as
defined in SafeSeaNet)
StatusCode 1 Enum Global status code. See p.Fibfwible
values.
StatusMessage 0-1 Text 0-295 Global status messagg. This is a
dynamic message and can as such contain
NCA contact details retrieved from the SSN
Database.
Example Of 3 E:"-.,SafeSeaNet"-.,SSN-Receipt-b‘alid.uml T T ;I_QIZJ
r‘ece|pt ‘| File Edit View Favorites  Tools  Help | o
Conf|rm|ng a i €| Hacl. - _J - d \g _;‘J | P, ) Search :.'/I_I.‘ Favarites 63’ <J= _9 i] = @ ﬂ :‘i
successful Port =
e . | — <S5MN_Receipt>
n0t|f|Cat|0n : <Header StatusMessage="The messaqge processed successfully." StatusCode="0K"
1 SSMRefld="59518" MSRefld="PORT-NOT-Test-01AB35" Yersion="1.6" To="GRPIRO1"
F SentAat="2008-04-10T15:35:18" From="88N" />
| =/55N_Receipt>
) =
i€} oore [T [ [ vy Computer 4
Example Of 4} C:\SafeSeaNet'55N-Receipt-In¥alid2.xml =10 x|
recelpt Wlth File Edit Wiew Favorites Tools Help | i
InvalidFormat & i D d \ELI _l.\| |/ ) Search :T_"_\:(I‘Favorites Q“i| e W] - __.. @ ﬁ 3
error _ _ =
=7xml version="1.0" encoding="UTF-8" standalone="yes" ?=
- «55N_Receipt #mins="urn:eu.emsa.ssn">
<Header StatusMessage="The url for the URI source is invalid ,The phone number is invalid"
StatusCode="InvalidFormat" SSHRefld="N/A" MSRefld="PORT-NOT-test-03985" “Yersion="1.6"
To="GRPIRO1" SentAt="2008-02-26T11:45:40" From="88N" /=
=/55N_Receipt>
i
|g| Done ’_’_’_’_’_ j [y Compuker o
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Invalid Sometimes a8SN_ReceiXML message doesn’t fully respect the XML schema.
notification or This could occur in case of unsuccessful data &bd such as access rights, userid,
response location code, etc..:

! a C:safeseaNet’, SSN-Receipt-Invalid-NA.xml _ |E|| il

.| File Edit “iew Favorites Tools  Help | 'i'r |

<7tuml version="1.0" encoding="UTF-8" standalone="yes" 7=
- <55M_Receipt zmins="urn:eu.emsa.ssn">
<Header StatusiMessage="The message doesn't comply to the XML specification."
StatusCode="InvalidFormat" SSHRefId="N/A" MSEefld="N/A" Yersion="1.6" To="N/A"
Testld="N/A" Sent4t="2008-02-26T11:31:25" From="88N" />
«/55MN_Receipt>

||€| Done |_|_|_|_|_| d My Computer i
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Section 3.3 - Send Notifications

Overview

Introduction This section describes the different XML messages must be used by a Member
State (acting a®ata Provide) to notify SafeSeaNet that the Member State owns
some kind of information.

General flow of The following figure outlines the expectasgnchronous flow of XML messages

the XML related to every SafeSeaNet XML notification.SSN_ReceipiXML message (see
messages p.57) will always be returned as response to dication.
Member State (data provider) | SafeSeaNet

M52SSN_<SSN_Not _Type>_Not

v

SSN_Recei pt
The different types of notifications &SN_Not_Typg are:
= Port
=  Ship
= Hazmat
= Security
= Alert
Contents This section contains the following topics:

Topic See Page
MS2SSN_Port_Not.xml message 61
MS2SSN_Ship_Not.xml message 66
MS2SSN_Hazmat_Not.xml message 75
MS2SSN_Security Not.xml message 82
MS2SSN_Alert Not.xml message 85
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MS2SSN_Port_Not.xml message

Introduction The MS2SSN_Port_Not.xmlmessage is sent by a Member State to SafeSeaNet in
order to notify SafeSeaNet that a given vessebimb to a particular port with an
estimated time of arrival and a number of perstresaed.

Notification This notification already contains all its detaiiaébrmation. Therefore, SafeseaNet

details will store the details of the notification in iterral database and will then act as the
Data Providerwhen a request for getting detailed informationulihis notification
comes in.

Please refer to “Get Port Notification Details"patige 90 for more details about how
to request / provide the detailed information alibig notification

Message The following table describes the XML message ueethe transaction.
description
Item Occ | Type Len Description
Header 1 Header Node
Version 1 Text 3 SafeSeaNet request current ve(sioi)
Testld 0-1 Text 1-8 Test Case identification. Ougful for
testing.
MSRefld 1 Text 1-36 | Reference number given by thgiral caller.

It will be inserted back by SafeSeaNet in the
MSRefldattribute of theSSN_Receipt.xml
response.

The MSRefld must be unique

SentAt 1 DT 19 Notification creation date and tifif®O 8601
UTC format)

All the time/date related attributes are in UT
If local time is used MS application has to
adjust the time to UTC.

SentAt< ETA<ETD in UTC

1

From 1 Text 3-15| The name of the originator ofitiessage (seé
.45).
To 1 Text 3-15 pThe) name of the recipient of the sage
(‘SSN).
Body 1 Body Node
Notification 1 Notification element node
Vesselldentification 1 Vesselldentificationelement nodeThe vessel

identification attributes (IMO number, MMSI
Call Sign, ship name) have to be checked
against a reference ship database
IMONumber 0-1 Text 7 IMO number of the vessel. Matay if
MMSINumbemot given.IMO number — IMO
Res A.600 (15)- has to be checked if not
existing in the reference DATABASE.

MMSINumber 0-1 Text 9 MMSI number of the vessel.rdatory if
IMONumbernot given.
MID according to the ITU regulation.
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CallSign 0-1 Text 1-7 Call sign of the vessel

ShipName 0-1 Text 1-35] Name of the vessel

Upon SOLAS, chapter |, part B, regulation 1
"Form Certificates", "the particulars inserted|in
the certificates shall be in Roman characterg
and Arabic figures". (FROM “A” TO "Z”
AND FROMOTO 9
Voyagelnformationelement node

OT

Voyagelnformation 1

Continued on next page
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MS2SSN_Port_Not.xml message,

Continued

Message descriptior{continued)

Item

Occ

Type

Len

Description

NextPortOfCall

Text

—Location-codémextportof-call-May-be
ZZEAN-H-unknown-{cancelling-a-previous
port-notification)—Pleasenete-thathis
attribute indicates thactual next port of call,
e.g. if the port of Oostende is sending this
notification, then thisNextPortOfCallattribute
must be the location code of Oostende
(BEOST) and not the next port of call after
Oostende.

The cancellation of a previous port
notification is merely a new port notification
for which the NextPortOfCall attribute value
is “ZZCAN?". E.g. during the voyage, the
master of the ship receives new orders fromn
his head office. The new destination is now
port of Stockholm instead of Amsterdam.
Upon receiving this information, the Master
the ship has the obligation to inform
Amsterdam about these changes but he ha
obligation to indicate his new port of
destination. In this case, Amsterdam must
transmit a new port notification message to
SSN, cancelling the one sent previously, by
indicating that the next port of call is
“ZZCAN" and then ETA and ETD attributes

are not g|ve

The “next port of call” attribute cannot be
unknown (“ZZUKN"). The “next port of call”
attribute must only be the LOCODE of the
specific port of call or its dependent port’s
LOCODEs

5 not

ETA

0-1

DT

19

Date and time in ISO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of the estimated
time of arrival at next port of call. May only b
optional ifNextPortOfCallattribute value is
unknrewnZZCAN (this may only occur due to

a cancellation of a port notification message).

ETA<ETD in UTC

ETD

0-1

DT

19

Date and time in ISO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of the estimated
time of departure from next port of call (ETD
> ETA). May only be optional if
NextPortOfCallattribute value is-srkrewn
ZZCAN (this may only occur due to a
cancellation of a port notification message).

TotalPersonsOnBoard

Int

Total number of persditard 99999if
actually unknown.
Dots and commas are not allowed.

[0}
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Examp|e of a & C:\SafeSeaNet',MS255N_PORT_NOT_XML.zml (=3
normal port File Edit Wew Favorites Tools Help | =
. . \ = = { A Y i - i B e | & o
notification Q- @ - (3] (B (] Prsatr Sgraies | (3710 vl - P d 3
=7xml version="1.0" encoding="UTF-8" 7= T
- «MS25SN_Port_Not zmins="urn:eu.emsa.ssn">
<Header Yersion="1.6" MSRefld="PORT-NOT-Test-04653AB" SentAt="2007-12-16T06:23:27"
From="GRPIRO1" To="8SN" /=
- =Body:>
- =Motification=
=Yesselldentification IMONumber="7203699" MMSINumber="219303000"
CallSign="OW0AG" ShipMame="MARIA SOLTIN" />
<Moyagelnformation NextPortOfCall="NLAMS" ETA="2007-12-16T12:15:00" ETC="2007-
12-16T20:30:00" TotalPersonsOnBoard="12" /=
</Motifications
=/Body:=
</MS2SSH_Port_Mots :I
-
Ebone LT o )

A possible scenario for the above port notificattonld be the following:
= Avessel has left port of Lisbon and is bound fort pf Amsterdam. The master
of the ship must transmit to the port of Amsterdhmfollowing information:

« ETA: 16-Dec-07 at 12h15 (UTC)
= ETD: 16-Dec-07 at 20h30 (UTC)
= Total persones on board: 12

Continued on next page
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MS2SSN_Port_Not.xml message, Continued

Example of a
normal port
notification
(continued)

Cancellation of
a previous Port
Notification

Upon receiving this information, the port of Amstam sends the notification to
SSN using the XML message shown above.

The cancellation of a previous port notificatiormerely a new port notification for
which theNextPortOfCallattribute value could be unknown (“ZZCAN").

/2§ C:\M5255N_PORT_NOT_XML.xml =10O] x|
File Edit Wiew Favorites Tools Help | lf:' |
=

=?uml version="1.0" encoding="UTF-8" 7>
- «MSZ2SSM_Port_Mot xmlns="urn:eu.emsa.ssn"s»
<Header Yersion="1.6" MSRefld="PORT-NOT-8FRRUISO-9944UIND" SentAt="2007-07-
08T06:23:27" From="GRPIRO1" To="88N" />
- <Body:>
- =Motification:
<Yesselldentification IMONUmMber="9052862" MMSINUMber="538001779" />
<Voyagelnformation MextPortOfCall="ZZCAN" TotalPersonsOnBoard="99999" />
</Motifications
=/Body:=
</MS2SSH_Port_MNots

[ |
€] pone [T T T [Svycomputer

A possible scenario for the above « cancellatiofi @ port notification could be the
following:

A vessel has left port of Lisbon and is bound fort @f Amsterdam. The master
of the ship has informed the port of Amsterdam Wwhircturn has notified SSN
(previous example).

During his voyage, the master of the ship receives orders from his head
office. The new destination is now port of StockholUpon receiving this
information, the master of the ship has the ohlgato inform Amsterdam
about these changes but he has not obligation date his new port of
destination. In this case, Amsterdam must transmitew port notification
message (as shown above) to SSN, cancelling thesene previously, by
indicating that the next port of call is unknowhgtNextPortOfCallattribute is

“ZZCAN”" and then, theETAandETD attributes are not given).
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MS2SSN_Ship_Not.xml message

Introduction The MS2SSN_Ship_Not.xmImessage is sent by a Member State to SafeSeaNet in
order to notify SafeSeaNet about a vessel's voyamgecargo information. The ship
notification can be originally captured via a MRSAJS signal.

Notification
details Please refer to “Get Ship Notification Details"patge 95 for more details about how
to request / provide the detailed information alibig notification
Message The following table describes the XML message udeethe transaction.
description
Item Occ Type Len Description
Header 1 Header Node
Version 1 Text 3 SafeSeaNet request current ve(slosi)
Testld 0-1 Text 1-8 | Test Case identification. Ondgful for
testing.
MSRefld 1 Text 1-36| Reference number given by thgiral caller.
It will be inserted back by SafeSeaNet in the
MSRefldattribute of theSSN_Receipt.xml
response.
The MSRefld must be unique
SentAt 1 DT 19 Notification creation date and tit#O 8601
UTC format)
All the time/date related attributes are in UT|C.
If local time is used MS application has to
adjust the time in UTC.
From 1 Text 3-15| The name of the originator ofrtessage
(see p.45).
To 1 Text 3-15| The name of the recipient of thesagse
(‘'SSN").
Body 1 Body Node
AISNotification 0-1 Choice AISNotification element node. Not allowed
if MRSNotification specified
n
MRSNotification 0-1 | Choice MRSNotification element node. Not allowed
if AISNotification specified

Continued on next page
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MS2SSN_Ship_Not.xml message, Continued

AlSNotification The following table describes thASNotificationelement that must be used when

element the notification is of type AIS. Beside some mingifferences with the MRS
notification (e.g. Total number of persons on boanidsing), the major difference
resides in the fact that the details of the AlSfiwattion can only be provided as an
XML message (see “MS2SSN_Ship_Res.xml messageage 100) and not as a
document on a web server.

Item Occ Type Len Description
AlSNotification 0-1 Choice AlSNotification element node. Not allowed
if MRSNotification specified
Vesselldentification 1 Vesselldentificationelement node

No checking rules to be applied in the AIS
notification to keep the original information
and no reject messages.

IMONumber 0-1 Text 7 IMO number of the vessel. Maiadly if
MMSINumbemot given.

MMSINumber 0-1 Text 9 MMSI number of the vessel.ridatory if
IMONumbernot given.

Callsign 0-1 Text 1-7 | Call sign of the vessel

ShipName 0-1 Text 1-33 Name of the vessel

Voyagelnformation 1 AlSVoyagelnformationelement node
NextPortOfCall 1 Text 5 Location code of next pofrcall. May be

“ZZUKN" if unknown.
Considering the actual situation with the vasgt
majority of the AIS messages include the
actual name and not the Locode described |n
many different ways, the SSN Group decidgd
not to reject notifications containing more
than 5 characters in this attribute. Member
States requesting through the web will receive
the original content of the attribute. Member
States when requesting through the XML
these messages will receive ZZUKN.
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ETA 0-1 DT 19 Date and time in ISO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of the estimated
time of arrival at next port of call. May only
be optional ifNextPortOfCallattribute value
is unknown.

The NCA application should convert the AlS
date format (MMDDHHMM) into the ISO
format. As an example it could be done the
following way:

— SS should be 00

— YYYY should be the year the message
was sent provided the day/month are greatsd
than the day/month of the timestamp.
Otherwise it will be YYYY+1.

— Default values are month MM =0 day
DD =0, hour HH = 24, minutes MM = 60
are not compatible with ISO standards
Proposal:

— |f MM or DD has default value, ETA
shouldn't be provided

If HH or MM has default value, for the ETA
the following dummy has to be employed:

=

23:59:59.
ShipPosition 1 ShipPositionelement node
Longitude 1 Int Longitude in 1/10000 min. (+/- 188grees;

East = positive; West = negative; 181 = not
available). Examples:

181° (easty> 108600000

-180° (west)> -108000000

0°0'1" (east)> 167

4°20’ (easty> 2600000

Latitude 1 Int Latitude in 1/10000 min. (+/- 90giees;
North = positive; South = negative; 91 = not]
available)

91° (north)-> 54600000

-90° (south)> -54000000

0°0’1” (north) > 167

50°50’ (north)-> 30500000
Timestamp 1 DT 19 Date and time in ISO 8601 UT @riatr
(YYYY-MM-DDThh:mm:ss) of the ship
position reporting.

Continued on next page
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MS2SSN_Ship_Not.xml message, Continued

MRSNotificatio The following table describes thRSNotificationelement that must be used when

n element the notification is of type MRS. Beside some mirtbfferences with the AIS
notification (e.g. Total number of persons on baaahdatory), the major difference
resides in the fact that the details of the MRSfication could be provided as a
document on a web server.

ltem Occ Type Len Description
MRSNotification 0-1 Choice MRSNotification element node. Not allowed
if AISNotification specified
Vesselldentification 1 Vesselldentificationelement node

The message identifier attributes (IMO
number, MMSI, Call Sign, ship name) have [to
be checked against a reference ship databgse
IMONumber 0-1 Text 7 IMO number of the vessel. Maiadly if
MMSINumbemot given.

IMO number — IMO Res A.600 (15)- has to pe
checked if not existing in the reference
database.

MMSINumber 0-1 Text 9 MMSI number of the vessel.ridatory if
IMONumbernot given.

MID according to the ITU regulation.
Callsign 0-1 Text 1-7 | Call sign of the vessel

ShipName 0-1 Text 1-33 Name of the vessel
Upon SOLAS, chapter I, part B, regulation 15
"Form Certificates"”, "the particulars inserted
in the certificates shall be in Roman characters

and Arabic figures". (from “A” to "Z” and

from0to9
Voyagelnformation 1 MRSVoyagelnformationelement node
NextPortOfCall 1 Text 5 Location code of next pofrtalk-May-be
HZZI II(P IH if l"q Eqs A q

The MRS message has to comply with the UN
Locode list or with the agreed list of
waypoints (described in the ICD, chapter 8.8).

ETA 0-1 DT 19 Date and time in ISO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of the estimated
time of arrival at next port of calk—May-enly

be-optional-iNextPortOfCallattribute-value
is-unknown

Only optional if vessel's destination
(NextPortOfCall) is a waypoint, but
mandatory for destinations inside EU waters.

TotalPersonsOnBoard 1 Int Total number of persdrmard 99999if
actually unknown.
ShipPosition 1 ShipPositionelement node
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Longitude 1 Int Longitude in 1/10000 min. (+/- 1868grees;
East = positive; West = negative; 181 = not
available). Examples:

181° (eastj>» 108600000

-180° (west)}> -108000000

0°0'1" (east)> 167

4°20’ (easty> 2600000

Latitude 1 Int Latitude in 1/20000 min. (+/- 90gulees;
North = positive; South = negative; 91 = not
available)

91° (north)=> 54600000
-90° (south)> -54000000
0°0'1" (north)> 167
50°50’ (north)-> 30500000

Continued on next page
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MS2SSN_Ship_Not.xml message,

Continued

MRSNotification element(continued)

Item

Occ

Type

Len

Description

NotificationDetails

0-1

NotificationDetails element node.

= If not specified, that means the MRS
notification details can be obtained fron
the data provider in XML (see
“MS2SSN_Ship_Res.xml message” at
page 100)

= |f specified, that means the MRS
notification details is available as a
document on a web servesr{Details
must then be specified) or via a phone/fax
(ContactDetailanust then be specified).

UrlDetails

0-1

Choice

Element indicating the type and the url of
the document containing theMRS
notification details (if the data providemwill
store the document on a local web server).
Not allowed if ContactDetailsspecified.

Url

Uri

20-
256

Url of the document containing théRS
notification details. If SafeSeaNet receives a
request for getting detailed information about
this notification, it will use this url to
download the document. The Uri must start
with https://

DocType

Enum

Type of document format among the
following possible values:
DocType: DOC -> Extensions allowed: DOC,
DOT, RTF
DocType: HTML -> Extensions allowed:
HTM, HTML
DocType: PDF -> Extensions allowed: PDF
DocType: TXT -> Extensions allowed: TXT
DocType: XML -> Extensions allowed: XML
Extensions are case insensitive

ContactDetails

0-1

Choice

Element indicating the contact details to
obtain the notification details (if the data
providercan only provide the information
via phone or fax). Not allowed ifUrIDetails
specified.

LastName

Text

0-50

Last name of the contactqrer

FirstName

Text

0-50

First name of the contactpn.

LoCode

Text

Location code of the contact person

Phone

Text

1-20

Phone numbepuntry code includedf the
contact persorDnly numbers and the symba|
“+” are allowed. No spaces allowed between
characters

Fax

Text

1-20

Fax numbé&rountry code includedf the
contact persorDnly numbers and the symbd|
“+” are allowed. No spaces allowed between
characters
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EMail | 0-1 | Text | O—50| Email address of the contagspe. |

Continued on next page
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MS2SSN_Ship_Not.xml message,

Example of an
AIS ship
notification

Examples of an
MRS ship
notification

Continued

 C:\SafeSeaNet MG2GEN_SHIP_NOT_AIS_XML.xml

=10l ]

File Edit ‘iew Favorites Tools Help

T
i

J Back - -J - \ﬂ @ _h | /.__j Search \j"\'( Favorites €‘3| <]~ u___/' ,ﬁ] b _J @

q

<7rml wersion="1.0" encoding="UTF-8" 7=
- <MS2Z55M_Ship_Mot xmins="urn:eu.emsa.ssn">

From="GRPIRO1" To="88N" /=
- =Body=
- «alSHotifications
=Vescelldentification IMONUmber="0826543" /=
- =%oyagelnformation NextPortOfCall="GRPIR" ETA="2007-02-09T06:27:24">
<ShipPosition Latitude="-31222332" Timestamp="2007-02-09T08:27:24"
Longitude="44322323" />
</Moyagelnformation
</alSNotificationz
</Bodys=
=/MS255M_Ship_Mot=

<Header Yersion="1.6" MSRefld="SHIP-NOT-AI§-222" SentAt="2007-02-09T06:27:24"

|- |

||

|@ Done

[T T T [y Computer 4

Note that the AIS notification details can be rexiad by SSN to the data provider

only via theSSN2MS_Ship_Req.xméssage.

The following example illustrates a MRS natificatiorhich details can be requested

by SSN to the data provider via tB8N2MS_Ship_Req.xméssage:

+ SafeSeaNetiM5255N_SHIP_NOT_MRS_XML.xml

~loi x|

File Edit  Wiew Favorites  Tools Help

O O (AR D] o firenw @ - @

g3

<7rml version="1.0" encoding="UTF-8" 7>
- £MS255N_Ship_Not xmins="urn:eu.emsa.ssn">

From="GRPIRO1" To="8S8N" /=
- «Body>
- «<MRSMotificationz
<Yesselldentification IMONumber="7128899" CallSign="IPNP" />
- «%oyagelnformation NextPortOfCall="GRSAL" ET4="2007-02-09T07:37:00"
TotalPersonsOnBoard="35">
<ShipPosition Longitude="-7220333" Latitude="33059166" />
< MoyagelInformation:
</MRSMotification:
</Body=
=/MS2SSM_Ship_Mot>

<Header Yersion="1.6" MSRefld="SHIP-NOT-MRS-XML-35" Sentat="2007-02-09T06:38:09"

| v

|@ Daone

’_l_l_l_’_| -_J My Computer

N S

Continued on next page
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MS2SSN_Ship_Not.xml message, Continued

Examples of an The following example illustrates a MRS notificatiavhich details is available as a
MRS ship Word document and can be downloaded by SSN frorsgkeified url:

notification
(continued)

1\ GafeSeaNet\MS2SSN_SHIP_NOT_MRS_URL.xml N [=|

File Edit Wiew Favorites Tools Help | ,'

\_) Back - -J - \ﬂ \ELI _;\] ‘ /-j Search \l;n‘\'(Favorites {_‘3‘ <] = u_?,_ .ﬁ] < _] @ ﬁ »
|

<7aml wersion="1.0" encoding="UTF-8" 7>
- =ME5255N_Ship_Mot zmins="urn:eu.emsa.ssn">
<Header Wersion="1.6" MSRefld="SHIP-NOT-URL-88" SentAt="2007-02-09T06:27:24"
From="GRPIRO1" To="8SN" /=
- =Body:=
- <MRShotifications
<vesselldentification IMONUmber="0876543" />
- «<Voyagelnformation MextPortOfCall="GRPIR" ETA="2007-02-09T07:25:00"
TotalPersonsOnBoard="88"=
<ShipPosition Longitude="-39432000" Latitude="20135500" />
</Moyagelnformation:
- «MotificationDetails=
<lrDetails Url="https:/ /test.gov.com/static/files/details.pdf"
DocType="PDF" />
</MNotificationDetails=
< /MRSHotificationz
= /Body=
</ME5255MH_Ship_Mot>

=
|@ Done ’_ l_ ’_ ’_ l_ | ¢ My Computer 4

The following example illustrates a MRS noatificatiavhich details can only be
requested by phone or fax:

2 C:\5afeSeaNet',MS25SN_SHIP_NOT_MRS_CONT.xml P ] 39
File Edit ‘iew Favorites Tools  Help | (','
«7dml version="1.0" encoding="UTF-&" 7= ™
- =MS255N_Ship_Mot smilns="urn:eu.emsa.ssn">
<Header Yersion="1.6" MSRefld="SHIP-NOT-MRS-CONT-56" SentAt="2007-02-09T05:27:24"
From="GRPIROD1" To="88N" />
- <Body>
- <MRSMotification=
<Wesselldentification IMONumber="7203699" MMSINumber="219303000" CallSignh="0WO0OAG"
ShipMame="MARIA SOLTIN" />
- <Woyagelnformation MextPortOfCall="GRPIR" ETA="2007-01-29T06:25:00"
TotalPersonsCnBoard="16">
<ShipPosition Longitude="-39432000" Latitude="20135500" />
</Moyagelnformations
- <MotificationDetails=
=ContactDetails Phone="+3099565656" Fax="+3099565656" EMail="GRPIRO1®@nca.gr"
LoCode="GRPIR" /=
</MotificationDetails=
</MRSHotifications
</Body
=/MS255M_Ship_Mot= :I
|@ Done l_l_l_l_l_ :J My Computer v
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MS2SSN_Hazmat_Not.xml message

Introduction The MS2SSN_Hazmat_Not.xmimessage is sent by a Member State to SafeSeaNet
in order to notify SafeSeaNet that a given vesagies dangerous goods and that the
Member State owns some detailed information aliege dangerous goods.

This notification must ensure that the vessel arfktcargo, if dangerous and/or
polluting (PDG), are identified when transiting tlmugh EU waters. So, it must be
sent by the MS of the port of destination if thesgel is coming from a non EU port
(or unknown) and by the MS of the Port of departuifehe vessel is leaving an EU
port, regardless of her destination.

Message The following table describes the XML message ueethe transaction.
description
Item Occ Type Len Description
Header 1 Header Node
Version 1 Text 3 SafeSeaNet request current ve(slosi)
Testld 0-1 Text 1-8 | Test Case identification. Oudgful for
testing.
MSRefld 1 Text 1-36| Reference number given by thigiral caller.

It will be inserted back by SafeSeaNet in the
MSRefldattribute of theSSN_Receipt.xml
response.

The MSRefld must be unique

SentAt 1 DT 19 Notification creation date and titf2O 8601
UTC format)

All the time/date related attributes are in UTC.
If local time is used MS application has to
adjust the time in UTC.

For all hazmat notifications SentAt < ETA
Also, for all hazmat notifications the ETD <
ETA

A status message warning will be sent if
SentAt > ETD

From 1 Text 3-15| The name of the originator ofrtessage
(see p.45).

To 1 Text 3-15| The name of the recipient of thesage
(‘'SSN)).

Body 1 Body Node

Notification 1 Noatification element node(s). Only 1

element node might be given
Vesselldentification 1 Vesselldentificationelement node

The message identifier attributes (IMO
number, MMSI, Call Sign, ship nhame) have [to
be checked against a_reference ship database
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IMONumber

Text

IMO number of the vessel. Matudly if
MMSINumbemot given.
IMO number — IMO Res A.600 (15)- has to
checked if not existing in the reference
database.

MMSINumber

Text

MMSI number of the vesséMandatory if
IMONumbernot given.
MID according to the ITU regulation

Callsign

Text

Call sign of the vessel

ShipName

Text

Name of the vessel
Upon SOLAS, chapter |, part B, regulation ]

"Form Certificates", "the particulars inserted

5

in the certificates shall be in Roman characiers

and Arabic figures". (from “A” to "Z” and
fromOto 9

Voyagelnformation

Voyagelnformationelement node

NextPortOfCall

Text

“ ”

Location code of next port of call (even if
vessel goes outside EU) or the location coq
of the defined “waypoints” . Can be

“ZZUKN?" if the next port of call is unknown.

For vessel coming to an EU port from outsid
EU, the “next port of call” attribute cannot bq
“ZZUKN". The “next port of call” attribute

must be the LOCODE of this port of call (ne|

port of call) or its dependent port's LOCODH.

For vessels leaving a port of a MS the “next
port of call” attribute has to be checked
against the reference LOCODESs database
(waypoints LOCODEs included).

ETA

0-1

DT

19

Date and time in ISO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of the estimateg
time of arrival at next port of calk-May-enly
be-optionalifNextPortofCallattribute-value
is-unknown

If the vessel is leaving an EU port both ETD

(from this port) and the ETA (to the next poit,

regardless if it is EU or non EU) are
compulsory.

ETA should not be filled iii NextPortOfCall
attribute value is unknowor the defined

“waypoints”.

For vessel arriving at an EU port coming fo
outside EU, the ETA at the port of destinati
(EU port) cannot be unknown.

on

ETD

0-1

DT

19

Date and time in ISO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of the estimated
time of departurérom the loading port. May

onby-be-opticnaliNextPortGCall-attribute
value-isunknown.Can only be optional if the
vessel is arriving from a non EU port.

ETD<ETA
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TotalPersonsOnBoard

Int

Total number of persdrmard 99999if
actually unknown.
Dots and commas are not allowed.

Continued on next page
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MS2SSN_Hazmat_Not.xml message, Continued

Message descriptior{continued)

Item Occ Type Len Description
NotificationDetails 0-1 NotificationDetails element node.

= If not specified, that means the Hazmat
notification details can be obtained fron
the data provider in XML (see
“MS2SSN_Hazmat_Res.xml message” at
page 121)

= If specified, that means the Hazmat
notification details is available as a
document on a web servesr{Details
must then be specified) or via a phone/fax
(ContactDetailsmust then be specified).

UrlDetails 0-1 Choice Element indicating the type and the url of
the document containing the notification
details (if the data providerwill store the
document on a local web server). Not
allowed if ContactDetailsspecified.

Url 1 Uri 20- | Url of the document containing the

256 | notification details. If SafeSeaNet receives a
request for getting detailed information about
this notification, it will use this url to
download the document. The Uri must start
with https://

DocType 1 Enum Type of document format among the
following possible values:

DocType: DOC -> Extensions allowed: DOC,
DOT, RTF

DocType: HTML -> Extensions allowed:
HTM, HTML

DocType: PDF -> Extensions allowed: PDF
DocType: TXT -> Extensions allowed: TXT
DocType: XML -> Extensions allowed: XML
Extensions are case insensitive
ContactDetails 0-1 Choice Element indicating the contact details to
obtain the notification details (if the data
providercan only provide the information
via phone or fax). Not allowed ifUrIDetails

specified.
LastName 0-1 Text 0-5¢0 Last name of the contactqrer
FirstName 0-1 Text 0-50, First name of the contacspn
LoCode 1 Text 5 Location code of the contact person
Phone 1 Text 1-20] Phone number (country code iredydf the

contact person. Only numbers and the symbol
“+” are allowed.No spaces allowed between
characters

Fax 1 Text 1-20| Fax number (country code includddhe
contact person. Only numbers and the symbol
“+” are allowed.No spaces allowed between
characters

EMail 0-1 Text 0-50 | Email address of the contagspas.
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MS2SSN_Hazmat_Not.xml message,

Continued

Message descriptior{continued)

ltem Occ Type Len

Description

CargoManifest 1

CargoManifestelement node. The cargo
manifest should be available as a documen
on a web server rIDetails must then be
specified) or via a phone/fax ContactDetails
must then be specified).

UrlDetails 0-1 Choice

Element indicating the type and the url of
the document containing the cargo manifes
(if the data providemwill store the document
on a local web server). Not allowed if
ContactDetailsspecified.

Url 1 Uri 20-
256

Url of the document containing the cargo
manifest. If SafeSeaNet receives a request
getting the cargo manifest, it will use this ur

for

to download the document. The Uri must start

with https://

DocType 1 Enum

Type of document format among the
following possible values:

DocType: DOC -> Extensions allowed: DOC

DOT, RTF

DocType: HTML -> Extensions allowed:
HTM, HTML

DocType: PDF -> Extensions allowed: PDF
DocType: TXT -> Extensions allowed: TXT
DocType: XML -> Extensions allowed: XML
Extensions are case insensitive

4l

ContactDetails 0-1 Choice

Element indicating the contact details to
obtain the cargo manifest (if thedata
providercan only provide the information
via phone or fax). Not allowed ifUrIDetails
specified.

LastName 0-1 Text 0-50

Last name of the contactqrer

FirstName 0-1 Text 0-50

First name of the contacspn

LoCode 1 Text 5

Location code of the contact person

Phone 1 Text 1-20

Phone number (country code iedudf the
contact person. Only numbers and the symt
“+" are allowed.No spaces allowed between
characters

pol

Fax 1 Text 1-20

Fax number (country code includgdhe
contact person. Only numbers and the symt
“+" are allowed.No spaces allowed between
characters

pol

EMail 0-1 Text 0-50

Email address of the contagspas.

Continued on next page
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MS2SSN_Hazmat_Not.xml message, Continued

Examples The following example illustrates a Hazmat notifica which details can be
requested by SSN to the data provider viaSB&N2MS_Hazmat Req.xméssage.
The CargoManifestelement indicates that the cargo manifest is abkilas a PDF
document and can be downloaded by SSN from thefigukarl.

v SafeSeaNet,M5255M_HAZMAT_NOT_CARG_URL_XML.xml o] x|
File Edit Wiew Favorites Tools: Help | e
o o e T \ﬂ \ELI :. | /.\'Searth 'iﬁ?'Favorites {3{| = -,; W] - _] @ ﬁ ‘3
Address | Cii5afeSealatiMI2SSMH_HAZMAT _MOT_CARG_URL_SML.xml j = Go

=
<tuml version="1.0" encoding="UTF-8" 7= =
- «MS25SH_Hazmat_Mot xmlns="urn:eu.emsa.ssn">
<Header Yersion="1.6" MS5Refld="HAZMAT-NOT-CARG-5454" Sentat="2007-01-
30T06:28:56" From="GRPIRD1" To="88N" />
- <Body=
- <Motification=
<Messelldentification IMONUmber="9876543" /=
<Moyagelnformation MextPortOfCall="GRPIR" ETA="2007-01-30T06:28:00"
ETD="2007-01-30T08:28:00" TotalPersonsOnBoard="54" /=
- =CargoManifests>
<UrlDetails Url="https:/ ftest.gov.com/static/files /test_file.pdf"
DocType="PDF" />
</CargoManifest>
< /Motificationz
</Body =
</MS255M_Hazmat_MNotz :I
-
[@lome T [ Gonpter 7

The following example illustrates a Hazmat notifica which details is available as
a Word document and can be downloaded by SSN fherspecified url:

#\SafeSeaNet\MS2SSN_HAZMAT_NOT_CARG_URL_URL.xml -of x|
File: Edit ‘iew Favorites Tools Help | =
B N A % 5 S U ; — r L g
W Beck - ) T \ﬂ igl _l\l | Vi ! Search -;f_"\s- Favarites €?| el | - _l @ ﬁ ﬁ
Address |ffgh C:\SafeseatetM5255N_HAZMAT_NOT_CARG_URL_URL sl =l Go
=

=7xml version="1.0" encoding="UTF-8" 7= T
- «MS255SN_Hazmat_Mot zmilns="urn:eu.emsa.ssn"s>
<Header Yersion="1.6" MSRefld="HAZMAT-NOT-CARG-5454" SentAt="2007-01-30T06:28:56"
From="GRPIRO1" To="8SN" /=
- =Body:>
- =Motification>
<vesselldentification IMOMNumber="9876543" />
<Woyagelnformation NextPortOfCall="GRSAL" ETA="2007-01-30T06:28:00" ETC="2007-01-
30T08:28:00" TotalPersonsOnBoard="54" /=
- =MatificationDetails>
=UrlDetails Url="https:/ ftest.gov.com/static/files /test_file_D.doc"
DocType="DOC" /=
< /MotificationDetailss
- =CargoManifest>
=UrlDetails Url="https://test.gov.com/static/files/test_file_CM.doc"
DocType="DOC" /=
=/CargoManifest>
</Motificationz
=/Body=
</MS2SSM_Hazmat_Mots LI

|.ﬂ Dione ’_ ’_ ’_ ’_ ’_ | J Iy Computer

B

Continued on next page

17-04-2008 - Page 80



SafeSeaNet - EMSA
XML Messaging Reference Guide - Version 1.65

MS2SSN_Hazmat_Not.xml message, Continued

Examples The following example illustrates a Hazmat notifica which details can only be
(continued) requested by phone or fax:

SafeSeaMNet',M5255N_HAZMAT_NOT_CARG_CONT_CONT.kml _ o] x|
File Edit Miew Favorites Tools  Help | :,'

|»

=?uml version="1.0" encoding="UTF-8" 7>
- «MS2SSM_Hazmat_MNot zmins="urn:eu.emsa.ssn">
=Header Yersion="1.6" MSRefld="HAZMAT-NOT-CONT-CARG-57" SentAt="2007-12-09T06:28:56"
From="GRPIRD1" To="88N" /=
- <Body>
- <Motification=
<vesselldentification IMOMUmber="7203699" MMSINumber="219303000" CallSign="0OWOABG"
ShipMarme="MARIA SOLTIN" /=
<Moyagelnformation NextPortOfCall="PTLIS" ETA="2007-12-09T06:28:00" ETD="2007-12-
10T08:28:00" TotalPersonsOnBoard="54" /=
- <MotificationDetails>
<ContactDetails Phone="+3032222222" Fa:="+303222222" LoCode="GRPIR" /=
=/MotificationDetails:=
- =CargoManifests
<ContactDetails Phone="+3032222222" Fax="+303222222" LoCode="GRPIR" />
«/CargaManifests
</MNotification=

</Body=
</MS255M_Hazmat_Mots :I
|@ Done ’_ ’_ ’_ ’_ ’_ :J My Computer &
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MS2SSN_Security Not.xml message

Introduction The MS2SSN_Security_Not.xmImessage is sent by a Member State to SafeSeaNet

in order to notify SafeSeaNet that the Member States some detailed security
information about a given vessel.

Note The security message was initially in the list &\Smessages but after launching
the discussion on reviewing the content of the sBcunessage in order to
harmonise it with the relevant decisions of the MBEC Committee, some Member
States expressed concerns about the inclusioredeburity message into SSN. The
COSS Committee discussed on the issue but tillepteso final decision has been
taken and therefore the inclusion of the securggsage into SSN is still pending.

Message The following table describes the XML message ueethe transaction.
description
Item Occ Type Len Description
Header 1 Header Node
Version 1 Text 3 SafeSeaNet request current ve(slosi)
Testld 0-1 Text 1-8 | Test Case identification. Oudgful for
testing.
MSRefld 1 Text 1-36| Reference number given by thgiral caller.
It will be inserted back by SafeSeaNet in the
MSRefldattribute of theSSN_Receipt.xml
response.
SentAt 1 DT 19 Notification creation date and titf2O 8601
UTC format)
From 1 Text 3-15| The name of the originator ofrtessage
(see p.45).
To 1 Text 3-15| The name of the recipient of thesage
(‘'SSN).
Body 1 Body Node
Notification 1 Noatification element node(s). Only 1
element node might be given
Vesselldentification 1 Vesselldentificatiorelement node
IMONumber 0-1 Text 7 IMO number of the vessel. Matudly if
MMSINumbemot given.
MMSINumber 0-1 Text 9 MMSI number of the vessel.ridatory if
IMONumbernot given.
CallSign 0-1 Text 1-7 | Call sign of the vessel
ShipName 0-1 Text 1-33 Name of the vessel

Continued on next page
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MS2SSN_Security Not.xml message,

Continued

Message descriptior{continued)

Item

Occ

Type

Len

Description

NotificationDetails

0-1

NotificationDetails element node.

= If not specified, that means the Security
notification details can be obtained fron
the data provider in XML (see
“MS2SSN_Security Res.xml message”
page 139)

= |f specified, that means the Security
notification details is available as a
document on a web servesr{Details

at

must then be specified) or via a phone/fax

(ContactDetailanust then be specified).

UrlDetails

0-1

Choice

Element indicating the type and the url of
the document containing the notification
details (if the data providerwill store the
document on a local web server). Not
allowed if ContactDetailsspecified.

Url

Uri

20-
256

Url of the document containing the

notification details. If SafeSeaNet receives a
request for getting detailed information about

this notification, it will use this url to
download the document. The Uri must start
with https://

DocType

Enum

Type of document format among the
following possible values:

DocType: DOC -> Extensions allowed: DOC

DOT, RTF

DocType: HTML -> Extensions allowed:
HTM, HTML

DocType: PDF -> Extensions allowed: PDF
DocType: TXT -> Extensions allowed: TXT
DocType: XML -> Extensions allowed: XML
Extensions are case insensitive

ContactDetails

0-1

Choice

Element indicating the contact details to
obtain the notification details (if the data
providercan only provide the information
via phone or fax). Not allowed ifUrIDetails
specified.

LastName

0-1

Text

0-50

Last name of the contactqrer

FirstName

0-1

Text

0-50

First name of the contacspn

LoCode

Text

Location code of the contact person

Phone

Text

1-20

Phone number (country code iedudf the
contact person. Only numbers and the symt
“+" are allowed.No spaces allowed between
characters

pol

Fax

Text

1-20

Fax number (country code includgdhe
contact person. Only numbers and the symt
“+” are allowed.No spaces allowed between
characters

Dol

EMail

0-1

Text

0-50

Email address of the contagspa.
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MS2SSN_Security Not.xml message, Continued

Example

a C:\SafeSeaNet’MS255N_SECURITY_NOT _XML.xml = I Dlll

File Edit View Favorites Tools Help | l's.

\_) Bech J i u igl h | ).“}Sea_r'ch ‘i'f‘\'{'FaVorites {:‘§| _v .’I; |ﬂ] - __J @ ﬁ '3

=7uml version="1.0" encoding="UTF-8" 7=
- =MS255MN_Security_MNot zmins="urn:eu.emsa.ssn">
<Header Yersion="1.6" MSRefld="SECURITY_NOT_XML_69" SentAt="2007-02-09T09:30:15"
From="GRPIRO1" To="8SSN" />
- <Body>
- <MNotification=
<vesselldentification IMONumber="9876543" /=
</Motifications
</Body>
=/MS25SH_Security_Not>

Address | Ci|SafeSealet\M5255M_SECURITY _NOT ML, xml = Go
=

<

|@ Done ’_ ’_ l_ ’_ ’_ | j Iy Computer

SN

The NotificationDetailselement indicates that the notification detailavailable a:
Word document and can be downloaded by SSN frorsgkeified url.

7]

a
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MS2SSN_Alert Not.xml message

Introduction The MS2SSN_Alert_Not.xml message is sent by a Member State to SafeSeaNet in
order to notify SafeSeaNet that the Member Statdshsome information about a
specific incident type.

Types of The following types of incidents are supported byeSeaNet:
Incident
Incident Type Description
SITREP Situation report
POLREP Pollution report
Waste Waste reporting alert
Lost/found Containers
Others Any other one not in the above list
Message The following table describes the XML message udeethe transaction.
description
Item Occ | Type Len Description
Header 1 Header Node
Version 1 Text 3 SafeSeaNet request current ve(slosi)
Testld 0-1 Text 1-8 | Test Case identification. Omégful for testing.
MSRefld 1 Text 1-36| Reference number given by thgiral caller.

It will be inserted back by SafeSeaNet in the
MSRefldattribute of thesSN_Receipt.xml
response.

The MSRefld must be unique

SentAt 1 DT 19 Notification creation date and ti(t#O 8601
UTC format)

All the time/date related attributes are in UTC|
If local time is used MS application has to
adjust the time in UTC.

From 1 Text 3-15| The name of the originator ofrieessage (see
p.45).
To 1 Text 3-15| The name of the recipient of thesage
(‘'SSN").
Body 1 Body Node

Incident 1 Incident element node(s). Only 1 element
node might be given
Type 1 Enum Type of the incident notification amgdhe
following possible values:
= SITREP
= POLREP
=  Waste
» LostFoundContainers
= Others

Continued on next page
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MS2SSN_Alert Not.xml message, Continued

Message descriptior{continued)

Item Occ Type Len Description

Vesselldentification 0-1 Choice Vesselldentificationelement node.
Mandatory if vessel identified. Not allowed
if Contactldentificationgiven.

The message identifier attributes (IMO
number, MMSI, Call Sign, ship name) have [to
be checked against a reference ship database

IMONumber 0-1 Text 7 IMO number of the vessel. Maiadly if
MMSINumbemot givenIMO number — IMO
Res A.600 (15)- has to be checked if not
existing in the reference database.

MMSINumber 0-1 Text 9 MMSI number of the vessel.ndatory if
IMONumbernot given.

MID according to the ITU regulation
Callsign 0-1 Text 1-7 | Call sign of the vessel

ShipName 0-1 Text 1-33 Name of the vessel
Upon SOLAS, chapter I, part B, regulation [L5
"Form Certificates", "the particulars inserted
in the certificates shall be in Roman characters
and Arabic figures". (from “A” to "Z” and
from0to9

Contactldentification 0-1 Choice Contactldentificationelement node.
Mandatory if vessel not identified. Not

allowed if Vesselldentificationgiven.

MaritimeAuthority 1 Text 1-50( Name of the Maritindeithority
LoCode 1 Text 5 Location code of the Maritime Auiho
Phone 1 Text 0-20] Phone number (country code iedudf the

Maritime Authority. Only numbers and the
symbol “+" are allowedNo spaces allowed
between characters

Fax 1 Text 0-20| Fax number (country code includgdhe
Maritime Authority. Only numbers and the
symbol “+" are allowedNo spaces allowed
between characters

Email 0-1 Text 0-50| Email address of the Maritimatiority

IncidentDetails 0-1 IncidentDetailselement node.

= If not specified, that means the incident
details can be obtained from the data
provider in XML (see
“MS2SSN_Alert Res.xml message” at
page 153)

= |If specified, that means the incident
details is available as a document on a
web serverriDetails must then be
specified) or via a phone/fax
(ContactDetailanust then be specified).
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UrlDetails

0-1

Choice

Element indicating the type and the url of
the document containing the notification
details (if the data providerwill store the
document on a local web server). Not
allowed if ContactDetailsspecified.

Url

Uri

20-
256

Url of the document containing the incident
details. If SafeSeaNet receives a request fof
getting detailed information about this
incident, it will use this url to download the
document. The Uri must start withtps://

Continued on next page
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MS2SSN_Alert Not.xml message, Continued

Message descriptior{continued)

Item

Occ Type Len Description

DocType 1 Enum Type of document format among the

following possible values:
DocType: DOC -> Extensions allowed: DOC,
DOT, RTF

DocType: HTML -> Extensions allowed:
HTM, HTML

DocType: PDF -> Extensions allowed: PDF
DocType: TXT -> Extensions allowed: TXT
DocType: XML -> Extensions allowed: XML
Extensions are case insensitive

ContactDetails 0-1 Choice Element indicating the contact details to

obtain the incident details (if thedata
providercan only provide the information
via phone or fax). Not allowed ifUrIDetails
specified.

LastName 0-1 Text 0-50 Last name of the contactqrer

FirstName 0-1 Text 0-50/  First name of the contacspn

LoCode 1 Text 5 Location code of the contact person

Phone 1 Text 1-20 Phone number (country code iecdudf the

contact person. Only numbers and the symbol
“+” are allowed.No spaces allowed between
characters

1 Text 1-20| Fax number (country code includddhe
contact person. Only numbers and the symbol
“+" are allowed.No spaces allowed between
characters

EMail 0-1 Text 0-50 | Email address of the contagspa.

Example of an
alert for an
identified ship

i} C:\SafeSeaNet'|M5255N_ALERT_NOT_VESSIDENT_WASTE_XML xml ] 4]
File Edit ‘“iew Favorites Tools  Help | ;','
X L] — n N 5
\_)Back > B d \ELI A Pe ! Search \;\7 Favirites €f| = W] - @ ﬁ f‘i
=
<7uml version="1,0" encoding="UTF-8" 7=
- =MS2SSH_Alert_Mot zmlns="urn:eu.emsa.ssn">
<Header Yersion="1.6" MSRefld="ALERT-NOT-VESSIDENT-WASTE-XML-32" SentAat="2007-
02-12T06:31:21" From="GRPIRD1" To="8SN" /=
- <Body=
- <Incident Type="Waste">
<vesselldentification IMONumber="9020132" MMSIMNumber="470335000" /=
=/Incidents
</Body>
</MS2ZSSH_Alert_ Mot
|@ Done ’_l_l_l_’_| J Ity Computer 4

As thelncidentDetailselement is not specified, that means that thederdi details
can be requested by SSN to tth@ta providerusing theSSN2MS_Alert Req.xml

message.

Continued on next page
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MS2SSN_Alert Not.xml message, Continued

Examp|e of an 4} C:\5afeSeaNet’M5255N_ALERT_NOT_CONTIDEMT_POLREP_URL.zml =101 x|
alert for an File Edit Wiew Favortes Tools Help | l?
. o 1 | A G’ e . A S 1A | . &
unknown Sh|p € i D B \ﬂ @ gl | -/ Search 5 ¢ Favarites {-:’{| = |#] = __'] @ ﬁ i
address [[fh CiiSafeSeanietiMS25SH_ALERT_NOT_CONTIDENT_POLREP_LRL sal s | Go

<7xml version="1.0" encoding="UTF-8" 7>
- =MSZ2SSH_Alert_Mot zmins="urn:eu.emsa.ssn">
<Header Yersion="1.6" MSRefld="ALERT-NOT-CONT-565" SentAt="2007-02-01T12:14:13"
From="GRPIRO1" To="88SN" />
— <Body=
- <Incident Type="POLREP">
zContactldentification Maritimeauthority="Maritime Ath xyz" LoCode="GRATH"
Phone="+323333333" Fax="+323232323" EMail="wyz@yahoo.com" />
- «IncidentDetails=
<UrlDetails Url="https:f/test.gov.com/static/sample_file.doc" DocType="DOC" />
</IncidentDetails>
</Incident=
</Body=
</MS2SSM_Alert_Not>

=l
[&] pone [ [ [ my Computer 4

The Contactldentificatiorelement gives the coordinates of the maritimea@itih
holding the alert details.

ThelncidentDetailselement indicates that the incident details iglabke as a Word
document and can be downloaded by SSN from thefigukarl.
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Section 3.4 - Get Port Notification Details

Overview

Introduction A Member State may ask SafeSeaNet to get the atgsnotification details for a
given vessel. Such service is implemented by exgihgndifferent XML messages
between thelata requesteand the SafeSeaNet system.

The messages are used by the “Information Requeiséss (see page 35)
This section describes the different XML messagesiged for this transaction.

General flow of The following figure outlines the expected aynclmas flow of XML messages

the XML related to this SafeSeaNet XML transaction. You matjce that, as SafeSeaNet has

messages all the port notification details in its databasstofed when receiving the
MS2SSN_Port_Not.xmmotification message from thdata provide), there is no
need to ask théata providerfor the details.

NCA_A (Data Requester) | | SafeSeaNet NCA_B (Data Provider)

MS2SSN_Port _Req

ACK(HTTP 202 return code)

SSN_Recei pt

SSN2MS_Port _Res

d
ACK (HTTP 202 return code)

...................................... .>
Contents This section contains the following topics:
Topic See Page
MS2SSN_Port_Reg.xml message 91
SSN2MS Port_Res.xml message 93
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MS2SSN_Port_Reqg.xml message

Introduction TheMS2SSN_Port_Req.xmimessage is sent by a Member Stdtgg requestgrto
SafeSeaNet in order to request the latest porficaiton details about a given

vessel.

Please note that such kind of XML requeBtSRSSN_<SSN_Tx_ Type> Req)xml
and its corresponding XML responseSN2MS_<SSN_Tx_Type>_Res)xshiould
only be implemented by a Member State if it wantdavelop its ownlata requester
interface instead of using the default browser-Baseb interface supplied by SSN.

Message The following table describes the XML message udeethe transaction.
description
Item Occ | Type Len Description
Header 1 Header Node

Version 1 Text 3 SafeSeaNet request current ve(slosi)

Testld 0-1 Text 1-8 | Test Case identification. Omégful for testing.

MSRefld 1 Text 1-36| Reference number given by thgiral caller.

It will be inserted back by SafeSeaNet in the
MSRefldattribute of thesSN2MS_Port_Res.xm
response.

The MSRefld must be unique

SentAt 1 DT 19 Request creation date and time @8@L UTC
format) All the time/date related attributes are|in
UTC. If local time is used MS application has|to
adjust the time in UTC.

TimeoutValue 1 Int Timeout value (in seconds) aading when the
request should be considered as expired and
must not be processed.

From 1 Text 3-15| The name of the originator ofiiessage (see
p.45).

To 1 Text 3-15| The name of the recipient of thesagse
(‘'SSN").

Body 1 Body Node
SearchCriteria 1 SearchCriteriaelement node(s). Only 1
element node might be given
IMONumber 0-1 Text 7 IMO number of the vessel. Matudly if
MMSINumbemot given.
MMSINumber 0-1 Text 9 MMSI number of the vessel.ridatory if

IMONumbernot given.

Continued on next page
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MS2SSN_Port_Reqg.xml message, Continued

=loix
| & |

Exam p I e a CsafeSeaNet'\M5255M_PORT_REQ_XML.xml
File Edt ‘“iew Favorites Tools Help

<7uml version="1.0" encoding="UTF-8" 7>
- =55 MS25SN_Port_Req #mins:ssn="urn:eu.emsa.ssn">
<3sn:Header To="88N" TimeoutvYalue="60" MSRefld="PORT-REQ--Test-029182K1"
From="GRPIRO1" “ersion="1.6" SentAt="2008-02-26T16:30:00" /=
- <ssnBodys
<osm: SearchCriteria IMOMUmMber="7203699" /=
</ssn:Body =
/55N MS25SM_Port_Req=

=
|@ Done l_’_’_’_’_| J My Computer i

This request means that the data requester askS@3Me detailed information of
the latest port notification received for the vésshich IMO# is 7325526. The
TimeoutValueattribute indicates that the data requester egpéxtreceive the
SSN2MS_Port_Res.xnmglsponse message within 60 seconds.
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SSN2MS_Port_Res.xml message

Introduction The SSN2MS_Port_Res.xmlmessage is the response sent by SafeSeaNet to a
Member Statedata requestgrrequesting the latest port notification detaibs &
given vessel.

Please note that such kind of XML responS&N2MS_<SSN_Tx_Type>_ Res)xml
and its corresponding XML requedi$2SSN_<SSN_Tx_Type>_Req)xshould
only be implemented by a Member State if it wantdavelop its ownlata requester
interface instead of using the default browser-ageb interface supplied by SSN.

Message The following table describes the XML message udeethe transaction.
description
Item Occ | Type Len Description
Header 1 Header Node
Version 1 Text 3 SafeSeaNet request current ve(slosi)
Testld 0-1 Text 1-8 Test Case identification. Oudgful for
testing.
MSRefld 1 Text 1-36 Reference number given by tilkec (data

requester) in the original
MS2SSN_Port Req.xmdquest.

SSNRefld 1 Uuid 1-36 Reference number given byShfeSeaNet.
SentAt 1 DT 19 Response creation date and time 8811
UTC format)
From 1 Text 3-15 | The name of the originator ofessage
(‘'SSN).
To 1 Text 3-15 | The name of the recipient of thesage (see
p.45).
StatusCode 1 Enum Global status code. See p.5ibsible
values.
StatusMessage 0-1 Text 0-25p  Global status message
Body 0-1 Body Node (only optional when
StatusCode”InvalidFormat”)
SearchCriteria 1 SearchCriteriaelement node(s).
IMONumber 0-1 Text 7 From originMS2SSN_Port_Req.xmdquest
MMSINumber 0-1 Text 9 From origindS2SSN_Port_Req.xmdquest
PortNotificationDetails 0-1 PortNotificationDetailselement node.
Optional if StatusCode <> Found
SentAt 1 DT 19 Date and time (ISO 8601 UTC format)

indicating when the notification has been
notified to safeSeaNet.

From 1 Text 3-15 | The name of the sender (data gesyof the
notification (see p.45).

Continued on next page
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SSN2MS_Port_Res.xml message, Continued

Message descriptior{continued)

Item Occ | Type Len Description
Vesselldentification 1 Vesselldentificationelement node

IMONumber 0-1 Text 7 IMO number of the vessel. Matoy if
MMSI number is lacking.

MMSINumber 0-1 Text 9 MMSI number of the vessel.ndatoy if
IMO number is lacking.

CallSign 0-1 Text 1-7 Call sign of the vessel

ShipName 0-1 Text 1-35 Name of the vessel

Voyagelnformation 1 Voyagelnformationelement node

NextPortOfCall 1 Text 5 Location code of next pafrtall. May be
“ZZCAN” if unknown.

ETA 0-1 DT 19 Date and time in ISO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of the estimated
time of arrival at next port of call. May only
be optional ifNextPortOfCallattribute value
is unknown.

ETD 0-1 DT 19 Date and time in ISO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of the estimated
time of departure from the next port of call.
May only be optional iNextPortOfCall
attribute value is unknown.

TotalPersonsOnBoard 1 Int Total number of persditard 99999if
actually unknown.

Example | 2 C:\SafeSeaNetMS255N_PORT_RES_XMLxml =1oixl
i File Edit ‘“iew Favortes Tools  Help | ﬂ'
: <?uml version="1.0" encoding="UTF-8" standalone="yes" 7> —
- «55M2MS_Port_Res xmins="urn:eu.emsa.ssn">
<Header StatusCode="0K" SSNRefld="30506618109182954" MSRefld="PORT-REQ--Test-
029182K1" Yersion="1.6" To="GRPIRO1" SentAt="2008-02-26T14:00:16" From="88N" />
- <Body=
<SearchCriteria IMONumber="7203699" /=
- <PortMotificationDetails SentAt="2008-02-26T13:58:10" From="8SNADMIN">
<Vesselldentification ShipMame="MARIA SOLTIN" CallSign="OWOAG"
MMSIMUmMber="219303000" IMONumber="7203699" /=
<Woyagelnformation ETD="2008-02-26T21:00:00" TotalPersonsOnBoard="12"
MextPortOfCall="GRSAL" ETA="2008-02-26T13:58:10" />
</PortMotificationDetailss
=/Body=
</5SN2MS_Port_Res> ZI
|@ Done l_l_l_l_’_| ¢ My Computer 4
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Section 3.5 - Get Ship Noaotification Details

Overview

Introduction A Member State may ask SafeSeaNet to get the Islgstnotification details for a
given vessel. Such service is implemented by exgihgndifferent XML messages
between thelata requesterthe SafeSeaNet system anddiaéa provider

The messages are used by the “Information Requeiséss (see page 35)

This section describes the different XML messagesiged for this transaction.

General flow of The following figure outlines the expected aynclmas flow of XML messages

the XML related to this SafeSeaNet XML transaction (assgrtie data provider is able to

messages talk XML with SafeSeaNet - please refer to “DataRder capabilities” at page 30
for more details):

NCA_A (Data Requester) | | SafeSeaNet NCA_B (Data Provider)

MB2SSN_Shi p_Req

»
|

SSN_Recei pt

SSN2MS_Shi p_Req

»

ACK (HTTP 202 return code)

____________________________________ ’
SSN_Recei pt
SSN2Ms_Shi p_Res
iCK (HTTP 202 return code)
________________________________________ >
Contents This section contains the following topics:
........................................ »Topic See Page

MS2SSN_Ship_Req.xml message 96

SSN2MS_Ship_Req.xml message 98

MS2SSN_Ship_Res.xml message 100

SSN2MS_Ship_Res.xml message 109
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MS2SSN_Ship_Reg.xml message

Introduction TheMS2SSN_Ship_Reqg.xmmessage is sent by a Member Stdedg requestgrto
SafeSeaNet in order to request the latest shidicadion details about a given

vessel.

Please note that such kind of XML requeBtSRSSN_<SSN_Tx_ Type> Req)xml
and its corresponding XML responseSN2MS_<SSN_Tx_Type>_Res)xshiould
only be implemented by a Member State if it wantdavelop its ownlata requester
interface instead of using the default browser-Baseb interface supplied by SSN.

Message The following table describes the XML message udeethe transaction.
description
Item Occ | Type | Len Description
Header 1 Header Node

Version 1 Text 3 SafeSeaNet request current ve(siofi)

Testld 0-1 Text 1-8 | Test Case identification. Ombgful for testing.

MSRefld 1 Text| 1-36| Reference number given by ttigirmal caller.

It will be inserted back by SafeSeaNet in the
MSRefldattribute of theSSN2MS_Ship_Res.xm
response.

The MSRefld must be unique

SentAt 1 DT 19 Request creation date and time @8@L UTC
format)

All the time/date related attributes are in UTC]
If local time is used MS application has to
adjust the time in UTC.

TimeoutValue 1 Int Timeout value (in seconds) @ading when the
request should be considered as expired and
must not be processed.

From 1 Text The name of the originator of the message (s

3-15 | p.45).

To 1 Text | 3-15( The name of the recipient of thesags

(‘'SSN).
Body 1 Body Node
SearchCriteria 1 SearchCriteriaelement node(s). Only 1
element node might be given
IMONumber 0-1 Text 7 IMO number of the vessel. Matoady if
MMSINumbemot given.
MMSINumber 0-1 Text 9 MMSI number of the vessel.rndatory if

IMONumbernot given.

Continued on next pa
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MS2SSN_Ship_Reqg.xml message,

Example

Continued

SafeSeaNet ,M5255N_SHIP_REQ_AIS_XML.xml =
File Edit ‘iew Favorites Tools  Help | A
<Tuml version="1.0" 7=
- «MS255M_Ship_Req xmlns="urn:eu.emsa.ssn">
<Header Yersion="1.6" MSRefld="SHIP_REQ_AIS_01213" SentAt="2005-12-01T22:00:00"
From="GRPIROD1" To="88N" Timeout¥alue="60" /=
- <Body>
«SearchCriteria IMONUmber="98726543" /=
</Body>
</MS2S5M_Ship_Reqg=
|@ Done l_l_l_l_l_ 4 My Computer
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SSN2MS_Ship Req.xml message

Introduction The SSN2MS_Ship_Req.xmimessage is sent by SafeSeaNet to the Member State
owning the Ship notification detaildgta provide) in order to request the latest Ship
notification details about a given vessel.

This message is used by SafeSeaNet when receivid@265SN_Ship_Req.xml
message coming fromdata requesteand when SafeSeaNet has identified that the
data provider(i.e. the owner of the notification details) islealbo talk XML with
SafeSeaNet (please refer to “Data Provider caialsiliat page 30 for more details).

Please note that such kind of XML requeSEN2MS_<SSN_Tx_Type>_Req)xml
and its corresponding XML respondd32SSN_<SSN_Tx_Type>_ Res)xmlst be
implemented by a Member Statata providej in order to supply the natification
details in XML format.

Message The following table describes the XML message udeethe transaction.
description
Item Occ | Type | Len Description
Header 1 Header Node
Version 1 Text 3 SafeSeaNet request current ve(slosi)
Testld 0-1 Text 1-8 | Test Case identification. Ombgful for testing.
SSNRefld 1 Uuid| 1-36| Reference number given byShfeSeaNet.

>

It must inserted later by the NCA application i
the SSNRefldttribute of the
MS2SSN_Ship_Res.xmsponse and will be
used for correlation when SafeSeaNet will
receive the response from the NCA applicatign.

5

SentAt 1 DT 19 Request creation date and time @8@L UTC
format)
TimeoutValue 1 Int Timeout value (in seconds) aading when the

request should be considered as expired and
must not be processed

From 1 Text| 3-15| The name of the originator of tessage
(‘'SSN").
To 1 Text | 3-15| The name of the recipient of thesags (see
p.45).
Body 1 Body Node
SearchCriteria 1 SearchCriteriaelement node.
IMONumber 0-1 Text 7 IMO number of the vessel. Maiadly if
MMSINumbemot given.
MMSINumber 0-1 Text 9 MMSI number of the vessel.ndatory if

IMONumbernot given.

Continued on next page
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SSN2MS_Ship Req.xml message, Continued

Example

j C:'SafeSeaNet',SSN2MS_SHIP_REQ_AIS_XML.xml o [m] 4]
File Edit View Favorites Tools  Help | -,' |
=l

<7uml wersion="1.0" 7=
- «55M2M5_Ship_Req xmins="urn:eu.emsa.ssn">
<Header Yersion="1.6" SSHNRefld="SHIP_REQ_AIS_01213-AB" SentAt="2005-12-
01T22:00:02" From="88N" To="GRPIRO1" Timeout¥alue="30" /=
- <Body=
<SearchCriteria IMONumber="9876543" /=
</Body =
</SSMEMS_Ship_Reqg=

Jid|
[&] Dane l_ l_ l_ l_ |_| ¢ My Computer Yy
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MS2SSN_Ship_Res.xml message

Introduction

The MS2SSN_Ship_Res.xmimessage is sent by the Member State owning the
notifications detailsqata provider)to SafeSeaNet in answer to its request for getting
the latest ship notification details about a giwerssel. Thedata providershould
return the details of the latest ship notificatibowns.

Please note that such kind of XML responBES2SSN_<SSN_Tx_Type>_Res)xml
and its corresponding XML requessEN2MS_<SSN_Tx_ Type> Req)xmust be
implemented by a Member Statata providej in order to supply the natification
details in XML format.

Message The following table describes the XML message usedhe transaction. Either the
description MRSNotificationDetailsor the AlISNotificationDetails element will be returned
depending on the type of the ship notification (MBtRIS).
Occ Type Len Description
Header 1 Header Node
Version 1 Text 3 SafeSeaNet request current ve(slosi)
Testld 0-1 Text 1-8 | Test Case identification. Ombgful for testing.
MSRefld 1 Text 1-36| Reference number given by #ikec(data
requester) in the original
MS2SSN_Ship Reg.xmehuest.
SSNRefld 1 Uuid 1-36| Reference number given byShfeSeaNet.
It will be inserted back by the NCA application
in the SSNRefldttribute of the
SSN_Receipt.xmésponse if the message is npt
well-formed.
SentAt 1 DT 19 Request creation date and time @6@. UTC
format)
All the time/date related attributes are in UTC|
If local time is used MS application has to
adjust the time in UTC.
From 1 Text 3-15| The name of the originator oftessage
(‘'SSN").
To 1 Text 3-15| The name of the recipient of thesage (see
p.45).
StatusCode 1 Enum Global status code. See p.Jib&wible values
StatusMessage 0-1 Text 0-255 Global status message
Body 0-1 Body Node (only optional when
StatusCode”InvalidFormat”)
SearchCriteria 1 SearchCriteriaelement node(s). Only 1
element node might be given
IMONumber 0-1 Text 7 From initidWS2SSN_Ship_Req.xmbuest
MMSINumber 0-1 Text 9 From initidWS2SSN_Ship_Req.xmbuest
Vesselldentification 1 Vesselldentificationelement nodeNo
chercking rules to be applied if already applied
in the notification.
IMONumber 0-1 Text 7 IMO number of the vessel. Matoy if MMSI
number is lacking.
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MMSINumber 0-1 Text 9 MMSI number of the vessel.rndatoy if IMO
number is lacking.

CallSign 0-1 Text 1-7 | Call sign of the vessel

ShipName 0-1 Text 1-35 Name of the vessel
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MS2SSN_Ship_Res.xml message, Continued
Message descriptior{continued)
Item Occ Type Len Description
MRSNotificationDetails 0-1 Choice MRSNotificationDetailselement node. Not
allowed if StatusCode<> OK or if
AlSNotificationDetails specified
AlSNotificationDetails 0-1 Choice AlSNotificationDetails element node. Not

allowed if StatusCode<> OK or if
MRSNotificationDetailsspecified

MRSNotificatio The following table describes thdRSNotificationDetail®lement (returned if ship
nDetails notification type = MRS):

element

Iltem

Occ

Type

Len

Description

MRSNotificationDetails

0-1

Choice

MRSNotificationDetailselement node. Not
allowed if StatusCode<> OK or if
AlSNotificationDetails specified

MRSVoyagelnformation

MRSVoyagelnformationelement node

NextPortOfCall

Text

Location code of next pofrcall. May be
“ZZUKN” if unknown.

ETA

0-1

DT

19

Date and time in ISO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of the estimated
time of arrival at next port of calk-May-enly

be-optionaliNextPortOfCallattribute-value
is-unknown.

TotalPersonsOnBoard

Int

Total number of persdrmard 99999if
actually unknown.

Longitude

Int

Longitude in 1/10000 min. (+/- 1868grees;
East = positive; West = negative; 181 = not
available). Examples:
181° (easty> 108600000
-180° (west)> -108000000
0°0'1" (east)> 167
4°20’ (easty> 2600000

Latitude

Int

Latitude in 1/20000 min. (+/- 90glees;
North = positive; South = negative; 91 = not|
available)
91° (north)> 54600000
-90° (south)> -54000000
0°0'1" (north)> 167
50°50’ (north)-> 30500000

MRSDynamiclnformation

MRSDynamiclnformationelement node

ReportingDateAndTime

DT

19

Date and TiméSO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of reporting.
This time stamp corresponds also to the giv

position
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COG

Int

Course over ground in 1/10° (0-3599;B60
not available = default; 3601-4095 = should
not be used)

Lower value: 0; Upper value: 3600

SOG

Int

Speed over ground in 1/10 knot stepE0@2
knots). 102.3 = not available; 102.2 = 102.2
knots or higher. Example:

A value of 893 means 89.3 knots.
Lower value: 0; Upper value: 1023

NavigationalStatus

Enum

One of the followinggbke values:
0 (under way using engine)
1 (at anchor)
2 (not under command)
3 (restricted manoeuvrability)
4 (constrained by her draught)
5 (moored)
6 (aground)
7 (engaged in fishing)
8 (under way sailing)
9till 14 (reserved> should not be used)
15 (not defined)

Bunker

0-1

Bunker element node Mandatory if total
quantity of bunker is more than 5000 tons.

Chars

Text

Bunker characteristics

Quantity

Text

Bunker estimated quantity

MRSCargolnformation

MRSCargolnformationelement node

CargoType

Text

0-25%

Type of cargo.

DG

DG (dangerous goods) element node

AnyDG

Enum

EitherY orN

DGDetails

0-99

DGDetailslement node describing the
dangerous goods (up to 99)

IMOClass

Text

1-7

IMO class of DG

Quantity

Text

1-18

Quantity of DG

CargoManifest

CargoManifestelement node Mandatory if
AnyDG=Y

UrlDetails

0-1

Choice

UrlDetails element node. Used only to
specify the type and the url of the documen
containing the cargo manifest (if thedata
providerwill store the document on a local
web server). Not allowed ifContactDetails
specified.

Url

Uri

20-
256

Url of the document containing the cargo
manifest. If SafeSeaNet receives a request
getting the cargo manifest about this vessel
will use this url to download the document.

for
it

DocType

Enum

Supported document formats. P@ssddles
are:

DocType: DOC -> Extensions allowed: DOC

DOT, RTF

DocType: HTML -> Extensions allowed:
HTM, HTML

DocType: PDF -> Extensions allowed: PDF
DocType: TXT -> Extensions allowed: TXT
DocType: XML -> Extensions allowed: XML

Extensions are case insensitive
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MS2SSN_Ship_Res.xml message, Continued

MRSNotificationDetails element(continued)

Item Occ Type Len Description
ContactDetails 0-1 Choice Element indicating the contact details to
obtain the notification details (if the data
providercan only provide the information
via phone or fax). Not allowed ifUrIDetails

specified.
LastName 0-1 Text 0-50 Last name of the contactqrer
FirstName 0-1 Text 0-50/  First name of the contacspn
LoCode 1 Text 5 Location code of the contact person
Phone 1 Text 1-20 Phone number (country code iecudf the

contact person. Only numbers and the symbol
“+” are allowed.No spaces allowed between
characters

Fax 1 Text 1-20| Fax number (country code includddhe
contact person. Only numbers and the symbol
“+” are allowed.No spaces allowed between
characters

EMail 0-1 Text 0-50 | Email address of the contagspa.

Continued on next page
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MS2SSN_Ship_Res.xml message,

Continued

AlSNotification  The following table describes t@dSNotificationDetailelement (returned if ship

Detailselement notification type = AlS):

Item

Occ

Type

Len

Description

AlSNotificationDetails

0-1

Choice

AlSNotificationDetails element node. Not
allowed if StatusCode<> OK or if
MRSNotificationDetailsspecified

No checking rules applied in the AlS respor

Vessellnformation

0-1

Vessellnformationelement node

LengthAndBeam

0-1

Text

1-36

Length and beam

ShipDraught

0-1

Int

In 1/10 m; 255 means 25.5 m or greater; 0
means not available; in accordance with IM
resolution A.851

ShipType

0-1

Enum

One of the following possible values:
= 0 (not available or no ship)

= 199

= 100-199(preserved for regional use)
= 200-255(preserved for future use)

Antennalocation

0-1

Text

1-36

Location of position-fixing antenna

AlSVoyagelnformation

AlSVoyagelnformationelement node

NextPortOfCall

Text

Location code of next pofrcall. May be
“ZZUKN" if unknown.
Considering the actual situation with the vag
majority of the AIS messages include the
actual name and not the Locode described
many different ways, the SSN Group decidq
not to reject notifications containing more
than 5 characters in this attribute. Member
States requesting through the web will rece
the original content of the attribute. Member
States when requesting through the XML
these messages will receive ZZUKN

ETA

0-1

DT

19

Date and time in ISO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of the estimated
time of arrival at next port of call. May only
be optional ifNextPortOfCallattribute value
is unknown.

Longitude

Int

Longitude in 1/10000 min. (+/- 188grees;
East = positive; West = negative; 181 = not
available). Examples:
181° (east}>» 108600000
-180° (west)> -108000000
0°0'1" (east)> 167

4°20° (easty> 2600000
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Latitude

Int

Latitude in 1/10000 min. (+/- 90giees;
North = positive; South = negative; 91 = not|
available)
91° (north)=> 54600000
-90° (south)> -54000000
0°0'1" (north) > 167
50°50’ (north)-> 30500000

Timestamp

DT

Date and time in 1ISO 8601 UTC fdrma
(YYYY-MM-DDThh:mm:ss) of the ship
position.

TotalPersonsOnBoard

N Int

Total number of pesshoard99999if
actually unknown.

AISDynamiclnformation

AlISDynamicinformation element node

RoutePlan

Text

Route plan

ROT

Int

Rate of Turn. Possible values are:

= from Oto +126(turning right at up to
708° per min. or higher)

= from-126to O (turning left at up to 708°
per min. or higher)

= +127(turning right at > 5°/30s)

= -127(turning left at > 5°/30s)

= -128(no turn info available)

COG

0-1

Int

Course over ground in 1/10° (0-3599; 3600
not available = default; 3601-4095 = should
not be used)

SOG

0-1

Int

Speed over ground in 1/10 knot steps (0-10p.

knots). 102.3 = not available; 102.2 = 102.2
knots or higher. Example:
A value of 893 means 89.3 knots.

NavigationalStatus

0-1

Enum

One of the following possible values:
0 (under way using engine)

1 (at anchor)

2 (not under command)

3 (restricted manoeuvrability)

4 (constrained by her draught)

5 (moored)

6 (aground)

7 (engaged in fishing)

8 (under way sailing)

9till 14 (reserved> should not be used)
15 (not defined)

Heading

0-1

Int

Degrees from 0 to 359; 511 means not
available

AlSCargolnformation

0-1

AlSCargolnformation element node

HazardousCargoType

L Enum

Type of hazardous cargo (if any) among th
following possible values:

1%

» DG
= HS
= MP

Continued on next page
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MS2SSN_Ship_Res.xml message, Continued

Example of an  The details of an AIS notification can only be sliggp in the XML format. An
AIS notification example of the details of a lastest AIS notificatowuld be the following:

afeSeaNet,MS255N_SHIP_AIS_RES.xml

=
File Edit ‘iew Favorites Tools  Help | :,'
=7uml version="1.0" encoding="UTF-8" 7= Il
- =MS255M_Ship_Res zmins="urn:eu.emsa.ssn">
<Header Yersion="1.6" MSRefld="SHIP-RES-AIS-Test-12-1" SSHRefld="SHIP_REQ_AIS_01213-
AB" SentAt="2005-12-01T22:00:13" From="GRPIRO1" To="88N" StatusCode="0K" /=
- =Body>
<SearchCriteria IMONumber="9876543" />
<Vesselldentification IMONumber="9876543" MMSINUmber="201458632" CallSign="ZXY¥"
ShipMame="TEST SHP" /=
- <AlSMotificationDetails>
<Yessellnformation LengthandBeam="100 100" ShipDraught="23" ShipType="3"
Antennalocation="100 100" /=
=AlSYoyagelnformation MNextPortOfCall="PLGDN" ETA="2005-12-01T18:00:00"
Longitude="123456" Latitude="123456" Timestarmp="2005-12-01T18:00:00"
TotalPersonsOnBoard="23" /=
=AISDynamicInformation RoutePlan="1" ROT="1" COG="3200" S0G="100" Heading="320"
MavigationalStatus="0" />
=AlSCargolnformation HazardousCargoType="MP" /=
</AISMotificationDetailss
=/Body>
=/MS2SSH_Ship_Res> :I
|£j Done ’_l_l_l_l_l J My Computer v

Continued on next page
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MS2SSN_Ship_Res.xml message, Continued

Example of an  The following example illustrates the details ofBRS notification. The cargo

MRS information specifies that dangerous goods areaamdband that the cargo manifest
notification can be downloaded by SSN from the specified url.
details

+ SafeSeaNet'MS255N_SHIP_MRS_RES.xml =101x]

File Edit WYiew Favorites Tools  Help | :;'

| v

=7uml version="1.0" encoding="UTF-8" 7=
- =MS25SM_Ship_Res smins="urn:eu.emsa.ssn">
<Header SSMRefld="2973857" From="GRPIRO1" To="88N" Yersion="1.6" SentAt="2007-11-
26T14:48:58" MSRefld="SHIP-MRS-RES-TEST-01222" StatusMessage="" StatusCode="OK" />
- =Body>
<SearchCriteria IMONMumber="7128899" /=
<Vesselldentification IMONumber="7128899" CallSign="IPNP" ShipMame="STELLA DI LIPARI"
MMSINUmber="" /=
- <MRSMotificationDetails>
«<MRSYoyagelnformation Latitude="38799000" TotalPersonsOnBoard="35" ET4="2007-11-
19T12:00:00" Longitude="1294000" NextPortOfCall="ITMND" /=
=MRSDynamicinformation MavigationalStatus="0" ReportingDateAndTime="2007-11-
19T11:49:49" S0G="145" COG="729" /=
- =MRSCargolnformation CargoType="Tanker">
- =DG AnyDG="Y"=
=DGDetails IMOClass="6.1" Quantity="1530" />
=DGDetails IMOClass="6.1" Quantity="31880" /=
=DGDetails IMOClass="4.1" Quantity="25497" /=
=DGDetails IMOClass="9" Quantity="1" /=
</0G>
- =CargoManifest>
=UrlDetails Url="http://ssntest.com/ssn_test/Ship/123.doc" DocType="DOC" />
</CargoManifest=
=/MRSCargolnformation:=
</MRSMotificationDetailss
=/Body=
=/MS2SSH_Ship_Res> o

|
€] pore [T T T [Svycomper
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SSN2MS_Ship_Res.xml message

Introduction

Structure of the

The SSN2MS_Ship_Res.xmimessage is the response sent by SafeSeaNet to a

Member Statedata requestgrrequesting the latest ship notification detaliewat a

given vessel.

Please note that such kind of XML responS&N2MS_<SSN_Tx_Type>_ Res)xml
and its corresponding XML requesi$2SSN_<SSN_Tx_Type>_Req)xsiiould
only be implemented by a Member State if it wantdavelop its ownlata requester
interface instead of using the default browser-ageb interface supplied by SSN.

Depending on thdata providercapabilities (see p. 30), the following elemende®

Notification of the XML message will be returned:
details
If the data provider.. Then the XML message contains the following
nodes...
is able to talk XML with | ...
SafeSeaNet (allowed for <NotificationDetails...>
both AIS and MRS) <Vesselldentification .../>
<MRSNotificationDetails.../> or
<AlSNotificationDetails.../>
</NotificationDetails>
can only provide
notification details as <NotificationDetails...>
downloadable files (only <Vesselldentification .../>
allowed for MRS since <Voyagelnformation .../>
: <Base64Detalils.../>
AIS may only be supplieg </NotificationDetails>
as XML format)
is only accessible via
phone/fax/email (only <NotificationDetails...>
allowed for MRS since <Vesselldentification .../>
AIS may only be suppliec <Voyagelnformation .../>
<ContactDetalils.../>
as XML format) </NotificationDetails>
Message The following table describes the XML message usedhe transaction. Either the
description MRSNotificationDetailsor the AlSNotificationDetails element will be returned
depending on the type of the ship notification (MBtAIS).
Item Occ Type Len Description
Header 1 Header Node
Version 1 Text 3 SafeSeaNet request current ve(slosi)
Testld 0-1 Text 1-8 | Test Case identification. Omgful for
testing.

Continued on next page
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SSN2MS_Ship Res.xml message, Continued

Message descriptior{continued)

Item Occ Type Len Description

MSRefld 1 Text 1-36| Reference number given by #ikec(data
requester) in the original

MS2SSN_Ship Reg.xmahuest.

SSNRefld 1 Uuid 1-36| Reference number given byShteSeaNet.
It will be inserted back by the NCA
application in the&sSNRefldttribute of the
SSN_Receipt.xmésponse if the message is
not well-formed.

SentAt 1 DT 19 Request creation date and time @@L
UTC format)
From 1 Text 3-15| The name of the originator ofrtessage
(‘'SSN").
To 1 Text 3-15| The name of the recipient of thesage (see
p.45).
StatusCode 1 Enum Global status code. See p.Fibfwmible
values.
StatusMessage 0-1 Text 0-255 Global status message
Body 0-1 Body Node (only optional when
StatusCode”InvalidFormat”)
SearchCriteria 1 SearchCriteriaelement node(s). Only 1
element node might be given
IMONumber 0-1 Text 7 From initidWS2SSN_Ship_Req.xmbuest
MMSINumber 0-1 Text 9 From initidWS2SSN_Ship_Req.xmbuest
NotificationDetails 0-1 NotificationDetails element node. Not
allowed if StatusCode <> Found
SentAt 1 DT 19 Date and time (ISO 8601 UTC format)

indicating when the notification has been
notified to safeSeaNet.

From 1 Text 3-15| The name of the sender (data geoyiof the
notification (see p.45).
Vesselldentification 1 Vesselldentificationelement node

IMONumber 0-1 Text 7 IMO number of the vessel. Matay if
MMSI number is lacking.

MMSINumber 0-1 Text 9 MMSI number of the vessel.ndatoy if
IMO number is lacking.

Callsign 0-1 Text 1-7 | Call sign of the vessel

ShipName 0-1 Text 1-35 Name of the vessel

Continued on next page
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SSN2MS_Ship _Res.xml message,

Continued

Message descriptior{continued)

Item

Occ

Type

Len

Description

Voyagelnformation

0-1

Voyagelnformationelement node

Used to the positioning of the vessel when
notification details are not available in xml
format at dataprovider. If specified, the
other elements (MRSNotificationDetails,
AlSNotificationDetails) are not allowed.

Longitude

Int

Longitude in 1/10000 min. (+/- 186grees;
East = positive; West = negative; 181 = not
available). Examples:
181° (east}>» 108600000
-180° (west)y> -108000000
0°0'1" (east)> 167
4°20’ (easty> 2600000

Latitude

Int

Latitude in 1/10000 min. (+/- 90 degrees;
North = positive; South = negative; 91 = not
available)

91° (north)> 54600000
-90° (south)> -54000000
0°0'1" (north) > 167
50°50’ (north)-> 30500000

NextPortOfCall

Text

Location code of next pafrtall. May be
“ZZUKN" if unknown.

ETA

0-1

DT

19

Date and time in ISO 8601 UTC format
(YYYY-MM-DDThh:mm:ss) of the estimated
time of arrival at next port of call. May only
be optional iNextPortOfCallattribute value
is unknown.

TotalPersonsOnBoard

Int

Total number of persditard 99999if
actually unknown.

AlSNotificationDetails

0-1

Choice

AlSNotificationDetails element node.
Mandatory if the ship notification is of type
AIS. If specified, the other elements
(MRSNotificationDetails, Base64Details,
ContactDetail3 are not allowed.

From correspondinf1IS2SSN_Ship_Res.xml
response (if any). See p.105.

MRSNotificationDetails

0-1

Choice

MRSNotificationDetailselement node.
Used to specify that the MRS notification
details are available in XML format (see
p.102). If specified, the other elements
(AISNotificationDetails, Base64Detalils,
ContactDetail3 are not allowed.

From correspondinyIS2SSN_Ship_Res.xml
response (if any). See p.102.

Base64Details

0-1

Choice

Base64Detailelement. Used to specify that
the MRS notification details are available

in another document format (downloaded
by SSN from a web server). If specified, the]
other elements AlSNotificationDetails,
MRSNotificationDetails, ContactDetai)sare
not allowed.
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DocType 1 Enum Supported document formats. Passidles
are:
DocType: DOC -> Extensions allowed: DOC,
DOT, RTF
DocType: HTML -> Extensions allowed:
HTM, HTML

DocType: PDF -> Extensions allowed: PDF
DocType: TXT -> Extensions allowed: TXT
DocType: XML -> Extensions allowed: XML
Extensions are case insensitive

Base64Content 1 baseg4 Base64-encoded charakcteesrmtification
details downloaded by SafeSeaNet.
ContactDetails 0-1 Choice ContactDetailselement. Used to specify that

the MRS notification details are available
by phone/fax/email. If specified, the other
elements AlSNotificationDetalils,

MRSNotificationDetails, Base64Detajlsare

not allowed.
LastName 0-1 Text 0-50 Last name of the contactqrer
FirstName 0-1 Text 0-50, First name of the contacspn
LoCode 1 Text 5 Location code of the contact person
Phone 1 Text 1-20] Phone number (country code iedudf the

contact person. Only numbers and the symbol
“+" are allowed.No spaces allowed betwe