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TESTA through the years…

1996 2000 2006 2010

Va
lu

e-
ad

de
d 

se
rv

ic
es

Multimedia

Voice+Data

Voice 

IP VPN –Any2Any
National Networks

FR – Hub/Spokes
Sectoral

1st 
Generation

2nd 
Generation

3rd Generation

EU Restricted 
Security
Dedicated SOC 
Enhanced CDS

4

TESTA II - Introduction

EuroDomain

EU Agencies

EU Institutions

National Network

National agency

62.62.x.x
eu-admin.net

Subsidiarity

LDCP

MPLS-based network
Dedicated IP addressing plan
Not connected to the internet

Security Accreditation

Directly connected
National agency

Subsidiarity



3

5

sTESTA scope

• to offer a secured Trans European communication 
platform, based on a dedicated and private infrastructure, 
to all National and European administrations in order to 
exchange information up to RESTREINT UE 

• to consolidate existing networks currently spread over 
different contracts and independently managed by other 
Commission services, other European Institutions or 
bodies

• Keep principle of Domain based concept
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sTESTA scope

• sTESTA is in first instance focusing on users 
that have high security and availability 
requirements
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sTESTA scope

NON CLASSIFIED

Accredited
EU RESTRICTED

Accredited
EU CONFIDENTIAL

Accredited
EU SECRET

Eudranet

SIS

VISA

ProcivNet

FIUnet

Private Networks
High SLA

Public Networks
Low SLA

High security

Low security Eures

EuroDac

TAXUD

Military

FADO Extranet
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sTESTA procurement

• Initial sTESTA lot 1 CFT (network):
– launched MAY 2005
– court case JAN 2005
– EC decision to cancel and start anew FEB 2006

• Initial s-TESTA lot 2 CFT (assistance):
– Selection and evaluation conducted Q4/2005
– Standby during new s-TESTA lot 1 CFT
– Signed 27 OCT 2006

• Continuity: TESTA II services provision covered by current 
Framework contract for transition period (up to NOV 2007)

• sTESTA CFT ex Lot 1 (network)
– Launched MAR 2006
– Signed 29 SEP 2006
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sTESTA Migration Planning

9
Framework Contract(29th Sept)

Kick Off Meeting EC (2nd Oct)

Detailed Project Plan (6 wks)

• Agree final scope/roll-out 

• Agree final design(s)

Sign Specific Contracts/scenario’s

Order, Design and Build SOC

TAP prototype, testing/integration

Pilot and Operational Readiness

Mass roll-out  - starts May 2007
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TESTA Accreditation

• Step 1. Initial Demand
– TSO (Technical System Owner) sends a formal request to 

Commission SAA (Security Accreditation Authority)
– Creation of SAP (Security Accreditation Panel)

• Step 2. Pre-Certification
– TSO provides SSRS, SecOPs, Crypto documents (procedures) to 

SAP
– Accreditation Panel approves SSRS

• Step 3. Evaluation - Certification
– SAP assesses the conformity between deployed system and 

documents ( SSRS, SecOPs, …)
– SAP produces statement of conformity (+ residual risks)

• Step 4. Accreditation
– SAP takes decision on accreditation and informs Commission SAA
– Commission SAA notifies the CSPAG (Commission security policy 

advisory Group)

• Target date for Accreditation: SEPT 2005
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