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	Executive summary 
	This document suggests the enhancement of the role of the MsRefId attribute, as the definitive attribute that uniquely identifies each message sent to SSN. The proposal has an impact on both the NCA applications and the central SafeSeaNet system and is proposed for SSN V.2. 

	Action to be taken
	As per paragr. 4 

	Related documents
	XML Reference Guide v1.63


1. INTRODUCTION

This purpose of this document is threefold:

1. It stresses the importance of the uniqueness of the MSRefID attribute, as specified in the XML Reference Guide. 

2. Considers the possibility of requesting for notification details based on the MSRefID, instead of reusing the search criteria presented on the original MS2SSN_<type>_Req message and 
3. Suggests the adoption of a new “warning” status code, to be used in the receipt sent back when accepting a message conformant with the XML schema but containing attributes that failed referential validation.
2. importance of the uniqueness of the MSRefID attribute

Based on the XML Reference Guide v1.63:

a. “The MsRefId “consists of a unique identifier (which format is free to choose provided it’s XML compliant) generated by a NCA application for identifying a transaction.”

b. “It is used internally by the NCA application for correlating to the transaction when the final XML response is received later on from the central SafeSeaNet system.”

The first statement (a) declares that each transaction to the central SafeSeaNet system is autonomous and unique and thus it must be identified uniquely by the MsRefId.  Every transaction carries on a set of data to the central SafeSeaNet system and is classified as successful or not depending on:

1. whether the XML messages was successfully received by the central SafeSeaNet system.

2. whether the XML message is compliant to the XML Reference Guide v1.63.

So, an XML message with specific data that is received successfully by the central SafeSeaNet system is unique. Resending an XML message with the same MsRefId twice simply creates confusion to both the NCA application and to the central SafeSeaNet system as the 2 messages could be uniquely identified.

On the application level, the logging and tracing of a XML message in SafeSeaNet is primarily based on the unique identifier of that transaction, the MsRefId. Two or more transactions with the same MsRefId simply cannot be uniquely identified creating confusion.

The second statement (b) declares that the response to a transaction is based on the MsRefId. It is very important for both the central SafeSeaNet system as well as the NCA application to be able to identify the transaction for which a response is sent. Although the response to a Notification message is done instantly by sending a SSN_Receipt message using the same HTTP session, which allows the receiver to easily identify the relating transaction, things are a bit more complicated in the case of asynchronous transactions when sending Request & Response between the central SafeSeaNet system and the NCA applications. 

The following case aims at explaining the importance of identifying uniquely a transaction to avoid conflicts between two MS2SSN_<type>_Req messages send to the central SafeSeaNet system by the same NCA application:

When a NCA application sends an MS2SSN_<type>_Req message (e.g. Security request for details) the central SafeSeaNet system must obtain the details from the data provider and respond to the request with a SSN2MS_Security_Res message where the MsRefId attribute is related to the MsRefId attribute of the MS2SSN_Security_Req message. Please notice that the transaction is asynchronous. The complete dialog is depicted in the figure bellow.
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If the same NCA application sends concurrently 2 MS2SSN_Security_Req messages for two different vessels with the same value in the MsRefId attribute it is not possible to distinguish which Response relates to which Request. For instance:
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Complications for the NCA application: identify the request for which the response is send. 

Complication for the central SafeSeaNet system: identify the request for which to send the response. The system will fail to identify the request and thus will fail to post the response to the data requester.

3. requesting for notification details based on the MSRefID

This document suggests the enhancement of the role of the MsRefId attribute, not only as the temporary reference used to track a transaction, but also as the definitive attribute that uniquely identifies each message sent to SSN. 
As a unique identifier of each message sent to SSN, the MsRefId could be used as the primary search criteria when requesting for the details of a notification previously sent to the EIS. The use of the MsRefId could simplify the request for notification details if only one parameter is used as the search criteria and enhance the deterministic behavior of the EIS.
3.1. EMSA Analysis 
The MsRefId is unique by definition and thus it could be used to uniquely identify a Notification and its contents.
Although the MsefId is primarily used to identify a transaction, it could also be used to identify the information it contains. In this sense the MsRefId could be used when requesting for the notification details from the data provider that previously notified the central SafeSeaNet system, instead of reusing the search criteria (e.g. IMONumber and/or MMSINumber) of that notification. 
The aim is to:

a) simplify the request-response procedure and 
b) improve the efficiency by enabling the EIS to validate if the notification details are indeed relating to the notification previously sent.
Simplifying the request-response procedure means:

· Search by vessel IMONumber and/or MMSINumber is only performed once at the level of the EIS.

· The NCA/LCA systems are not requested to repeat the same search performed at the level of the EIS for the latest notification based on the vessel IMONumber and/or MMSINumber since this is already done by the EIS.

· The EIS can act as an index requesting for the details of a notification previously sent.

· The NCA/LCA systems can instantly retrieve the details of a given notification. 

To request for notification details today, a data requester must send the request specifying the vessel IMONumber and/or MMSNumber (except from the case of Alerts send for non-identified vessels). The data provider must respond with the latest notification details available for that vessel. The notification details can include:
1. The details relating to the notification about the given vessel at the time the notification was sent.
2. The details can be updated (for example in the case of an AIS notification, that is sent to SafeSeaNet every 2 hours, but in between the details could have been updated).
3. The details can be updated but the Member State for any reason failed to notify SafeSeaNet with a new notification message.
4. the details can be missing because the member state implements a rule based on which the notification details are no longer applicable/valid (for example a Hazmat notification can be considered to be applicable only if the expected time of arrival - ETA of the last notification - is greater than the current date/time; if not then the details are no longer valid).
In the cases 2, 3 and 4 the data requester will receive back details that are not relating to the time the notification was sent or will no receive details at all even thought the EIS declares that a notification is applicable. 

The following two cases illustrate the aforementioned examples:
Case A: A Member State A sent a MS2SSN_Ship_Not (MRS) to SafeSeaNet with the following details:

· IMONumber = 9000535 and 

· MMSINumber = 257901535 

· NextPortofCall = GRPIR

· ETA(1) = 2007-04-29 19:45:00

A user from a Member State B consults the SSN Web application and under the Voyage history for the vessel with IMONumber = 9000535 finds that a notification was send with the aforementioned details. The user selects to request for the details about that notification.

Meanwhile Member State A has updated the vessel’s voyage and cargo information where ETA(2) = 2007-04-30 08:15:00 (due to cases 2 and 3 above). When Member state A receives the request for SHIP notification details about the vessel with IMONumber = 9000535 it will respond back with the latest updated information. 

Member State B will receive the details only to identify that the ETA = 2007-04-29 19:45:00. Which information is correct: ETA(1) or ETA(2)?

Because the Member State replies back with the latest notification details for a given vessel the EIS is in no position to validate that the details of the notification match the data of the notification initially sent. However, if the details were requested by the MSRefId of the notification, Member State A had to respond with the details matching the data of that notification.

Case B: A Member State A sent a MS2SSN_Hazmat_Not to SafeSeaNet with the following details:

· IMONumber = 9000535 and 

· MMSINumber = 257901535 

· ETA(1) = 2007-04-29 19:45:00

A user from a Member State B at 2007-04-30 10:45:00 request via the XML interface for the latest Hazmat details of the vessel with IMONumber = 9000535.  

Member State A considers that the Hazmat notification previously sent to SafeSeaNet is no longer valid because the ETA is less than the current date/time and also less than 2007-04-30 10:45:00. So, when Member state A receives the request for Hazmat notification details about the vessel with IMONumber = 9000535 it will not provide any details back
Thus, the EIS has some notification about the vessel with IMONumber = 9000535 but cannot provide the details to the data requester. If the details were requested by the MSRefId of the notification, Member State A had to respond with the details matching the data of that notification.

3.2. EMSA Proposal / XML Reference Guide updates

The proposal implies the update of the XML Reference Guide v1.63 in order to align the SSN2MS_<type>_Req messages. An example of the modified SSN2MS_Ship_Req message is given bellow:
	Item
	Occ
	Type
	Len
	Description

	Header
	1
	
	
	Header Node

	Version
	1
	Text
	3
	SafeSeaNet request current version (‘1.6’)

	TestId
	0-1
	Text
	1-8
	Test Case identification. Only useful for testing.

	SSNRefld
	1
	Uuid
	1-36
	Reference number given by the SafeSeaNet. 

It must inserted later by the NCA application in the SSNRefId attribute of the MS2SSN_Ship_Res.xml response and will be used for correlation when SafeSeaNet will receive the response from the NCA application.

	SentAt
	1
	DT
	19
	Request creation date and time (ISO 8601 UTC format)

	TimeoutValue
	1
	Int
	
	Timeout value (in seconds) indicating when the request should be considered as expired and must not be processed

	From
	1
	Text
	3-15
	The name of the originator of the message (‘SSN’).

	To
	1
	Text
	3-15
	The name of the recipient of the message (see p.Error! Bookmark not defined.).

	Body
	1
	
	
	Body Node

	SearchCriteria
	1
	
	
	SearchCriteria element node.

	IMONumber
	0-1
	Text
	7
	IMO number of the vessel. Mandatory if MMSINumber not given.

	MMSINumber
	0-1
	Text
	9
	MMSI number of the vessel. Mandatory if IMONumber not given.

	      MSRefId
	1
	Text
	1-36
	Reference number of the MS2SSN_Ship_Not given by the original caller. 


The proposal has an impact on both the NCA applications and the central SafeSeaNet system:

1. Both the EIS and the National systems need to align the developments to the new specification of the XML request messages.
2. The National systems will have to permanently store the MsRefId of every message sent to the EIS.
Timing

If this proposal is approved by the Member States, the use of MsRefId as the primary search criteria when requesting for the details of a notification will be implemented in the SSN version 2.0 (i.e., in 2009).
4. New “warning” status code

The purpose of the warning message is to alert and raise the awareness of the operator(s) of the NCA application on data sent to the central SafeSeaNet system. The operator or the NCA application itself could use that warning to verify or confirm the information sent to the central SafeSeaNet system is valid. 

Proposed usage of the “warning” status code in general is to signify that certain information provided in an XML message are not part of the SafeSeaNet reference data defined in the central database, :

· Warn the data provider of a business process error or issue that relates to the supplied information. For instance:

· Signify that the notification was sent for a banned or inactive vessel.

· Signify that a notification is sent for a Location code that is no registered in the UNECE.
Timing

If this proposal is approved by the Member States, the new the warning message will be implemented in the release following the coming version 1.9 (i.e., in end-2007).
5. ACTION REQUIRED

The Member States are invited to note the above-mentioned proposal and take appropriate decision.
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