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	Executive summary 
	The document is to recall the Security specifications in force and the use of the From and To attributes in the Header of every Xml message.


	Action to be taken
	As per paragraph 3

	Related documents
	a) Directive 2002/59 art 22
b) XmlMRG V 1.63 page 39

c) NSRG V1.14 page 33 
d) ICD



1. INTRODUCTION
1.1. The Security requirements
The security strategy of SafeSeaNet was defined with objective to satisfy the requirements collected from the Member States during the development phase of the system. As a result, the Security features is based on the definition of SSN Users, Roles and Access rights associated to the following criteria:
· Authentication
· Confidentiality

· Integrity
The Security Strategy is documented in the Network and Security Reference guide (NSRG) and the XmlMRG.
The NSRG (page 33) state “Every SafeSeaNet user must be authenticated”. The Authentication ensures that data access is granted only to those whose identification is documented. SafeSeaNet define the user as a member State‘s authority located at a given location code and playing a single SSN role (Por, CST, PSC, NCA, etc…). That definition is coherent with the Art. 22 of Directive 2002/59 regarding the designation of the competent authorities. The Console management tool, accessible through the Web interface, provide the facility to Member States for registering their LCAs and set up their associated Access Rights. EMSA, as the system administrator, is responsible for the registration of the NCAs.
In the XmlMRG, the identification of the generator of a message is based on the Header/From attribute value of the Xml message. This value should be a valid SSN Userid attributed to each user.
User identification is of major importance, for security reason and also due to the asynchronous nature of the exchange of Xml messages, to know the location of the MS system to which an Xml message should be sent.
The XmlMRG define the header of the Xml message as follow:
	Item
	Occ
	Type
	Len
	Description

	Header
	1
	
	
	Header Node

	Version
	1
	Text
	3
	SafeSeaNet request current version (‘1.6’)

	TestId
	0-1
	Text
	1-8
	Test Case identification. Only useful for testing.

	MSRefId
	1
	Text
	1-36
	Reference number given by the caller in the MS2TCN_xxx_Res.xml response.

	Item
	Occ
	Type
	Len
	Description

	SSNRefId
	1
	Uuid
	1-36
	Reference number given by the SafeSeaNet in the TCN2MS_xxx_Res.xml response..

	SentAt
	1
	DT
	19
	Message creation date and time (ISO 8601 UTC format)

	From
	1
	Text
	3-15
	The name of the originator of the message (as defined in SafeSeaNet).

	To
	1
	Text
	3-15
	The name of the recipient of the message (as defined in SafeSeaNet)

	StatusCode
	1
	Enum
	
	Global status code. See p.Error! Bookmark not defined. for possible values.

	StatusMessage
	0-1
	Text
	0-255
	Global status message string. This is a dynamic message and can a such contain NCA contact details retrieved from the SSN Database.


Xml Standard
The item From and To attributes are not part of the W3C Recommendation.
Discussion
EMSA noted in the statistics extracted from the Consol Tool an inconsistency regarding the statute of the LCA’s declared within the system. In the table below, it is noticeable that certain MS did not declared any LCA . Even if certain MS doesn’t yet achieved the full deployment of their national network and that could explain why so poor number of LCA is currently declared, it is not the case of other MS that consider the only originator of message with SSN is their NCA. The table below illustrate the observation.
SSN Users declared (Mar.2007)
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Belgium 3 1 1 2 1 4
Czech Republic 2 1 1 2
Denmark 1 1 2 2
European Comm. [ 1 1 1 1 ]

and 7 1 2 2 1 8
Germany. 1 1 2 2
Greece 1 1 1
Ireland 1 1 2 2

uani E] 1 1 2 6 1 10
Netherlands 14 5 3 10 2 2 1 1 18
Norway 3 1 1 3 4
Poland 1 1 2 2
Portugal pi] pa] 2 7] I
Slovenia 3 1 1 1 3
Spa 55 1 2 1 5 Ell 56
Sweden 1 1 2 2
TOTAL 133 9 5 5 8 2 58 0 9 3 2 172




The analyse of the message flow received by the EIS reveal 68% of Xml messages notified during March 2007 where identified with the NCA UserId.
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2. CONCLUSION
As a consequence of the system specifications and in accordance with Art 22 of Directive 2002/59, all competent authorities, port authorities and coastal stations (users) to which the notification required by the directive must be made MS must be identified and documented into SSN. 
The specification of SSN clearly request that all users must be identified and all messages exchanged within the system must clearly indicate who is the generator. For that, Users must be identified in the system, a UserId attributed and the From attribute in the header of the Xml message must refer to the UserID of the responsible authority that generated the message.
That satisfy the Identification of the message generator and guarantee that the access of the data is granted to authorised body.
The use of the “generic” UserId of the NCA must not be considered as satisfying the SSN Security requirement. The reason is because a generic UserId doesn’t permit to identify the role and the attributed Access rights of the originator of the notification, request or reply.

Member States should ensure that all Xml messages forwarded by their NCA to the SSN core are identified with the UserId of the generator of the message (Port, CST, etc…) and that UserId is referenced in the From attribute of the Xml message.
3. ACTION REQUIRED

The Members State participants are invited to note the conclusion of EMSA and to provide their comment.
1/4
European Maritime Safety Agency (EMSA)
Av. Dom João II, Lote 1.06.2.5, 1998-001 Lisbon, Portugal

Tel: +351 21 1209 278, Fax: +351 21 1209 217
2/4
European Maritime Safety Agency (EMSA)
Av. Dom João II, Lote 1.06.2.5, 1998-001 Lisbon, Portugal

Tel: +351 21 1209 278, Fax: +351 21 1209 217

