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	Executive summary 
	This document provides with an update on several issues related with technical implementations to enhance SSN.

	Action to be taken
	As per paragr. 8

	Related documents
	SSN 07/4/5 


1. INTRODUCTION
During WS7, several action points were registered for EMSA related with SafeSeaNet technical implementations. This document provides with an update on the implementation status and the expected planning.

2. SSN V1.9 the 2 way SSL
EMSA started actions regarding the reinforcement of the security of SSN application by implementing 2-way SSL for all in- and outgoing XML messages. This intention to increase the security of SSN by extending the 2-way SSL encryption to all XML message exchange in SSN was discussed with DIGIT. Since this change would affect the behaviour of other applications that share a part of DIGIT’s infrastructure (the proxy servers) with SafeSeaNet, it was decided to assess the separation of SSN.

This separation would allow for the implementation of this security enhancement and ease implementation of possible additional developments like LRIT. Preparatory activities necessary to anticipate the financial implications of this change and confirm the new agreement between the related hierarchies within DIGIT and EMSA have started but not finalised yet.
As reported in WS7, the resulting changes are to be recorded in a new Service Level Agreement (SLA) and Security Codicil between EMSA and DIGIT before the actual changes can be implemented. It is expected that most of the implications of this security enhancement will need little effort from the SSN user’s side. Taking into account the necessary changes, the estimative for implementation is the end of 2008.
3. ICD Communication Requirements
This item was expected to be discussed with the technical working group attending the ISWG 5 meeting, in September. Unfortunately due to the heavy agenda of this meeting, the discussion had to postpone for the next ISWG 6. The results on this discussion will be presented at the next SSN workshop 9.
4. Methodology for new XSD Schema and Messaging Ref. Guide

As requested by the MS representatives, EMSA should present a list with all the inconsistencies between the current XSD schema (version 1.6) and the XML reference guide (version 1.63) and make the necessary corrections. 
The list with all the identified inconsistencies is presented in the attached Annex. In order to establish a coherent relation between the XSD schema and XML ref. guide changes are needed, either in the schema or in the XML ref. guide than can affected the SSN implementation at core and/or national level.

MS are reminded that it was agreed not to make changes in SSN that would have an impact at national level. EMSA proposes to further analyse the best available possibilities to correct the inconsistencies found and assess the impact of the correction for the MS. This proposal will be submitted to the MS for approval at the next workshop. MS are invited to analyse the mentioned list with the purpose of validating the inconsistencies found and to report additional errors.

5. Area search & Vessel tracking
The implementation is concluded and currently being tested. It is expected to be available with the new package release of SSN v1.9.1 (mid 2008)
6. Deployment of the SSN version 1.9

As Member States are aware, EMSA initially announced that the deployment of SSN V1.9 was to be done on 15 October 07. Later on EMSA sent a new message announcing the delay of the SSN V1.9 deployment.
Why the planned deployment the 15th October was cancelled:

There are two main reasons for delaying the deployment of SSN v1.9:
a) Due to the current behaviour of the SSN with regards to the Port notifications. A port notification sent by an LCA not previously defined into SSN would have been rejected by the SSN core application. At present a small number of LCAs are defined in SSN.

b) Bugs detected during the validation phase:

1. Management Console Search Logs Swaps MsRefId and SSNRefId

2. Management Console Search Logs unordered

3. Management Console Search Logs show xml message rarely works

4. Port Response messages interfere with ETA and ETD and SentAt

5. Ship Response messages interfere with Email and ETA

6. Base64 double encoding

Actions taken by EMSA
All bug related problems (point 1 to 6 of paragr (b) above) have already been solved. In addition a solution for the Port Notification rejections (as referred in paragraph (a)) will be implemented soon.
Every NCA will be entitled to send Port Notifications on behalf of any LCA belonging to this MS. Port Notifications including LCAs not being previously defined in the system will not be rejected. When the system accepts the notification, the SSN receipt message will send back to the message originator a “status ok” code joined with the following message: 
“Port identification not compliant. Please notify the originating LCA in SSN.”
The same applies to the web interface.
These corrections will be validated before going in production.

In addition, MS are requested to populate the database with their LCAs authorities to avoid receiving the above “status message”. For this purpose the web interface of the SSN V1.9 deployed in the production site will be open on October, 29th.
MS can also provide their LCAs information to EMSA filling an excel sheet form which will be distributed on the same day.
SSN V 1.9 Re-schedule 

The new release is expected to be available, after being tested again, on the PRODUCTION SITE, on December the 4th.
With regard to the SSN upgrade the following have to be considered:

· The URLs addresses for interfacing with the new SSN v1.90 environment are different from the ones in use for SSN v1.83. This applies to all the interfaces available: web and XML, via internet or TESTA.

· The addresses for connecting to the PRODUCTION environment of the new version of SSN (v1.90) are:

	Management Console
(Web Interface)
	TESTA
	https://webgate.cec.eu-admin.net/SafeSeaNet/ssn-core-console

	
	INTERNET
	https://webgate.ec.europa.eu/SafeSeaNet/ssn-core-console

	XML Interface
	TESTA
	https://webgate.cec.eu-admin.net/SafeSeaNet/ssn-xmlprotocol-web/ssn.do

	
	INTERNET
	https://webgate.ec.europa.eu/SafeSeaNet/ssn-xmlprotocol-web/ssn.do


· The current SSN v1.83 PRODUCTION environment will be put offline at 09h00 (CET) on December 4th. At this time, Member States should temporarily suspend their activities towards the SSN central system. This environment (v1.83) will not be accessible again to the Member States; therefore, as from 09h00 (CET), old addresses will be discontinued. 
· It is planned that the new version of SSN (v1.90) will begin operations not later than 15h00 (CET) on the same day. In any case, Member States will be informed when they should resume their activities with SSN. 
· The offline period is required in order to transfer the relevant notification information from the database supporting the previous version of SSN to the new one. It is recommended that the Member States use this pause (between 09h00 and 15h00 CET) to re-configure their national systems with the appropriate address (TESTA or internet) from the table above. 
· Once SSN resumes operations, the Member States will be requested to re-activate their national systems, this time interfacing with the new version (v1.90) of the central system, through one of the addresses indicated above. 
It is important to note that, except the web interface for including LCAs, the addresses indicated above are inactive until the upgrade procedure is concluded (planned for December 4th as described earlier).
7. List of corrections

During discussions on document SSN 7.4.7, the group agreed that EMSA would compile a list of corrections that would be submitted to the MS in the framework of the change management plan. It was also agreed with MS not to make changes in SSN that would have an impact at national level until end 2008.
We suggest including this list of corrections in the package of SSN v2. This new version will include several other modifications with different timelines:
a) The agreed changes mentioned above;

b) The COSS amendments that will be discussed in the next COSS of December 2007;

c) The amendments on the Directive 2002/59 on Vessel Traffic Monitoring;

d) The LRIT requirements.

It is not possible at this stage to include all changes initially foreseen for SSN V.2. Moreover there are different deadlines for implementation and therefore, we have to consider when to start the developments on SSN v.2. 
8. ACTION REQUIRED

The Members State participants are invited to take note of this communication.
ANNEX

List of inconsistencies (XSD schema and XML ref. guide)

	XML Message
	Description

	MS2SSN_Ship_Not.xml > MRSNotification > VoyageInformation > Bunker
	Defined as optional in ssn.xsd. Attributes Chars and Quantity.

Not defined in the XML Ref. Guide.

	MS2SSN_Ship_Res.xml > MRSNotificationDetails > MRSCargoInformation > DG > DGDetails
	In XMLRG Occ = 0 - 99

In ssn.xsd cc = 0 - infinity

	MS2SSN_Ship_Res.xml > AISNotificationDetails > AISCargoInformation
	The element is mandatory but it contains only one attribute "HazardousCargoType" that is optional.

What is the purpose of the mandatory element when the attribute "HazardousCargoType" is missing?

Remaining open issues:

· What’s the unit of the quantity of DG?

· What’s the bunker characteristics and the unit of the bunker estimated quantity?

· Is there any description of the ship type (value from 1 to 99 in AIS message)?

· What’s the format and unit of the antenna location (AIS message)

· What’s the format and description of the route plan (AIS message)

· Is there any description of the hazardous cargo type (AIS message)?

	SSN2MS_Ship_Res.xml > Body > ShipNotificationDetails
	The element has attributes: SentAt and From are defined in the ssn.xsd but not in the XMLRG.

	MS2SSN_Hazmat_Res.xml > Body > NotificationDetails > VesselIdentification
	The element is defined as mandatory in the XMLRG Occ = 1 but in the ssn.xsd it is optional.

	MS2SSN_Hazmat_Res.xml > Body > CargoInformation > DPG
	In the XMLRG the Occ = 1-9999 but in the ssn.xsd the occurence is 1 - infonity.

Also the occurence of the elements "PlacementOfGoods" and "PlacementOfGoodsInContainer" is 1-99 in the XMLRG but 0 - infonity in the ssn.xsd.

	MS2SSN_Alert_Not.xml and MS2SSN_Alert_Req.xml > Waste and ContactIdentification
	What is the meaning of an Waste Notification for a non-identified vessel?

	MS2SSN_Alert_Req.xml > Body > SearchCriteria
	Questions:

· SentAt: how is it possible for a data requester to know the exact date and time of the notification.

· From: how is it possible for a data requester to know the SSN user id of the data provider?

	MS2SSN_Alert_Res.xml > Body > IncidentDetails > WasteAlertInformation > VesselIdentification
	In the XMLRF it is defined as mandatory when it should option as defined in the ssn.xsd

	MS2SSN_Alert_Res.xml > Body > IncidentDetails > WasteAlertInformation > InspectionInformation
	Define the length of the attributes.

What is the unit of measurement for "Coordinates"?

	MS2SSN_Alert_Res.xml > Body > IncidentDetails > SITREPAlertInformation > SITREPInformation
	Define the length of the attributes.

Also the CargoManifest > UrlDetails > Url:

a) size must be extended to 256.

b) CargoManifest must be optional in the ssn.xsd: Occ = 0..1 (optional)

c) The SSN2MS_Alert_Res message by definition contains the exact elements of the MS2SSN_Alert_Res per incident type. This means that the UrlDetails will be provided and not the Base64Contents. 

Also SITREPInformation > A_CasualtyIdentification is mandatory, with the information Name, Callsign and Flag required. 

It seems difficult to have A_CasualtyIdentification when the vessel identification information is not there.

If the ship is identified, are the A_CasualtyIdentification details CallSign and ShipName identical to those under VesselIdentification? If yes what is the purpose of the A_CasualtyIdentification element?

	MS2SSN_Alert_Res.xml > Body > IncidentDetails > POLREPAlertInformation > POLREPInformation
	Define the length of the attributes.

Also CargoManifest > UrlDetails > Url size must be extended to 256.The SSN2MS_Alert_Res message by definition contains the exact elements of the MS2SSN_Alert_Res per incident type. This means that the UrlDetails will be provided and not the Base64Contents. 

Also POLREPInformation > POLWARN > P1_DateTime the Type in the XMLRG must be dateTime as in ssn.xsd.

Also POLREPInformation > POLINF > P40_DateTime the Type in the XMLRG and ssn.xsd must be dateTime.

Also POLREPInformation > POLINF > P49_ObserverIdentity the occasion in the XMLRG is 1-99 but in the ssn.xsd is 1-infinity.

Also POLREPInformation > POLINF > P52_InformedStateOrg the occasion in the XMLRG is 0-99 but in the ssn.xsd is 0-infinity.

Also POLREPInformation > POLFAC > P80_DateTime the Type in the XMLRG and ssn.xsd must be dateTime.

Also POLREPInformation > POLFAC > P85_InformedStateOrg the occasion in the XMLRG is 0-99 but in the ssn.xsd is 0-infinity.

	MS2SSN_Alert_Res.xml > Body > IncidentDetails > LostFoundContainersAlertInformation > LostFoundContainersInformation
	Define the length of the attributes.

Also CargoManifest > UrlDetails > Url size must be extended to 256. The SSN2MS_Alert_Res message by definition contains the exact elements of the MS2SSN_Alert_Res per incident type. This means that the UrlDetails will be provided and not the Base64Contents. 

Also in the ssn.xsd the CargoLeaking appears twise: a) under ContainerInformation (correct) and b) under LostFoundContainersInformation (false must be removed). 

Also ContainerInformation > P5_TypeOfGoods is of Enum type and must be defined as such in the ssm.xsd.

Also ContainerInformation > Containers the occasion in the XMLRG is 1-99 but in the ssn.xsd is 1-infinity.

Also ContainerInformation > Containers > Description in the XMLRG the Occ = 1 but in the ssn.xsd Occ = 0..1

	MS2SSN_Alert_Res.xml > Body > IncidentDetails > OtherAlertInformation > OtherInformation
	Define the length of the attribute "Details".

Also CargoManifest > UrlDetails > Url the size must be extended to 256. The SSN2MS_Alert_Res message by definition contains the exact elements of the MS2SSN_Alert_Res per incident type. This means that the UrlDetails will be provided and not the Base64Contents. 

	SSN2MS_Alert_Res.xml > Body > ContactIdentification
	include: Last name, First name

but in the MS2SSN_Alert_Not the ContactIdentification include: Maritime Authority name
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