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	Summary 
	The purpose of this document is to inform the SSN group members of the latest EMSA developments concerning the harmonisation of user authentication practices, and especially to introduce a common naming convention to be adopted in order to ease the integration of SSN with the Identification Management System and Single-Sign-On. 



	Action to be taken
	As per paragraph 4

	Related documents
	-



1. Background information
At present, to obtain access to the existing maritime applications (LRIT-DC, CSN-DC, SSN and THETIS) the authorised users are have to be authenticated by all maritime application. Although users may have access to two different applications at the same time, they are obliged to log-in into separate web-pages and follow separate paths in order to be authenticated in the required applications (need to remember multiple usernames and passwords). Furthermore, this duplication incurs additional costs in the administration of users and in operational support (accounts must be set up in each application for each user, users forget their passwords). To address this issue, EMSA has deployed a new tool: the enterprise Identification Management System (herewith referred to as “IdM”).

Identity Management System

Authentication is a horizontal requirement across multiple applications, platforms, and infrastructure, so, ideally, users should only need to identify themselves once in order to obtain access to all authorised system elements. In a common EMSA user identity management system (IdM), the “userID” should be recognized and used by all of the relevant applications connected to the IdM. This would require a “common naming convention” to be adopted throughout the maritime applications so that users are named following a common schema. 
Single-Sign-On

The objective of the Single-Sign-On (SSO) is to allow users to access all applications from a single login entry point. It provides a unified mechanism for managing the authentication of users, and for implementing the business rules which govern user access to applications and data. 
In recent years, EMSA has been implementing both state-of-the-art single-sign-on and enterprise identity management solutions, in order to cope with the future harmonisation of the authentication practices across the different maritime applications it operates. Some of the existing maritime applications have already been integrated with the IdM and SSO and SafeSeaNet will also be integrated. 
2. Why a “user naming convention” 
Due to the adoption of single-sign-on and enterprise users’ identity management systems by EMSA, there is a need to have an agreed common user naming convention and a strategy to migrate all SSN users to the new naming convention

Generally, the field ‘user name’ (commonly referred to as “userID”) is indicated as the field used to uniquely identify a user. This is used to log into the applications, and as the base for SSO decisions.

A ‘user naming convention’ allows useful information to be deduced from names based on regularities (e.g. the prefix “sys” may precede a user name to indicate that it is a system user, the prefix “cn” may be used to identify a contractor; etc.). Well-chosen naming conventions enable users to be easily configured and monitored when navigating larger structures.

In an integration approach, one should focus on optimizing the trade-off between the different best practices implemented in the existing systems, so that the end result reflects and serves most of the current implementation practices. This approach should also minimize the effects that the imposition of a third naming convention could have on existing applications.

Some of the potential benefits that can be obtained by adopting a common user naming convention are to:

· help formalize expectations and promote consistency within multiple user communities.
· enable the use of automated search tools with minimal potential for error.
· enhance clarity in cases of potential ambiguity.
· provide meaningful data for use in auditing or monitoring activities. 

· avoid multiple usernames for the same identity.
· avoid ghost users.
· provide better understanding in case of user re-activation after a long interval of time.
· provide additional information (i.e. metadata) on the type of use that will be performed with the accessible features and data.

3. PROPOSAL
3.1. Common user naming convention proposal
A common naming convention is proposed in the annex to this document. The purpose is to agree on a common schema that will be implemented within all maritime applications operated by EMSA (including SafeSeaNet) while integrated in the enterprise IdM/SSO. The common naming convention should be enforced by MS SSN users in accordance with the draft migration strategy introduced in 3.2 below.

3.2.  User migration strategy
As a pre-requisite to the implementation of the new common naming convention, SafeSeaNet will be integrated with the EMSA Identity Management system by 2012. A migration plan and strategy shall be agreed between EMSA and the Member States concerned, in order to minimise the impact and mitigate the possible negative effect that this change could have on normal system operations. 
The following action plan aims at anticipating and introducing the steps needed for the smooth implementation of the new user naming convention in the months to come:

a. Transitional period (until SSN integrates with IdM, by end 2012)

i. Only user IDs that cannot meet the strong requirements related to the IdM infrastructure (e.g. invalid characters or those containing more than 70 characters), and users that are common across the different applications
, will be compulsorily changed to apply the common naming convention.
ii. Any new users of SafeSeaNet shall be created applying the common naming convention. 

iii. User IDs of existing users may be voluntarily changed to be aligned with the new naming convention (EMSA promotes this activity for the 2nd half of 2012).
b. Full compliance with, and enforcement of, the new naming convention

All users (old and new) shall be aligned with the common naming convention by a certain date (proposed December 2013). It should be noted that users changing their user ID at this stage will have them deactivated and new ones created.
The figure below graphically summarizes the actions described above: 
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The above time-plan applies only to human users that access SSN via the web interface. Due to the impact for existing system users of SSN, the proposed naming convention for them shall be applied only for the newly created users. For existing users it should apply after a date that shall be agreed in SSN17 (proposed date: June 2015). 
4. ACTION REQUIRED

The Member States are invited to take note of the proposed common user naming convention and provide their feedback on the proposed user’s migration strategy.
Attachments:
Annex: Common naming convention for human and system users
Annex
Common naming convention for human and system users

It is proposed that the following common user naming convention should be enforced in SafeSeaNet. To enhance clarity, and to avoid confusion, two separate schemas are presented below, with one being for “human users” and the other for “system users.” A common set of rules applicable to both schemas is also introduced below.
1. General rules applicable to the common naming convention
The following general rules should apply commonly, either for human or system userIDs:
a) The following notations are used in defining the user naming schemas in this document:

<chars> : means mandatory;  [chars] : means optional;
italics : indicates a type of field;  bold : indicates literal text to be used

b) The notation ISO-country-code corresponds to the alpha-2 (two characters) country code in the ISO 3166-1:2006 standard. This should be used to indicate the names of countries and their subdivisions. 

The following special rules should be taken into account:

i. If values other than the officially assigned “A-to-Z” ISO codes are to be used, these must be indicative of the relevant organization.

The ISO 3166-1 standard already foresees room for user assigned values (e.g. XA=Bonn Agreement; XB=Black Sea Commission; XM=MAOC-N; XN=NATO; XI=IMO; XP=Paris MOU on PSC; etc.).

A dedicated mapping table should be developed to map “X-type” specific cases when the user cannot be associated to a specific country or to only one country (e.g. specific missions, regional agreements, etc.).

ii. the value ‘EU’ is used to indicate that the user belongs to an EU institution or agency. 

c) The following ASCII characters are allowed (regex character set): [a-zA-Z0-9._-]

d) User names cannot contain the following characters:

	backslash (\)
	greater than sign (>)
	apostrophe (')
	caret (^)

	slash mark (/)
	less than sign (<)
	parentheses (())
	at sign (@)

	colon (:)
	question mark (?)
	vertical bar (|)
	braces ({})

	semi-colon (;)
	exclamation point (!)
	ampersand (&)
	tilde (~)

	comma (,)
	number sign (#)
	quotation mark (")
	percent (%)

	asterisk (*)
	dollar sign ($)
	whitespace (‘ ’)
	


e) it cannot contain empty spaces and special characters (e.g. “van de Rompuy” becomes vanderom, “arnviðrd” becomes arnviord, “agmær” agmaer; “björn” or “bjørn” becomes bjorn, etc.);
f) userID can contain, but not begin with, a period (.), an underscore (_) or a hyphen (-). Characters such as2 +*-0032 period (.), underscore (_) and hyphen (-) are allowed as separators.
g) UserIDs are NOT case sensitive.

2. Recommendations

The following recommendations are common to both human and system userID’s:

a) If the user belongs to an EU agency or other institution, this should be indicated within the user name with a dedicated value. The same principle should be applied to users in regional, national or local authorities (e.g. port, coastal, flag state etc.). A list of possible values is shown in Table 1.

b) The userID should not be less than 7 characters, and not more than 17 characters, including separators (this is a recommended value as, technically, the maximum length is set to 75 characters).

c) The use of separators is recommended, especially to separate and distinguish the different parts (whenever necessary). 

3. Common naming convention for “human users” 

The following schema
 is proposed for the creation of userIDs for human users, along with a short description of the basic rules to be applied. Existing users’ IDs should be migrated to the new schema in accordance with an agreed “migration plan.”
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<ISO-country-code_>[CN_]<chars>
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Examples: IT_FIAMMLO 
(or)      
it_fiammlo


(Nat.: ‘Italian’; String indicating the user ID (chars): ‘fiammlo’)

It_CN_FiammLo 



 

(Nat.: ‘Italian’, Special ind.”_CN_”, String indicating the user ID (chars): ‘fiammlo’)

a. The <ISO-country-code> is a mandatory part and shall respect the general rules in 1.b above. It is used to indicate that specific human users are linked to an organisation/authority in a certain country. It shall be followed by a ‘_’ (underscore).
EMSA users are exempted from having the ISO-country-code placed before their user names (a specific rule will be enforced at EMSA infrastructure level)
b. [CN_] is an optional notation that can be used to indicate that the user belongs to a contractor.

For example, a user working for a contractor engaged by a national administration may have a username such as “FR_CN_1”, while for a contractor engaged by EMSA, it could be “EU_CN_04” (the section after the “CN_” is only an example - it could be a number or an alpha-numerical string).

c. The <chars> attribute is a mandatory part for human users. The chars notation should represent the name of the actual user and should respect the following rules:
· It should have a minimum length of 3 characters and a maximum of 10.
· It is recommended that 7 characters are used, and it should respect one of the following structures:

· <5-chars-lastname><2-chars-firstname>
· <first-char-firstname><lastname>
· <firstname><.><lastname>
Where necessary, the following may be applied:

· In the combination <5-chars-lastname><2-chars-firstname>, or in <first-char-firstname><lastname>, if the family name is less than 5 characters (e.g. Sa, Cau, Bono, Mils), the chars notation is built:

· by adding the last name plus a portion of the first name, up to the completion of the 7 chars:

· Matilde Sa
samatil 

· Paolo Bono
bonopao
· Mike Blue
bluemik
· If the combination firstname.lastname is less than 7 characters in total, the chars notation is built by adding the first name plus the last name followed by a portion of the first name, up to the completion of the 7 chars:

· Fil Pa       fil.paf


· Joe Sa     joe.saj
d. The user name can be used to indicate that a user belongs to a specific category of institution or authority. To this end, it is recommended that a special value of 3 characters should be included. The envisaged values are shown in Table 1 (the list is to be considered to be indicative only, and not exhaustive).
	Value
	Description
	Value
	Description

	POR
	Port
	NCA
	National Authority

	CST
	Coastal
	BCL
	Border Control

	FLG
	Flag
	LWE
	Law Enforcement

	POL
	Pollution
	NDE
	Navy/ Defense

	REM
	Regional/Mission
	CUS
	Customs

	PLC
	Police
	PSC
	Port State Control

	ADM
	Administrator
	SEC
	Security

	
	
	
	

	ENT
	DG Enterprise
	EFC
	EFCA

	EMS
	EMSA
	COM
	EU Commission

	MOV
	DG MOVE
	JRC
	EU Joint Research Centre

	TAX
	DG TAXUD
	FRX
	Frontex


Table 1 – List of special values to be included in the user name <chars>

4. Common naming convention for “system users”
The following schema
 is proposed for the creation of userIDs for system-users,’ together with a short description of the basic rules to be enforced.


<sys_>[alpha-3-function_]<ISO-country-code_>[alpha-3-location-code_][CN_][chars]

Example: sys_ncaesmad1 

                (Function: ‘NCA’; Nationality: ‘Spain’; Location: ‘Madrid’, Interface: 1)


sys_ES_MAD


(Type of user: ‘system’; Nationality: ‘Spain’; Location: ”Madrid”)

sys_ES


(User type: ‘system’; Nationality: ‘Spain’)


sys_ES_CN_1


(Type of user: ‘system’; Nationality: ‘Spain’; Contractor; Interface: 1)

e. The <sys_> prefix is mandatory for all system users.
f. The [alpha-3-function_] is an optional acronym which can be used to identify the service to which the interface belongs (e.g. POR for a port, NCA for a national authority).
g. The <ISO-country-code_> is mandatory and follows the rules in 1.b above. 
h. The [alpha-3-location-code_] is an optional acronym which can be used to identify the location where the system interface is placed. It should form a valid LOCODE by combining it with the ISO_country_code above.
i. The [CN_] part is optional and follows the same rules as per 2.b above.
j. The [chars] part is optional and could be used to identify a system user that corresponds to a department/division/sector, etc. of an organisation/authority.
The same user can be named differently, but only once





 





The same user can be named differently, but only once











� It is worth noting that a rough estimation of common users across the existing EMSA applications (LRIT-DC, CSN-DC, SSN and THETIS) run by EMSA showed a percentage between 0.1 and 7.8% of common users, which vary by application.


� Underscore signs (“_”) shall be used to divide the sections of the user name


� Underscore signs (“_”) shall be used to divide the sections of the user name 
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