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	Executive summary 
	Access rights policy is partially implemented in SafeSeaNet version 1.9: restriction on Locode of destination applies only on port notifications and SSN management console doesn't comply with user right matrix.



	Action to be taken
	As per paragraph 4

	Related documents
	 SSN 7.4.6/6.4.1/6.4.10/5.4.6/4.3.15 


1. INTRODUCTION

France conducted several tests on access right management implemented in SafeSeaNet version 1.9. The main issue concerns the port access rights:

· When Ship notifications (MRS) and port notifications are sent for a ship bound for a port A to a port B.

· A port C, which is not the port of destination, cannot see the port notification but have access to the MRS information.

2. Comments 

2.1. Port restriction on SafeSeaNet information

In the document SSN 05/4/6, annex 1 it is stated that:

“A port has the right to consult a notification when and only when the LOCODE in the field NextPortofCall references its own LOCODE.

This requirement restricts the data requester to get only information they should be allowed.

In the Web application SSN must not display the notifications for other Ports (or the associated Port in case the requester is a super Port)

The above rule applies to all types of notifications.”
The test described in the introduction confirms that these specifications are partially implemented in SSN v1.9.

2.2. Enhancement of access right management console

Two role matrices were introduced in documents SSN 6/4/1 and 7/4/6. They have been approved during SSN workshop 7. These matrices define access rights for each role and the Locodes involved in each role.

The management console of SSN 1.9.0.4.4 implements the access right on Alert Notifications and Alert requests but doesn't allow a fine management on the five Alert messages (SITREP, POLREP, Waste, L/F Containers, Others) as described in the role matrix. The same issue is present on Ship messages (AIS, MRS).
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                 fig. 1 : management console



    fig. 2 : role matrix

3. Proposal

To harmonize the management of access rights it is useful to:

· Modify the management console regarding the NCA role matrix. Each message should be described in the management console in order to authorize or not notifications and requests

· Implement in SSN the rules decided in SSN 5/4/6: a port has the right to access only notifications where the field NextPortOfCall references its own Locode. It should be applied to all notifications (except waste alerts) and not only to port notifications.

These modifications of SafeSeaNet should be considered as “hot fixes” and not as an evolution since they were specified in previous workshops.

4. Action required 

The Member States are invited to note the above-mentioned proposals and to provide their comment.
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