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	Executive summary 
	To implement a new warning status code in SafeSeaNet.

	Action to be taken
	As per paragraph 5

	Related documents
	a. SSN 06/4/5 SSN Acknowledgement of Receipt

b. SSN 07/4/9 XML enhancements (Role of the MSRefId attribute)


1. INTRODUCTION
Implement the new warning status code in a coming release of SSN, V 1.9.n has been discussed in SSN WS 6 and 7, and an action point from WS 7 stats: “Implement the new warning status code in a coming release of SSN 1.9 and documented in the technical documentation and the ICD in accordance with the MS comments”.

SSN WS 7 adopted the proposal for a new “warning” status code, to be used in the receipt sent back when accepting a message conformant with the XML schema but containing attributes that failed referential validation. 
It was commented that this status code will contain dual information, one technical referring to the XML schema and one operational referring to the content of the message. Never the less, the proposal was accepted.
2. StaTus codes
The purpose of using status codes in the exchange of messages in SafeSeaNet is to inform the NCA operators whether a message transfer is successful or not, and give information of what was incompliant in the exchange.

The proposed usage of the “warning” status code in this context is to signify that certain information provided in an XML message are not compliant with the SafeSeaNet reference data stored in the central database.
The Warning status code shall:
· Warn the data provider of a “business process error” or issue that relates to the supplied information. For instance:
· Signify that the notification was sent for a banned or inactive vessel.
· Signify that a notification is sent for a Location code that is not registered in the UNECE.
EMSA has worked out a complete set of status codes, based on the presented proposal.

	STATUS_CODE 
	STATUS_MESSAGE
	Condition of the occurrence
	Core*/XMLSP**
	Details

	Invalid Format
	Invalid format
	Message fails XML Schema validation
	XMLSP
	Message does not comply to the xml specification

	
	A message identified by XXXXXXXXXXX  has already been sent from XXXXXX (other user)
	The MSRefId attribute fails validation
	Core
	The MSRefId is not unique

	
	A port notification must have a ETD from port
	VoyageInformation > ETD attribute failed validation
	Core
	Missing ETD in a Port Notification

	
	A port notification must have a ETA to port
	VoyageInformation > ETA  attribute failed validation
	Core
	Missing ETA in a Port Notification

	
	A port notification must have a ETA to port before ETD from port
	VoyageInformation > ETA and VoyageInformation > ETA  attributes failed validation
	Core
	The ETA value must be before ETD Value in a Port Notification

	
	A ship notification must have a port location
	VoyageInformation > NextPortOfCall attribute failed validation
	XMLSP
	Message does not comply to the xml specification in a Ship Notification

	
	A ship notification must have a ETA to port
	VoyageInformation > ETA  attribute failed validation
	
	Missing ETA in a Ship Notification

	
	A hazmat notification must have either ETA to port of arrival or ETD from port of departure
	VoyageInformation > ETA or VoyageInformation > ETD attributes failed validation
	Core
	Missing ETA and ETD in a Hazmat Notification 

	
	The longitude is invalid
	Longtitude attribute failed validation
	Core
	The value of Longitude must not be between -108000000 and 108600000  

	
	The latitude is invalid
	Latitude attribute failed validation
	Core
	The value of Latitude must not be between -54000000 and 54600000 

	
	A url must be defined for a URI source
	UriDetails > Url attribute failed validation
	Core
	Missing Url in Ship, Hazmat, Alert and Security Notifications

	
	Invalid location
	VoyageInformation > NextPortOfCall attribute failed validation
	Core
	Invalid location format in a notification of type Ship (MRS), Hazmat, Alert.

	
	Unknown location
	VoyageInformation > NextPortOfCall attribute failed validation
	Core
	Port notification: the locode is not defined in SSN database LOCATIONS table. The error message is also combined with the message "Not permitted location"

	
	Not permitted location
	VoyageInformation > NextPortOfCall attribute failed validation
	Core
	Port notification: The locode does not belong to the permitted list of locations for a given authority

	
	The port location is not valid
	VoyageInformation > NextPortOfCall attribute failed validation
	Core
	Invalid location format in a notification of type Port. The error message must and will be modified to "Invalid location" as in all the other types of notifications

	
	The last name is invalid
	ContactDetails > LastName attribute failed validation
	Core
	The LastName value length must be < 50

	
	Unknown sender:[Organization: uniqueId=XXXXX, null]
	From attribute failed validation
	Core
	The Sender (From value) is not identified as a valid PARTY (AUTHORITY) in SSN database.

	
	Sender: XXXXXX tried to sent a Notification from a channel that cannot use
	From attribute failed validation
	Core
	A PERSON attempted to send a XML message from the XML interface. Only AUTHORITIES are permitted.

	
	The MMSI reffers to an unkwown maritime authority XXX
	VesselIdentification > MMSINumber failed validation
	Core
	The first 3 letters of MMSI don't correspond to a known Maritime authority defined in the MARITIME_ID_DIGITS table

	
	A vessel notification must have at least one of IMO or MMSI number
	VesselIdentification > IMONumber or VesselIdentification > MMSINumber failed validation
	Core
	Both IMO and MMSI are missing in any type of notification where vessel is identified.

	
	Call Sign must be 7 characters maximum
	VesselIdentification > CallSign failed validation
	Core
	The Call Sign value length must be up to 7 chars long

	
	The reported vessel is a Test Vessel
	VesselIdentification > IMONumber and VesselIdentification > MMSINumber failed validation
	Core
	An attempt was made to update one of the test vessels with IMO and MMSI equal to 0000000 & 000000000 or 9999999 & 999999999

	
	The test id is invalid
	Header >TestId attribute failed validation
	Core
	The Testid value length must be up to 8 chars long

	
	A phone number must be defined
	ContactDetails > Phone attribute failed validation
	Core
	Missing phone number in a notification message of type Ship, Hazmat, Alert or Security.

	
	A fax number must be defined
	ContactDetails > Fax attribute failed validation
	Core
	Missing FAX number in a notification message of type Ship, Hazmat, Alert or Security.

	
	The phone number is invalid
	ContactDetails > Phone attribute failed validation
	Core
	The phone number length() must be up to 20 digits long and only the first character can be '+'

	
	The total number of persons aboard is not valid
	VoyageInformation >TotalPersonsOnBoard attribute failed validation
	Core
	1.The NumberOfPassengers value must be between 1 and 99999 in notifications of type Port, Ship and Hazmat
2. In a Port notification when NextPortofCall = ZZCAN then NumberOfPassengers must be 99999

	
	ssn.geography.InvalidLocationCodeException: ssn.geography.UnknownCountryException: Unknown country:XX
	VoyageInformation > NextPortOfCall failed Validation
	Core
	The actual correct message should be: "Invalid location format. Unknown Country". The Country ISO code in a Locode field is not valid

	XML format valid/ referential validation failed
	XML format validation passed

Credential validation failed

New Message
	XML format validation passed

Reference data validation doesn’t match.
This is a Warning Message
	
	Reference data validation can be Locode validation, Notification sent for a banned vessel, the supplied IMO number is not an IMO number etc.

	ServerError
	There was a server error during the processing of this message.
	Under abnormal application or server operation.
Under an unhandled exception.
	Core
	An abnormal application or server error occurred.
An unhandled exception occurred.

	Timeout
	Request/notification message was not received on time
	Request/Notification wasn't received by SSN
	Core
	The actual correct message is: "The corresponding XML request/notification message has not been processed within time"  The Request or Notification hasn't reached SSN in time

	NotAvailable
	The data provider is temporarily unavailable
	A SSN2MS Request message was acknowledged with a HTTP status code other than 200 or 202
	Core
	The data provider responds to a request with an error HTTP status code.

	NotFound
	Requested notification details does not exist 
	No notification exists for the given request.
	Core
	SSN does not hold any notification that can satisfy the criteria of the request by the data requestor

	AccessDenied
	The user is not allowed to send the corresponding XML request/notification or doesn't exist
	Authority (From attribute) failed permision check
	Core
	The authority does not have the permissions to send the XML message. Applicable in all type of message when the authority over the XML interface is not granted with the corresponding permission

	
Core: 

Applying business rules validation in SSN Core

** XMLSP: 
XML Schema Parsing


SafeSeaNet, XML Status Codes
3. Refreshing the rules of the Status Code uses
To create a clear picture how to use the status code, some of the fundamentals will be described. 

Description of the flow

	Step
	Action

	1
	The NCA application prepares the MS2SSN_<SSN_Tx_Type>_Not XML message corresponding to the type of the notification and sends it to SafeSeaNet. 

	2
	SafeSeaNet logs and validates the notification message.

· If valid, it stores the notification information in its index database, and sends back the SSN_Receipt XML message with a positive status code as response (synchronous connection). 
· If invalid or any problem during the processing of the notification, it sends back the SSN_Receipt XML message with a negative status code as response (synchronous connection).

	3
	The NCA application analyzes the received XML response and processes it accordingly.


4. Proposal for a new status code system
During the work with the present status code system, the unsystematic structure and random behaviour became evident. With the present structure, no methodical use of the code cannot be achieved.

Based on the work with the present status code system and the wishes of having a more functional system that can serve the MSs in a better way is developed. The result is presented below.
Systematic Status Code System, Operational Functions

The first part of the code is aimed for serving operational purpose. That means, who shall be informed when the status Code appear? In this system we have just defined four different bodies or functions. Tec means that the information has to be forward to Technical Responsible (SSN). Ope means that the information has to be forward to Operational Responsible (SSN). Teo means that the information has to be forward to Technical responsible for operational system (like AIS). Pro means that the information has to be forward to Automatic processing.
As it can be seen from the table, many more possibilities exist without any system changes. Only the Status code dictionary has to be updated.
	Status Code
	Function
	Function description
	Number Code

	Tec
	FTR
	Forward to Technical Responsible (SSN)
	10000

	Ope
	FtO
	Forward to Operational Responsible (SSN)
	20000

	Teo
	FtoTec
	Forward to Technical responsible for operational system (like AIS)
	30000

	Pro
	FtoPro
	Forward to Automatic processing
	40000


Systematic Status Code System, XML Header Functions

For the status code system we have split the XML message into two parts, the Header part and the Body part. This is just to discriminate the different nature of these two parts. The Header part is pure technical and is dealing with the message it self; identification of the message, the technical sender of the message, the technical processing of the message and so on.
As can be seen, the number of status codes can easily be extended
	Message
	Message Element
	Description
	Number Code

	XML message
	*
	XML Message format not recognisable
	1100

	XML message 
	Header
	A message identified by XXXXXXXXXXX  has already been sent from XXXXXX (other user)
	1200


	System
	System Element
	Description
	Number Code

	Server
	*
	There was a server error during the processing of this message
	1501

	Server 
	Time control
	Request/notification message was not received on time
	1510

	Server
	Communication
	The data provider is temporarily unavailable
	1520

	Server
	Communication
	Sender: XXXXXX tried to send a Notification from a channel that cannot use
	1521


The text in the tables is picked from the present system and should therefore be well known terminology. The use of the “Number Code” figures (the numbers) will be explained later.

Systematic Status Code System, Notification Types

We have set out separate number area for Notifications in general and for the individual Notification, inside the general number area.
How the Number Code figures shall be used will be explained later.

	Notification Type
	Notification Element
	Description
	Number Code

	Port Notification
	*
	
	2100

	Ship Notification AIS
	*
	
	2200

	Ship Notification MRS
	*
	
	2300

	Hazmat Notification
	*
	
	2400

	Security Notification
	*
	
	2500

	Waste Notification
	*
	
	2600

	Alert Notification
	*
	
	2700


Systematic Status Code System, Request Types

We have set out separate number area for Requests in general and for the individual Requests, inside the general number area.

How the “Number Code” figures shall be used will be explained later.

	Request Type
	Request Element
	Description
	Number Code

	Port Request
	*
	
	3100

	Ship Request AIS
	*
	
	3200

	Ship Request MRS
	*
	
	3300

	Hazmat Request
	*
	
	3400

	Security Request
	*
	
	3500

	Waste Request
	*
	
	3600

	Alert Request
	*
	
	3700


Systematic Status Code System, Response Types

We have set out separate number area for Response messages in general and for the individual responses, inside the general number area.

How the Number Code figures shall be used will be explained later.

	Response Type
	Notification Element
	Description
	Number Code

	Port Response
	*
	
	4100

	Ship Response AIS
	*
	
	4200

	Ship Response MRS
	*
	
	4300

	Hazmat Response
	*
	
	4400

	Security Response
	*
	
	4500

	Waste Response
	*
	
	4600

	Alert Response
	*
	
	4700


Systematic Status Code System, Element Types

The Element is the individual elements in a message (value inside a tag).
We have set out a separate number area for the Elements. This means that we can extend the status code to any of the elements inside a Notification, Request or Response messages without any disturbance of the system. Only the Status code Dictionary has to be updated
How the Number Code figures shall be used will be explained later.

	Element Group
	Body Element type
	Description
	Number Code

	Voyage
	ETA
	The ETA value Not recognisable
	1

	
	ETA
	The time of ETA must be before the time of ETD
	2

	
	ETD
	The ETD value Not recognisable
	3

	
	ETD
	The time of ETD must come after the time of ETA
	4

	
	Locode
	The Arriving destination not recognised
	5

	
	Locode
	The departing destination not recognised
	6

	
	Locode
	The Country Code in the Location code is not valid 
	7

	
	Locode 
	The format for the given Location Code is not valid
	8

	
	Locode Warning
	The given Locode is not present in the SSN database
	9

	
	Position, Latitude
	Invalid Latitude format
	10

	
	Position, Longitude
	Invalid Longitude format
	11

	
	Position, Latitude
	Latitude Position missing
	12

	
	Position, Longitude
	Longitude Position missing
	13

	
	Position, Latitude
	Latitude Position invalid
	14

	
	Position, Longitude
	Longitude Position invalid
	15

	
	Persons onboard
	The total number of persons aboard is not valid
	16

	
	Persons onboard
	Number of persons onboard is missing
	17

	Ship
	Ship ID
	A vessel must be identified with either the IMO or MMSI number
	30

	
	Ship ID
	The provided IMO number is not a proper IMO number
	31

	
	Ship ID
	The provided Call Sign is not recognised as a proper Callsign
	32

	
	Ship ID
	The reported vessel is a Test Vessel
	33

	
	Ship ID
	The ship test id is invalid
	34

	
	Ship ID
	The MMSI refers to an unknown maritime authority XXX
	35

	
	Ship ID Warning
	The given IMO number is not present in the SSN database
	36

	
	Ship ID Warning
	The given MMSI number is not present in the SSN database
	37

	
	Ship Information Warning
	The ship is a banned vessel
	40

	
	Ship Information Warning
	The ship is a single hull tanker
	41

	Contact
	Contact ID
	The Last Name is invalid
	50

	
	Contact ID 
	Unknown sender:[Organization: uniqueId=XXXXX, null]
	51

	
	Contact ID 
	The Sender of XML is not recognised, access denied
	52

	
	Contact Info
	A phone number must be defined
	53

	
	Contact Info
	A fax number must be defined
	54

	
	Contact Info
	The phone number is invalid
	55

	
	Contact Info
	The fax number is invalid
	56

	
	
	
	

	Information
	Information Content
	No retrievable information 
	60

	
	Information source
	URL is not defined
	61

	
	Information source
	The URL is not valid
	62

	
	Information source
	The URL server is not recognised
	63

	
	
	
	


Systematic Status Code System, the use of the codes

We will here describe how to construct the complete status code and how to decode it. All actions are based on pure mathematics, no string manipulation, which will support fast processing.
The steps for developing the complete status code are as following:
a) Select the operational use of the code, which body that should be informed

Select one of these operational codes: 
	Tec

	Ope

	Teo

	Pro


As an example, we use this one: Ope ( 30000

b) Select the type of Notification, Request or Response for which you have to report a status

As an example, we use this one: Ship Notification AIS: ( 2200

	Ship ID
	The provided IMO number is not a proper IMO number


c) Select the type of element, for which you have to report a status. The Element can be inside any of Notification, Request or Response messages or in the Header.

As an example we use this one:

Which has the number 31

d) We have now to combine status elements into a Status code. The process is like this: 

We have now defined all necessary elements and can build the code like this:

30000 + 2200 +31 = 32231

The decoding is done like this:

Element 1: |32231: 10000| *10000 = 30000  ( |32231: 10000| is truncated)

Element 2: |32231 : 100| *100 – 30000 = 2200 ( |32231: 100| is truncated)

Element 3: 32231 – (Element 1 + Element 2) = 31

Element 1 can now be used for distribution of the information code, here: to the Operational responsible. 

Element 2 tells us that this information code comes from a AIS Ship Notification

In addition, Element 3 tells us that the provided IMO number is not recognised as a proper IMO number.
This is the complete process for using a well defined, flexible and extendable status code system.
5. ACTION REQUIRED

The Member States participants are invited to study the proposal and give their comments.
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