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	Executive summary 
	The objective of this document is to communicate to the MS on the progress of the implementation of the “access rights” issue.


	Action to be taken
	As per paragraph 3

	Related documents
	a. SSN 6/4/1 document on “Users Access Rights”
b. Paragr. IV.1 of SSN 6 minutes report.

 


1. INTRODUCTION
After a thorough discussion on the “access rights” issue, the SSN 6 group agreed on the present role matrix indicated in annex.
This matrix has to be applied in the current version of SSN V1.9. The SSN 6 group recognised that the present role matrix should be further updated if the system has to comply with the security rules defined in Council Decision 2001/264/EC adopting the Council’s security regulations as amended.
To this end, EMSA presented at SSN 6, a proposal regarding the implementation of a new “role matrix” taking into account the recommendation provided by the participants at the ISWG 3. The major change relies on two separate matrixes distinguishing the functionalities and information type from the area access.

The participants exchanged their view regarding the role of the NCA, the identification of the users, the need for validating the access rights through the committee and other considerations. The Netherlands representative recalled the access right must satisfy the following basic requirement: who needs to know.

The Commission recalled that an ad hoc committee have to validate the access rights defined in SSN in line with the security message and the Pre-notification arrival form.
An ad hoc group (GR, FR, IR and EMSA) was set up in order to summarise the remarks and find a compromise agreement. Based on the conclusion of the ad hoc group, the group reached a compromise and agreed for validating the EMSA proposal as a first step provided further study leading to the introduction of additional criteria (e.g. factor of flag) will be conducted.

The group agreed that EMSA should engage the process for the revision of the present “access rights” based on the requirements contained in documents SSN 6/4/1 and SSN 6/4/10. The impact for Member State interfaces shall be evaluated and communicated to the users. The correction shall be implemented as soon as possible. 

2. report on implementation
EMSA started the implementation process as well after the approval for the execution of the new role matrix.

So far EMSA have to give some clarification to the contractor in order they will be able to make a full analysis of the process. The clarifications are related to the discrepancies in the behaviour of both interfaces XML and web regarding the area search and the access rights while sending/requesting for certain type of notifications. Based on the XML Reference Guide (and the ICD) no restrictions apply to the sending of Ship, Hazmat, Security and Alert Notifications based on the location of the user, however, in the case of the area search (Web Interface functionality), the restrictions apply at the level of the country.

The XML reference guide has to be modified if the new additional access rights rules will be agreed by the MS.
3. ACTION REQUIRED

MS are invited to note the above mentioned information. 
Annex
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Port Search Area Search

Port Ship Hazmat Security Port HAZMAT Security Latest Notif. Voyage Cargo Manifest Latest Incidents Request

Roles

SITEREP

POLREP

Waste

L/F Containers

Others

MRS

AIS

SITEREP

POLREP

Waste

L/F Containers

Others

LOCODE Register

Vessel Register

Manage Roles

Manage Users

Statistics

NCA Access Rights ==> Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y N N N Y Y

Requested Access for:

Role 1 ===>

Role 2 ===>

Role 3 ===>

Role 4 ===>

Role 5 ===>

Role 6 ===>

<=> Can be decided by NCA Type Y or N in all fields of this colour.

<=> Restricted to specific operational status Type Y or N in all fields of this colour.

<=> Access right Not permitted



Information Requests (WEB/XML)

Send Notification (WEB/XML) Ship Search

Information Requests (WEB Only)

Alert Ship Alert

Notification Details

Administration

Manage

 
Role – Locode table
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Cluster of Locodes connected to the Role

Name of Role 2= 

Add the Locodes involved

Name of Role 3= 

Tick off which Locodes is involved in each Role.

Name of Role 4= 

Check whether the Locode is present in SSN and tick off. Name of Role 5= 

Role 1 Role 2 Role 3 Role 4 Role 5 Role 6 Name of Role 6= 

Country Code

LOCODE

EMSA Level

National Level

Pattern of:  Pattern of:  Pattern of:  Pattern of:  Pattern of:  Pattern of: 

LOCODES Registered in

Update
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