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Configuration Board Working Group

ICT Expert Group consulted in change requests to the CISE Node
software and/or the interoperability specifications

15t meeting: 29 May 2020, videocont.
|dentify potential evolutions of the CISE Node and CISE Network
List lessons learned from EUCISE 2020

Issues identified by the CISE Support Team
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Security Study

Objectives
Audit the security of the current implementation of CISE (sensitive and classified)

Prepare the ground for the certification process
March 2020 — June 2021

Subcontracted to “Ventura Associates”
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Security Study — Status (June 2020)

Completed

Detailed methodology

1st group of security
experts

BE, FI, GR, IT, ES, SATCEN

Analysis of the existing
documentation

Survey and interviews to
stakeholders

Nature of information
(data owner)

Legislation/Procedures
related to

sensitive/classified info.

Next step

Draft a security
framework for CISE
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Security Study

Next steps:
Proposition of a security framework for CISE
Conduct a risk analysis

Security assessment of the CISE solution
Organisational audit
Architecture audit
Penetration tests

Configuration audit
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Security study

Next steps (cont.):
Identification of Common security requirements
Systems connected to each CISE Nodes

Draft Accreditation procedure

To support MS in the accreditation of the CISE Node and Network for classified
information
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Keep In touch

= emsa.europa.eu/cise

=

@  cise-support@emsa.europa.eu

$ CISE Stakeholders Group @ Microsoft Teams
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Thank you

cise-support@emsa.europa.eu
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